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�H�[�h�a�g�Z�q�_�g�b�_ �H�i�b�k�Z�g�b�_ 

�@�b�j�g�u�c���r�j�b�n�l 

�I�j�b�f�_�j���� 

�H�l�d�j�h�c�l�_���I�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y���:���K�e�m�`�[�u 
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�H�l�d�j�h�c�l�_���n�Z�c�e: sudo vi /etc/pam_radius_sudo.conf 

�I�m�l�v���b���b�f�y���n�Z�c�e�Z���\�u�^�_�e�_�g�h���`�b�j�g�u�f��

�d�m�j�k�b�\�h�f 

�D�e�Z�\�b�r�Z��/ �k�h�q�_�l�Z�g�b�_���d�e�Z�\�b�r 

�I�j�b�f�_�j�� 

Ctrl +Alt +Del 

�D�e�Z�\�b�r�Z���b�e�b���k�h�q�_�l�Z�g�b�_���d�e�Z�\�b�r���g�Z��

�d�e�Z�\�b�Z�l�m�j�_ 
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1. �G�Z�a�g�Z�q�_�g�b�_���i�j�h�]�j�Z�f�f�u 

�F�m�e�v�l�b�n�Z�d�l�h�j �²  �b�g�k�l�j�m�f�_�g�l �^�e�y  �^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�h�e�v�a�h�\�Z�l�_�e�_�c��

�\�l�h�j�u�f���n�Z�d�l�h�j�h�f���i�j�b���^�h�k�l�m�i�_���d���e�x�[�u�f���d�h�j�i�h�j�Z�l�b�\�g�u�f���j�_�k�m�j�k�Z�f�����9�3�1�����9�'�,�����:�L�Q�G�R�Z�V��

�b�� �/�L�Q�X�[-�b�g�n�j�Z�k�l�j�m�d�l�m�j�Z���� �h�[�e�Z�q�g�u�_�� �i�j�b�e�h�`�_�g�b�y���� �k�� �i�h�^�^�_�j�`�d�h�c�� �l�_�o�g�h�e�h�]�b�b�� �_�^�b�g�h�]�h��

�\�o�h�^�Z�����6�6�2���� 

�<�h�a�f�h�`�g�u�_���f�_�l�h�^�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\���I�H���©�F�m�e�v�l�b�n�Z�d�l�h�j�ª�� 

�� �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_���0�X�O�W�L�I�D�F�W�R�U�� 

�� �M�g�b�\�_�j�k�Z�e�v�g�Z�y���Z�H�E-�Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���k���i�h�^�^�_�j�`�d�h�c���[�b�h�f�_�l�j�b�b�� 

�� �2�7�3���Z�i�i�Z�j�Z�l�g�u�c���L�h�d�_�g�� 

�� �+�2�7�3���L�h�d�_�g�� 

�� �2�7�3���i�j�h�]�j�Z�f�f�g�u�c���L�h�d�_�g���*�R�R�J�O�H���D�X�W�K�H�Q�W�L�F�D�W�R�U���Y���D�e�x�q�� 

�� �K�F�K���k�h�h�[�s�_�g�b�_�� 

�� �A�\�h�g�h�d���g�Z���f�h�[�b�e�v�g�h�_���m�k�l�j�h�c�k�l�\�h�� 

�<���d�Z�q�_�k�l�\�_���j�_�k�m�j�k�h�\�����i�h�^�^�_�j�`�b�\�Z�_�f�u�o���^�e�y���\�g�_�^�j�_�g�b�y���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b����
�f�h�]�m�l���\�u�k�l�m�i�Z�l�v�� 

1) �B�g�n�j�Z�k�l�j�m�d�l�m�j�Z���/�L�Q�X�[ 

2) �B�g�n�j�Z�k�l�j�m�d�l�m�j�Z��Windows 

3) �F�_�`�k�_�l�_�\�u�_ �w�d�j�Z�g�u 

4) �H�[�e�Z�d�Z���b���k�b�k�l�_�f�u���\�b�j�l�m�Z�e�b�a�Z�p�b�b 

5) �I�j�b�e�h�`�_�g�b�y 

a) Zabbix 

b) Ansible AWX 

c) ���k-Bitrix24 

d) Redmine 

e) MTS-Link 

f) Passwork 

g) �I�j�h�q�b�_ 

h) �L�h�q�d�b���^�h�k�l�m�i�Z���:�L-Fi 

i) �K�D�>�I�M���:�c�L�b-�;�Z�k�l�b�h�g  



 
�J�H�N���������������������������������������������J�:  01 

11 
 

 

2. �G�Z�q�Z�e�h���j�Z�[�h�l�u 

�<�u���j�_�r�b�e�b���i�h�^�d�e�x�q�b�l�v���f�g�h�]�h�n�Z�d�l�h�j�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���²  �\�_�j�g�h�_���j�_�r�_�g�b�_�����h��

�d�h�l�h�j�h�f���\�u���g�b�d�h�]�^�Z���g�_���i�h�`�Z�e�_�_�l�_�����I�h�e�h�\�b�g�Z���^�_�e�Z���m�`�_���k�^�_�e�Z�g�Z�����h�k�l�Z�e�h�k�v���g�_�f�g�h�]�h�� 

1. �A�Z�j�_�]�b�k�l�j�b�j�m�c�l�_�k�v���\ �k�b�k�l�_�f�_���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����k�h�a�^�Z�c�l�_��

�b�g�n�h�j�f�Z�p�b�h�g�g�m�x���k�b�k�l�_�f�m���b���j�_�k�m�j�k�u�� 

2. �>�e�y���i�h�^�d�e�x�q�_�g�b�y���k�Z�c�l�h�\�� 

�x �I�j�h�Z�g�Z�e�b�a�b�j�m�c�l�_���\�k�_���i�j�h�p�_�k�k�u���\�Z�r�_�]�h���i�j�b�e�h�`�_�g�b�y�����d�h�l�h�j�u�_���l�j�_�[�m�_�l�k�y��

�a�Z�s�b�l�b�l�v���h�l���g�_�k�Z�g�d�p�b�h�g�b�j�h�\�Z�g�g�h�]�h���^�h�k�l�m�i�Z�����D�Z�d���f�b�g�b�f�m�f���w�l�h���\�o�h�^��

���e�h�]�b�g�����b���\�h�k�k�l�Z�g�h�\�e�_�g�b�_���i�Z�j�h�e�y�� 

�x �O�h�j�h�r�_�c���f�u�k�e�v�x���[�m�^�_�l���^�h�[�Z�\�b�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���^�e�y��

�^�_�c�k�l�\�b�c�����l�j�_�[�m�x�s�b�o���h�k�h�[�h�]�h���d�h�g�l�j�h�e�y���b���Z�m�^�b�l�Z�����g�Z�i�j�b�f�_�j �\�u�]�j�m�a�d�b��

�h�l�q�_�l�Z���i�h���i�j�h�^�Z�`�Z�f���k�h���\�k�_�f�b���d�h�g�l�j�Z�]�_�g�l�Z�f�b�� 

�x �B�g�l�_�]�j�b�j�m�c�l�_���F�m�e�v�l�b�n�Z�d�l�h�j���b���h�[�y�a�Z�l�_�e�v�g�h���i�j�h�l�_�k�l�b�j�m�c�l�_���b�g�l�_�]�j�Z�p�b�x��

�i�_�j�_�^���a�Z�i�m�k�d�h�f�����B�g�l�_�]�j�Z�p�b�y���i�j�h�k�l�Z�y���b���g�_���a�Z�c�f�_�l���m���\�Z�k���f�g�h�]�h���\�j�_�f�_�g�b�� 

3. �>�e�y���i�h�^�d�e�x�q�_�g�b�y���b�g�n�j�Z�k�l�j�m�d�l�m�j�u���\�h�k�i�h�e�v�a�m�c�l�_�k�v���g�Z�r�b�f�b���b�g�k�l�j�m�d�p�b�y�f�b���i�h��

�g�Z�k�l�j�h�c�d�_.
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�I�h�j�l�Z�e���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�_�c 

2.1. �H�[�s�b�_���k�\�_�^�_�g�b�y 

MultiFactor SelfService Portal �²  �\�_�[-�k�Z�c�l���� �j�Z�a�j�Z�[�h�l�Z�g�g�u�c�� �b�� �i�h�^�^�_�j�`�b�\�Z�_�f�u�c��

�d�h�f�i�Z�g�b�_�c�� �F�m�e�v�l�b�n�Z�d�l�h�j�� �^�e�y�� �k�Z�f�h�k�l�h�y�l�_�e�v�g�h�c�� �j�_�]�b�k�l�j�Z�p�b�b�� �\�l�h�j�h�]�h�� �n�Z�d�l�h�j�Z��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� �i�h�e�v�a�h�\�Z�l�_�e�y�f�b�� �k�� �m�q�z�l�g�u�f�b�� �a�Z�i�b�k�y�f�b�� �b�a��Active Directory �b�e�b�� �^�j�m�]�b�o��

LDAP �d�Z�l�Z�e�h�]�h�\�� 

�D�h�f�i�h�g�_�g�l�� �^�h�k�l�m�i�_�g�� �\�f�_�k�l�_�� �k�� �b�k�o�h�^�g�u�f�� �d�h�^�h�f���� �j�Z�k�i�j�h�k�l�j�Z�g�y�_�l�k�y�� �[�_�k�i�e�Z�l�g�h�� �\��

�^�\�m�o���\�_�j�k�b�y�o�� 

�x �^�e�y��Windows 

�x �^�e�y��Linux 

2.2. �N�m�g�d�p�b�b���i�h�j�l�Z�e�Z 

�‡ �i�j�h�\�_�j�d�Z���e�h�]�b�g�Z���b���i�Z�j�h�e�y���i�h�e�v�a�h�\�Z�l�_�e�y���\��LDAP �d�Z�l�Z�e�h�]�_���b�e�b���^�h�f�_�g�_��Active 

Directory. Windows-�\�_�j�k�b�y���f�h�`�_�l���h�k�m�s�_�k�l�\�e�y�l�v���i�j�h�\�_�j�d�m���\���g�_�k�d�h�e�v�d�b�o���^�h�f�_�g�Z�o����

�_�k�e�b���f�_�`�^�m���g�b�f�b���g�Z�k�l�j�h�_�g�u���^�h�\�_�j�b�l�_�e�v�g�u�_���h�l�g�h�r�_�g�b�y�� 

�‡ �g�Z�k�l�j�h�c�d�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �k�f�_�g�Z���i�Z�j�h�e�y���i�h�e�v�a�h�\�Z�l�_�e�y���i�h�k�e�_���i�h�^�l�\�_�j�`�^�_�g�b�y���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�� 

�‡ �k�f�_�g�Z���i�j�h�k�j�h�q�_�g�g�h�]�h���b�e�b���l�j�_�[�m�x�s�_�]�h���a�Z�f�_�g�u���i�Z�j�h�e�y�� 

�‡ �_�^�b�g�Z�y���l�h�q�d�Z���\�o�h�^�Z��(Single Sign-On) �^�e�y���d�h�j�i�h�j�Z�l�b�\�g�u�o���i�j�b�e�h�`�_�g�b�c���k��

�i�h�^�^�_�j�`�d�h�c���i�j�h�l�h�d�h�e�h�\��SAML, OpenID Connect / Oauth; 

�‡ �b�a�[�b�j�Z�l�_�e�v�g�h�_���\�d�e�x�q�_�g�b�_���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���g�Z���h�k�g�h�\�_���i�j�b�g�Z�^�e�_�`�g�h�k�l�b��

�i�h�e�v�a�h�\�Z�l�_�e�y���d���]�j�m�i�i�_���\��Active Directory �i�j�b��Single Sign-On �\�o�h�^�_�� 

�‡ �m�i�j�Z�\�e�_�g�b�_��ActiveSync �m�k�l�j�h�c�k�l�\�Z�f�b���^�e�y���^�h�k�l�m�i�Z���d���i�h�q�l�_��Exchange; 

�‡ �i�h�^�^�_�j�`�d�Z���i�j�h�\�_�j�d�Z��CAPTCHA �g�Z���k�l�j�Z�g�b�p�_���\�o�h�^�Z���\���i�h�j�l�Z�e�� 

�I�h�j�l�Z�e���i�j�_�^�g�Z�a�g�Z�q�_�g���^�e�y���m�k�l�Z�g�h�\�d�b���b���j�Z�[�h�l�u���\�g�m�l�j�b���d�h�j�i�h�j�Z�l�b�\�g�h�c���k�_�l�b�����I�j�b���w�l�h�f 

�i�h�j�l�Z�e���f�h�`�_�l���[�u�l�v���h�i�m�[�e�b�d�h�\�Z�g���^�e�y���^�h�k�l�m�i�Z���b�a���k�_�l�b���b�g�l�_�j�g�_�l�� 

2.3. �K�p�_�g�Z�j�b�b���b�k�i�h�e�v�a�h�\�Z�g�b�y 

�‡ �I�h�j�l�Z�e���b�k�i�h�e�v�a�m�_�l�k�y���^�e�y���k�Z�f�h�k�l�h�y�l�_�e�v�g�h�c���j�_�]�b�k�l�j�Z�p�b�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�h�e�v�a�h�\�Z�l�_�e�y�f�b���\�g�m�l�j�b���d�h�j�i�h�j�Z�l�b�\�g�h�c���k�_�l�b�� 

�‡ �I�h�j�l�Z�e���\�u�i�h�e�g�y�_�l���j�h�e�v���_�^�b�g�h�c���l�h�q�d�b���\�o�h�^�Z���^�e�y���i�j�b�e�h�`�_�g�b�c�����j�Z�[�h�l�Z�x�s�b�o���i�h��

�l�_�o�g�h�e�h�]�b�b��Single Sign-On �k���i�h�^�^�_�j�`�d�h�c���i�j�h�l�h�d�h�e�h�\���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��SAML, 

OpenID Connect / OAuth;
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4. �>�_�c�k�l�\�b�c���i�h���[�_�a�h�i�Z�k�g�h�c���m�k�l�Z�g�h�\�d�_���b���g�Z�k�l�j�h�c�d�_���k�j�_�^�k�l�\�Z�� 

�I�h�^�]�h�l�h�\�d�Z���d���m�k�l�Z�g�h�\�d�_���� 
o �M�[�_�^�b�l�_�k�v�����q�l�h���m�k�l�j�h�c�k�l�\�h���k�h�h�l�\�_�l�k�l�\�m�_�l���k�b�k�l�_�f�g�u�f���l�j�_�[�h�\�Z�g�b�y�f���k�j�_�^�k�l�\�Z�� 

o �A�Z�]�j�m�a�b�l�_�� �m�k�l�Z�g�h�\�h�q�g�u�c�� �n�Z�c�e�� �l�h�e�v�d�h�� �k�� �m�k�l�Z�g�h�\�h�q�g�u�o�� �g�h�k�b�l�_�e�_�c��

�k�_�j�l�b�n�b�p�b�j�h�\�Z�g�g�h�c���i�h�k�l�Z�\�d�b 

o �K�h�a�^�Z�c�l�_���j�_�a�_�j�\�g�m�x���d�h�i�b�x���\�Z�`�g�u�o���^�Z�g�g�u�o���i�_�j�_�^���g�Z�q�Z�e�h�f���m�k�l�Z�g�h�\�d�b������ 

�M�k�l�Z�g�h�\�d�Z�� 
o �K�e�_�^�m�c�l�_�� �b�g�k�l�j�m�d�p�b�y�f�� �m�d�Z�a�Z�g�g�u�f�� �\�� �^�Z�g�g�h�f�� �j�m�d�h�\�h�^�k�l�\�_��

�J�H�N���������������������������������������������J�:�������� 

o �I�j�h�\�_�j�v�l�_�� �d�h�g�l�j�h�e�v�g�u�_�� �k�m�f�f�u�� �b�k�i�h�e�g�y�_�f�u�o�� �g�_�b�a�f�_�g�y�_�f�u�o�� �n�Z�c�e�h�\�� �i�h�k�e�_��

�m�k�l�Z�g�h�\�d�b�� 

o �M�k�l�Z�g�h�\�d�b���^�h�i�h�e�g�b�l�_�e�v�g�u�o���i�j�h�]�j�Z�f�f���b�e�b���d�h�f�i�h�g�_�g�l�h�\�����_�k�e�b���h�g�b���g�_���l�j�_�[�m�x�l�k�y�� 

�F�h�g�b�l�h�j�b�g�]���b���e�h�]�b�j�h�\�Z�g�b�_���� 
o �<�d�e�x�q�b�l�_���\�_�^�_�g�b�_���e�h�]�h�\���^�e�y���h�l�k�e�_�`�b�\�Z�g�b�y���^�_�c�k�l�\�b�c���\���k�j�_�^�k�l�\�_������ 

o �J�_�]�m�e�y�j�g�h���i�j�h�\�_�j�y�c�l�_���`�m�j�g�Z�e�u���g�Z���i�j�_�^�f�_�l���i�h�^�h�a�j�b�l�_�e�v�g�h�c���Z�d�l�b�\�g�h�k�l�b������ 

o �G�Z�k�l�j�h�c�l�_���m�\�_�^�h�f�e�_�g�b�y���h���d�j�b�l�b�q�_�k�d�b�o���k�h�[�u�l�b�y�o�����k�\�y�a�Z�g�g�u�o���k���[�_�a�h�i�Z�k�g�h�k�l�v�x������ 

�I�Z�j�Z�f�_�l�j�u���[�_�a�h�i�Z�k�g�h�k�l�b 
o �H�[�j�Z�l�b�l�_���\�g�b�f�Z�g�b�_���g�Z���^�h�i�h�e�g�b�l�_�e�v�g�u�_���i�Z�j�Z�f�_�l�j�u���[�_�a�h�i�Z�k�g�h�k�l�b���i�j�b���m�k�l�Z�g�h�\�d�_��

�b���i�_�j�_�d�h�g�n�b�]�m�j�Z�p�b�b���d�h�f�i�h�g�_�g�l�Z�� 

o �H�a�g�Z�d�h�f�v�l�_�k�v�� �k�� �j�Z�a�^�_�e�h�f�� �©�<�h�i�j�h�k�u�� �b�� �h�l�\�_�l�u�ª�� �^�e�y�� �i�h�\�u�r�_�g�b�y�� �a�Z�s�b�l�u��

�d�h�f�i�h�g�_�g�l�h�\���I�H���©�F�m�e�v�l�b�n�Z�d�l�h�j�ª 

o �<�� �k�e�m�q�Z�_�� �_�k�e�b�� �^�h�i�h�e�g�b�l�_�e�v�g�u�o�� �f�_�j�� �a�Z�s�b�l�u�� �g�_�^�h�k�l�Z�l�h�q�g�h�� �h�[�j�Z�l�b�l�_�k�v�� �\��

�l�_�o�g�b�q�_�k�d�m�x���i�h�^�^�_�j�`�d�m���b�a�]�h�l�h�\�b�l�_�e�y���k���a�Z�i�j�h�k�h�f�� 
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5. �>�_�c�k�l�\�b�c���i�h���j�_�Z�e�b�a�Z�p�b�b���n�m�g�d�p�b�c���[�_�a�h�i�Z�k�g�h�k�l�b���k�j�_�^�u��
�n�m�g�d�p�b�h�g�b�j�h�\�Z�g�b�y���k�j�_�^�k�l�\�Z 

�������A�Z�s�b�l�Z���h�i�_�j�Z�p�b�h�g�g�h�c���k�b�k�l�_�f�u������ 

   - �M�k�l�Z�g�h�\�d�Z���h�[�g�h�\�e�_�g�b�c���H�K���b���i�Z�l�q�_�c���[�_�a�h�i�Z�k�g�h�k�l�b������ 

   - �G�Z�k�l�j�h�c�d�Z���[�j�Z�g�^�f�Z�m�w�j�Z���b���Z�g�l�b�\�b�j�m�k�g�h�]�h���I�H������ 

   - �H�]�j�Z�g�b�q�_�g�b�_���i�j�Z�\���i�h�e�v�a�h�\�Z�l�_�e�_�c�����i�j�b�g�p�b�i���f�b�g�b�f�Z�e�v�g�u�o���i�j�b�\�b�e�_�]�b�c�������� 

 

�������K�_�l�_�\�Z�y���[�_�a�h�i�Z�k�g�h�k�l�v������ 

   - �G�Z�k�l�j�h�c�d�Z���[�_�a�h�i�Z�k�g�u�o���k�_�l�_�\�u�o���i�j�h�l�h�d�h�e�h�\�����g�Z�i�j�b�f�_�j�����+�7�7�3�6�����6�6�+�������� 

   - �H�]�j�Z�g�b�q�_�g�b�_���^�h�k�l�m�i�Z���d���k�j�_�^�k�l�\�m���i�h���,�3-�Z�^�j�_�k�Z�f���b�e�b���q�_�j�_�a���[�_�e�u�_���k�i�b�k�d�b������ 

 

�������N�b�a�b�q�_�k�d�Z�y���[�_�a�h�i�Z�k�g�h�k�l�v������ 

   - �H�]�j�Z�g�b�q�_�g�b�_�� �n�b�a�b�q�_�k�d�h�]�h�� �^�h�k�l�m�i�Z�� �d�� �k�_�j�\�_�j�Z�f�� �b�e�b�� �m�k�l�j�h�c�k�l�\�Z�f���� �]�^�_�� �j�Z�[�h�l�Z�_�l��

�k�j�_�^�k�l�\�h������ 

   - �B�k�i�h�e�v�a�h�\�Z�g�b�_���k�j�_�^�k�l�\���d�h�g�l�j�h�e�y���^�h�k�l�m�i�Z������ 

 

�������M�i�j�Z�\�e�_�g�b�_���m�y�a�\�b�f�h�k�l�y�f�b������ 

   - �J�_�]�m�e�y�j�g�h�_���k�d�Z�g�b�j�h�\�Z�g�b�_���k�j�_�^�u���g�Z���g�Z�e�b�q�b�_���m�y�a�\�b�f�h�k�l�_�c������ 

   - �M�k�l�j�Z�g�_�g�b�_���\�u�y�\�e�_�g�g�u�o���k�e�Z�[�u�o���f�_�k�l������ 

 

�������F�h�g�b�l�h�j�b�g�]���b���j�_�Z�]�b�j�h�\�Z�g�b�_������ 

   - �G�Z�k�l�j�h�c�d�Z���k�b�k�l�_�f���f�h�g�b�l�h�j�b�g�]�Z�����g�Z�i�j�b�f�_�j�����6�,�(�0�����^�e�y���h�l�k�e�_�`�b�\�Z�g�b�y���Z�g�h�f�Z�e�b�c������ 

   - �J�Z�a�j�Z�[�h�l�d�Z���i�e�Z�g�Z���j�_�Z�]�b�j�h�\�Z�g�b�y���g�Z���b�g�p�b�^�_�g�l�u���[�_�a�h�i�Z�k�g�h�k�l�b������ 

 

�������J�_�a�_�j�\�g�h�_���d�h�i�b�j�h�\�Z�g�b�_���b���\�h�k�k�l�Z�g�h�\�e�_�g�b�_������ 

   - �G�Z�k�l�j�h�c�d�Z���j�_�]�m�e�y�j�g�h�]�h���k�h�a�^�Z�g�b�y���j�_�a�_�j�\�g�u�o���d�h�i�b�c���^�Z�g�g�u�o���b���d�h�g�n�b�]�m�j�Z�p�b�c������ 

   - �I�j�h�\�_�j�d�Z���\�h�a�f�h�`�g�h�k�l�b���\�h�k�k�l�Z�g�h�\�e�_�g�b�y���b�a���j�_�a�_�j�\�g�u�o���d�h�i�b�c���\���[�_�a�h�i�Z�k�g�h�c���k�j�_�^�_������ 

  



 
�J�H�N���������������������������������������������J�:  01 

16 
 

 

6. �I�e�Z�l�n�h�j�f�Z���I�H���©�F�m�e�v�l�b�n�Z�d�l�h�j�� 

6.1. �M�k�l�Z�g�h�\�d�Z���b���g�Z�k�l�j�h�c�d�Z���i�e�Z�l�n�h�j�f�u 

�I�j�b�� �g�Z�k�l�j�h�c�d�_�� �i�e�Z�l�n�h�j�f�u�� �I�H�� �F�m�e�v�l�b�n�Z�d�l�h�j���l�j�_�[�m�_�l�k�y�� �i�j�h�b�a�\�_�k�l�b��

�i�j�_�^�\�Z�j�b�l�_�e�v�g�u�_�� �g�Z�k�l�j�h�c�d�b�� �k�b�k�l�_�f�u���� �k�h�a�^�Z�l�v�� �;�>���� �g�Z�i�h�e�g�b�l�v�� �_�_�� �^�Z�g�g�u�f�b�����m�d�Z�a�Z�l�v��

�g�Z�k�l�j�h�c�d�b���b���k�_�d�j�_�l�u���\���D�S�S�V�H�W�W�L�Q�J�V���b���i�_�j�_�f�_�g�g�u�_���k�j�_�^�u�� 

6.1.1. �I�h�^�]�h�l�h�\�d�Z���\�b�j�l�m�Z�e�v�g�h�c���f�Z�r�b�g�u 

�E�h�]�b�q�_�k�d�Z�y���k�o�_�f�Z���i�j�_�^�k�l�Z�\�e�_�g�Z���g�Z���j�b�k�m�g�d�_�� 

 

6.1.2. �K�b�k�l�_�f�g�u�_���l�j�_�[�h�\�Z�g�b�y �^�e�y���\�b�j�l�m�Z�e�v�g�h�c���f�Z�r�b�g�u 

�D�h�e-�\�h���y�^�_�j���&�3�8�����h�l���� 

�H�[�t�_�f���h�i�_�j�Z�l�b�\�g�h�c���i�Z�f�y�l�b�����h�l�������*�% 

�H�[�t�_�f���b���l�b�i���^�b�k�d�Z�����h�l���������*�%�����6�6�' 

Atstra Linux. 

6.1.3. �>�b�k�d�h�\�Z�y���i�h�^�k�b�k�l�_�f�Z 

LVM  (Logical Volume Manager���� �i�h�a�\�h�e�y�_�l�� �]�b�[�d�h�� �m�i�j�Z�\�e�y�l�v�� �^�b�k�d�h�\�u�f��

�i�j�h�k�l�j�Z�g�k�l�\�h�f���� �G�b�`�_�� �i�j�b�\�_�^�_�g�� �i�h�r�Z�]�h�\�u�c�� �i�e�Z�g�� �g�Z�k�l�j�h�c�d�b��LVM  �\��Linux ���k�_�f�_�c�k�l�\�Z��

debian). 
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�M�k�l�Z�g�h�\�d�Z LVM  

sudo apt update 

sudo apt install lvm2 

�J�Z�a�f�_�l�d�Z���^�b�k�d�h�\�����k�h�a�^�Z�g�b�_���e�h�]�b�q�_�k�d�b�o���j�Z�a�^�_�e�h�\ 

�G�_�h�[�o�h�^�b�f�h�� �\�u�^�_�e�b�l�v�� �j�Z�a�^�_�e�� �i�h�^�� �^�Z�g�g�u�_��docker �b�� �e�h�]�b���� �G�_�h�[�o�h�^�b�f�� �e�b�[�h��

�h�l�^�_�e�v�g�u�c���i�j�b�f�h�g�l�b�j�h�\�Z�g�g�u�c���^�b�k�d�����e�b�[�h���k�b�k�l�_�f�g�u�c���^�b�k�d���^�h�e�`�_�g���[�u�l�v���m�`�_���i�h�^�d�e�x�q�_�g��

�d�Z�d���e�h�]�b�q�_�k�d�b�c���j�Z�a�^�_�e����logical volume�����b���g�Z���g�_�f���^�h�e�`�g�h���[�u�l�v���k�\�h�[�h�^�g�h�_���f�_�k�l�h�� 

disk -l ���h�i�j�_�^�_�e�y�_�f���i�m�k�l�h�c���^�b�k�d���^�e�y���^�Z�g�g�u�o���b���e�h�]�h�\ 

sudo pvcreate /dev/sdX  �����A�Z�f�_�g�b�l�_��X �g�Z���g�m�`�g�u�c���j�Z�a�^�_�e�����g�Z�i�j�b�f�_�j����sdb) 

sudo pvdisplay  

sudo vgcreate multifactor /dev/sdX  # vg_name �²  �b�f�y���]�j�m�i�i�u���l�h�f�h�\ 

�V�X�G�R���Y�J�G�L�V�S�O�D�\���������I�j�h�\�_�j�b�l�v���k�h�a�^�Z�g�g�m�x���9�* 

sudo lvcreate -L 20G -�Q���O�R�J�V���P�X�O�W�L�I�D�F�W�R�U���������K�h�a�^�Z�l�v���/�9���j�Z�a�f�_�j�h�f���������=�;���^�e�y���e�h�]�h�\ 

sudo lvcreate -L 10G -�Q���U�D�E�E�L�W���P�X�O�W�L�I�D�F�W�R�U���������K�h�a�^�Z�l�v���/�9���j�Z�a�f�_�j�h�f���������=�;���^�e�y���^�Z�g�g�u�o���5�D�E�E�L�W�0�4 

sudo lvcreate -L 30G -�Q���P�R�Q�J�R���P�X�O�W�L�I�D�F�W�R�U���������K�h�a�^�Z�l�v���/�9���j�Z�a�f�_�j�h�f���������=�;���^�e�y���^�Z�g�g�u�o���0�R�Q�J�R�'�% 

sudo lvcreate -L 50G -�Q���G�W�U���P�X�O�W�L�I�D�F�W�R�U���������K�h�a�^�Z�l�v���/�9���j�Z�a�f�_�j�h�f���������=�;���^�e�y���G�R�F�N�H�U-registry 

sudo lvcreate -l 100%FREE multifactor -�Q���G�D�W�D�������K�h�a�^�Z�l�v���/�9���^�e�y���^�Z�g�g�u�o���G�R�F�N�H�U 

sudo lvdisplay  �����I�j�h�\�_�j�b�l�v��LV 

�K�h�a�^�Z�g�b�_���n�Z�c�e�h�\�h�c���k�b�k�l�_�f�u 

sudo mkfs.ext4 /dev/multifactor/logs  # �N�h�j�f�Z�l�b�j�h�\�Z�l�v �\ ext4 

sudo mkfs.ext4 /dev/multifactor/rabbit  # �N�h�j�f�Z�l�b�j�h�\�Z�l�v �\ ext4 

sudo mkfs.xfs /dev/vg_name/mongo  # �N�h�j�f�Z�l�b�j�h�\�Z�l�v �\ XFS 

sudo mkfs.ext4 /dev/multifactor/dtr  # �N�h�j�f�Z�l�b�j�h�\�Z�l�v �\ ext4 

�V�X�G�R���P�N�I�V���H�[�W�������G�H�Y���P�X�O�W�L�I�D�F�W�R�U���G�D�W�D���������N�h�j�f�Z�l�b�j�h�\�Z�l�v���\���H�[�W�� 

�M�k�l�Z�g�h�\�d�Z���l�h�q�d�b���f�h�g�l�b�j�h�\�Z�g�b�y 

�I�_�j�_�f�_�k�l�b�l�v���e�h�]�b���g�Z���g�h�\�u�c���j�Z�a�^�_�e 

sudo -s 

mv /var/log /var/log-old 

mkdir /var/log && mount /dev/multifactor/logs /var/log 

cd /var/log-old 

rsync -av * ../log 

 

�K�h�a�^�Z�l�v �^�b�j�_�d�l�h�j�b�b �^�e�y docker, rabbitmq, docker 

sudo -s 

mkdir -p /docker_data 

mkdir -p /docker_dtr 

mkdir -p /mongo 
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mkdir -p /rabbitmq 

 

 �I�j�h�i�b�k�Z�l�v���^�b�k�d�b���\����etc/fstab 

sudo nano /etc/fstab 

�>�h�[�Z�\�b�l�v���k�l�j�h�d�b 

/dev/multifactor/logs   /var/log ext4 defaults 0 1 

/dev/multifactor/rabbit /rabbitmq ext4 defaults 0 1 

/dev/multifactor/docker /docker_data ext4 defaults 0 1 

/dev/multifactor/docker /docker_dtr ext4 defaults 0 1 

/dev/multifactor/mongo /mongo xfs defaults 0 1 

 

�I�j�b�f�h�g�l�b�j�h�\�Z�l�v���\�k�_���^�b�k�d�b 

sudo mount -a 

�?�k�e�b�� �a�Z�d�Z�g�q�b�\�Z�_�l�k�y�� �f�_�k�l�h�� �g�Z�� �^�b�k�d�_���� �g�_�h�[�o�h�^�b�f�h�� �i�j�b�f�h�g�l�b�j�h�\�Z�l�v�� �g�h�\�u�c�� �b��

�^�h�[�Z�\�b�l�v���d���e�h�]�b�q�_�k�d�h�f�m���j�Z�a�^�_�e�m 

sudo pvcreate /dev/sdY  �����A�Z�f�_�g�b�l�_��Y �g�Z���g�m�`�g�u�c���j�Z�a�^�_�e�����g�Z�i�j�b�f�_�j����sdc) 

sudo vgextend multifactor /dev/sdY  �����>�h�[�Z�\�b�l�v���g�h�\�u�c��PV �\���]�j�m�i�i�m 

sudo lvextend -l +100%FREE /dev/multifactor/<data/logs/...> �����M�\�_�e�b�q�b�l�v���h�[�t�_�f���j�Z�a�^�_�e�Z��data/logs/... 

�M�k�l�Z�g�h�\�b�l�_ docker 

sudo lvextend -l +100%FREE /dev/multifactor 

sudo apt install docker.io  

sudo usermod - aG docker $USER 

exec su -  $USER 

�M�k�l�Z�g�h�\�d�Z docker compose: 

sudo apt install docker-compose-v2 

 

�I�_�j�_�h�i�j�_�^�_�e�_�g�b�_���^�b�j�_�d�l�h�j�b�b���^�e�y���o�j�Z�g�_�g�b�y���^�Z�g�g�u�o 

sudo apt install docker-compose-v2 

sudo systemctl stop docker 

sudo rsync -aqxP /var/lib/docker/ /docker_data 

sudo nano /etc/docker/daemon.json 

{  

  "data-root": "/docker_data" 

}  
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sudo systemctl daemon-reload 

sudo systemctl start docker 

sudo docker info | grep "Docker Root Dir" 

 �'�R�F�N�H�U���5�R�R�W���'�L�U�������G�R�F�N�H�U�B�G�D�W�D�����h�`�b�^�Z�_�f�u�c���\�u�\�h�^���d�h�f�Z�g�^�u 

 

�H�i�j�_�^�_�e�_�g�b�_��IP �Z�^�j�_�k�Z���k�_�l�_�\�h�]�h���b�g�l�_�j�n�_�c�k�Z 

�<���^�Z�e�v�g�_�c�r�_�f���[�m�^�_�l���g�_�h�[�o�h�^�b�f�h���m�d�Z�a�u�\�Z�l�v���k�_�l�v���b���Z�^�j�_�k���o�h�k�l���f�Z�r�b�g�u�� 

ip route | grep default 

default via 172.16.235.9 dev eth0 

�\���i�j�b�f�_�j�_����������������������������- ip �Z�^�j�_�k���k�_�l�_�\�h�]�h���b�g�l�_�j�n�_�c�k�Z 

�M�k�l�Z�g�h�\�d�Z��Kubernetes 

�K�h�a�^�Z�c�l�_ �n�Z�c�e docker-compose.yaml �\ /root/k3s 

 /root/k3s 

cd /root/k3s 

nano docker-compose.yaml 

 

version: '3.8' 

 

services: 

  k3s: 

    image: rancher/k3s:latest 

    container_name: k3s 

    privileged: true 

    restart: unless-stopped 

    command: > 

      server 

      --cluster-init 

      --disable traefik 

      --disable servicelb 

      --node-ip ${NODE_IP}  # Set in .env 

      --tls-san ${HOST_IP}  # For LAN node joining 

      --data-dir /var/lib/rancher/k3s 

      --kubelet-arg=root-dir=/k3s/kubelet 

    environment: 

      - K3S_KUBECONFIG_MODE=644 

    volumes: 

      - /data/docker/k3s/kubelet:/k3s/kubelet                # Kubelet data (must persist) 



 
�J�H�N���������������������������������������������J�:  01 

20 
 

 
      - /data/docker/k3s/rancher:/var/lib/rancher/k3s        # K3s cluster state (must persist) 

      - /etc/machine-id:/etc/machine-id:ro                   # For node identity (needed for multi-node) 

      - /var/run/docker.sock:/var/run/docker.sock            # Only if you need Docker-in-Docker (DinD) 

    ports: 

      - "6443:6443"  # Kubernetes API 

      - "80:80"      # HTTP 

      - "443:443"     # HTTPS 

      - "8472:8472/udp"  # Flannel VXLAN (for multi-node) 

      - "10250:10250"    # Kubelet metrics (for joining nodes) 

    networks: 

      - k3s-net 

 

networks: 

  k3s-net: 

    driver: bridge 

    ipam: 

      config: 

        - subnet: 172.20.0.0/16  # Fixed subnet for stability 

 

�K�h�a�^�Z�l�v �n�Z�c�e .env 

echo "NODE_IP=172.20.0.2" > .env 

echo "HOST_IP=$(hostname -I | awk '{print $1}')" >> .env 

�A�Z�i�m�k�l�b�l�v Kubernetes 

docker compose up -d 

6.1.4. �A�Z�i�m�k�d���0�R�Q�J�R�'�% 

  

�K�h�a�^�Z�c�l�_���n�Z�c�e���G�R�F�N�H�U-�F�R�P�S�R�V�H���\�D�P�O���\�����U�R�R�W���P�R�Q�J�R 

mkdir -p /root/mongo 

cd /root/mongo 

nano docker-compose.yaml 

�?�]�h �k�h�^�_�j�`�b�f�h�_ 

version: '3.8' 

 

services: 
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  mongo1: 

    container_name: mongo1 

    image: mongo:8.0.3 

    networks: 

      - mongo-network 

      - k3s_k3s-net  # Attach to K3s network (note the prefix) 

    ports: 

      -  "<172.16.235.9>:27017:27017" 

    volumes: 

      - /mongo:/data/db 

      - ./mongod.conf:/etc/mongod.conf 

      - ./entrypoint.sh:/usr/local/bin/entrypoint.sh 

      - ./keyfile:/var/lib/mongodb/keyfile 

    restart: always 

    entrypoint: /usr/local/bin/entrypoint.sh 

 

networks: 

  mongo-network: 

    driver: bridge 

  k3s_k3s-net: 

    external: true  # Use the existing K3s network 

 

�N�Z�c�e �d�h�g�n�b�]�m�j�Z�p�b�b MongoDB (mongod.conf) 

storage: 

  dbPath: /data/db 

net: 

  port: 27017 

  bindIp: 0.0.0.0 

 

 

# how the process runs 

processManagement: 

  timeZoneInfo: /usr/share/zoneinfo 

 

security: 

  authorization: enabled 

  keyFile: /var/lib/mongodb/keyfile 

  clusterAuthMode: keyFile 
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#operationProfiling: 

 

replication: 

  replSetName: rs0 

 

#sharding: 

 

## Enterprise-Only Options: 

 

#auditLog: 

 

#snmp: 

�N�Z�c�e �k�d�j�b�i�l�Z �a�Z�i�m�k�d�Z (entrypoint.sh ) 

#!/bin/bash 

 

set -e 

 

HOSTNAME=`env hostname` 

echo "Starting MongoDB Server For host: " $HOSTNAME 

 

echo "<172.16.235.9> mongo1" | tee -a /etc/hosts 

#echo "172.16.235.7 mongo2" | tee -a /etc/hosts  ���^�e�y���^�h�i�h�e�g�b�l�_�e�v�g�u�o���g�h�^���;�> 

#echo "172.16.235.8 mongo3" | tee -a /etc/hosts  ���^�e�y���^�h�i�h�e�g�b�l�_�e�v�g�u�o���g�h�^���;�> 

 

/usr/local/bin/docker-entrypoint.sh /usr/bin/mongod --config /etc/mongod.conf 

�N�Z�c�e (keyfile) 

openssl rand -base64 756 > keyfile 

chmod 400 keyfile 

�A�Z�i�m�k�d �d�h�g�l�_�c�g�_�j�Z 

cd /root/mongo 

docker compose up -d 

 

�G�R�F�N�H�U���S�V���_���J�U�H�S���P�R�Q�J�R�����i�j�h�\�_�j�b�l�v���q�l�h���d�h�g�l�_�c�g�_�j���j�Z�[�h�l�Z�_�l�����8�S�� 

 

�I�j�b�f�_�j���\�u�\�h�^�Z 
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�����������I���H�������I�������P�R�Q�J�R���������������������������������������������������������������������������������������������������������������������������������������X�V�U���O�R�F�D�O���E�L�Q���H�Q�W�U�«�������������P�R�Q�W�K�V���D�J�R������ Up 

3 weeks   172.16.235.9:27017->27017/tcp                       

 

6.1.5. �A�Z�i�m�k�d���5�D�E�E�L�W�0�4 

�K�h�a�^�Z�c�l�_���n�Z�c�e���G�R�F�N�H�U-�F�R�P�S�R�V�H���\�D�P�O���\�����U�R�R�W���U�D�E�E�L�W 

version: '3' 

services: 

  rabbitmq1: 

    image: rabbitmq:3.13.2-management-delayed-plugin 

    hostname: rabbitmq1 

    logging: 

      driver: "json-file"  

      options: 

        max-size: "1m" 

        max-file: "10" 

        tag: "{{.Name}}"  

    environment: 

      - RABBITMQ_DEFAULT_USER=${RABBITMQ_DEFAULT_USER} 

      - RABBITMQ_DEFAULT_PASS=${RABBITMQ_DEFAULT_PASS} 

      - RABBITMQ_DEFAULT_VHOST=${RABBITMQ_DEFAULT_VHOST} 

    ports: 

      - 15672:15672 

      - 25672:25672 

      - 35672-35682:35672-35682 

      - 4369:4369 

      - 5672:5672 

    volumes: 

      - ${PWD}/.erlang.cookie:/var/lib/rabbitmq/.erlang.cookie 

      - ${PWD}/cluster-entrypoint.sh:/usr/local/bin/cluster-entrypoint.sh 

      - /rabbit:/var/lib/rabbitmq/ 

      - /var/log/rabbitmq:/var/log/rabbitmq 

    entrypoint: /usr/local/bin/cluster-entrypoint.sh 

    networks: 

      - rabbitmq 

      - k3s_k3s-net  # Attach to K3s network (note the prefix) 

    extra_hosts: 

      #- "rabbitmq�����������������������������������^�h�[�Z�\�e�_�g�b�_���^�h�i�h�e�g�b�l�_�e�v�g�u�o���g�h�^ 
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networks: 

  rabbitmq: 

    driver: bridge 

  k3s_k3s-net: 

    external: true  # Use the existing K3s network 

 

volumes: 

  rabbitmq1-data: 

  rabbitmq1-logs: 

 

�=�_�g�_�j�Z�p�b�y .erlang.cookie 

echo $(dd if=/dev/urandom bs=30 count=1 | base64) >> .erlang.cookie 

�N�Z�c�e �k�d�j�b�i�l�Z �a�Z�i�m�k�d�Z (cluster-entrypoint.sh ) 

#!/bin/bash 

 

set -e 

 

# Change .erlang.cookie permission 

chmod 400 /var/lib/rabbitmq/.erlang.cookie 

 

# Get hostname from enviromant variable 

HOSTNAME=`env hostname` 

echo "Starting RabbitMQ Server For host: " $HOSTNAME 

 

if [ -z "$JOIN_CLUSTER_HOST" ]; then 

    /usr/local/bin/docker-entrypoint.sh rabbitmq-server & 

    sleep 5 

    rabbitmqctl wait /var/lib/rabbitmq/mnesia/rabbit\@$HOSTNAME.pid 

else 

    /usr/local/bin/docker-entrypoint.sh rabbitmq-server -detached 

    sleep 5 

    rabbitmqctl wait /var/lib/rabbitmq/mnesia/rabbit\@$HOSTNAME.pid 

    rabbitmqctl stop_app 

    rabbitmqctl join_cluster rabbit@$JOIN_CLUSTER_HOST 

    rabbitmqctl start_app 

fi  
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# Keep foreground process active ... 

tail -f /dev/null 

�A�Z�i�m�k�d �d�h�g�l�_�c�g�_�j�Z 

cd /root/rabbit 

docker compose up -d 

docker ps | grep rabbit ���i�j�h�\�_�j�b�l�v���q�l�h���d�h�g�l�_�c�g�_�j���j�Z�[�h�l�Z�_�l����Up)               

 

6.1.6. Kubernetes 

�I�h�e�m�q�_�g�b�_���^�h�k�l�m�i�Z 

docker cp k3s:/etc/rancher/k3s/k3s.yaml ~/.kube/config 

sed -i "s/127.0.0.1/${HOST_IP}/g" ~/.kube/config 

export KUBECONFIG=~/.kube/config 

kubectl get nodes  # Verify  

�K�h�a�^�Z�g�b�_ �g�_�h�[�o�h�^�b�f�u�o �j�_�k�m�j�k�h�\ Kubernetes �h�i�b�k�Z�g�h �\ �n�Z�c�e�Z�o �g�Z �^�b�k�d�_: 

/resources/manifests/system. �<�u�i�h�e�g�y�l�v���b�k�o�h�^�y���b�a���b�g�k�l�j�m�d�p�b�c���g�Z���^�b�k�d�_�� 

MongoDB 

�G�Z�k�l�j�h�b�l�v���j�_�i�e�b�d�Z�k�_�l 

docker exec -it mongo1 mongosh 

 

rs.initiate({ 

  _id: "rs0", 

  version: 1, 

  members: [ 

    {  

      _id: 0, 

      host: "mongo1:27017", 

      priority: 1 

    }  

    // Add additional members here when you expand 

    // {  

    //   _id: 1, 

    //   host: "mongo2:27017", 

    //   priority: 1 

    // }, 

    // {  
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    //   _id: 2, 

    //   host: "mongo3:27017", 

    //   priority: 1 

    // }  

  ] 

});  

 

rs.status() #�^�h�e�`�_�g �[�u�l�v PRIMARY �q�_�j�_�a �g�_�k�d�h�e�v�d�h �k�_�d�m�g�^ 

�K�h�a�^�Z�l�v�� �i�h�e�v�a�h�\�Z�l�_�e�_�c���� �Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z�� �d�e�Z�k�l�_�j�Z���� �i�h�e�v�a�h�\�Z�l�_�e�y�� �^�e�y�� �[�w�d�Z�i�h�\�� �b��

�k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�����K�h�o�j�Z�g�b�l�v �i�Z�j�h�e�b �i�h�e�v�a�h�\�Z�l�_�e�_�c 

use admin 

db.createUser({ 

  user: "admin", 

  pwd: "your-strong-password", 

  roles: [ 

    { role: "root", db: "admin" }, 

    { role: "clusterAdmin", db: "admin" } 

  ] 

});  

 

db.createUser({ 

  user: "appuser", 

  pwd: "your-strong-password", 

  roles: [ 

    { role: "readWrite", db: "mfHistory" }, 

    { role: "readWrite", db: "samDB" }, 

    { role: "readWrite", db: "mfDB" }, 

  ] 

});  

 

db.createUser({ 

  user: "backup", 

  pwd: "your-strong-password", 

  roles: [ 

     { role: 'read', db: 'mfHistory' },  

     { role: 'read', db: 'mfDB' } 

  ] 
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});  

6.1.7. RabbitMQ  

�A�Z�c�l�b���g�Z���U�D�E�E�L�W�P�T������  http://host _ip:15672). guest/guest 

�K�h�a�^�Z�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���D�G�P�L�Q 

�x �K�h�a�^�Z�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���D�G�P�L�Q 

 

�x �K�h�a�^�Z�l�v���i�h�e�b�l�b�d�b 

 

6.1.8. �K�_�j�\�b�k�u���F�m�e�v�l�b�n�Z�d�l�h�j 

�K�h�a�^�Z�g�b�_�� �g�_�h�[�o�h�^�b�f�u�o�� �j�_�k�m�j�k�h�\�� �.�X�E�H�U�Q�H�W�H�V�� �h�i�b�k�Z�g�h�� �\�� �n�Z�c�e�Z�o�� �g�Z�� �^�b�k�d�_����

���U�H�V�R�X�U�F�H�V���P�D�Q�L�I�H�V�W�V���V�H�U�Y�L�F�H�V�����<�u�i�h�e�g�y�l�v���b�k�o�h�^�y���b�a���b�g�k�l�j�m�d�p�b�c���g�Z���^�b�k�d�_�� 

�;�Z�a�u���^�Z�g�g�u�o 

�K�h�a�^�Z�g�b�_ 

�G�m�`�g�h���k�h�a�^�Z�l�v���k�e�_�^�m�x�s�b�_���[�Z�a�u���^�Z�g�g�u�o�����k�h�a�^�Z�x�l�k�y���g�Z���w�l�Z�i�_���g�Z�i�h�e�g�_�g�b�y���� 

�x mfDB�����^�e�y���k�_�j�\�b�k�h�\���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����k�_�j�\�b�k�Z��internal-api �b���k�_�j�\�b�k�h�\���[�b�e�e�b�g�]�Z�� 

�x samDB, samHangfireDB�����^�e�y���k�_�j�\�b�k�h�\���[�b�e�e�b�g�]�Z�� 
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�x mfHistory�����^�e�y���k�_�j�\�b�k�h�\���F�m�e�v�l�b�n�Z�d�l�h�j�Z���b���k�_�j�\�b�k�Z��history-service. 

�=�^�_���k�h�a�^�Z�\�Z�l�v��- �\���j�Z�a�g�u�o���w�d�a�_�f�i�e�y�j�Z�o��MongoDb �b�e�b���\���h�^�g�h�f��- �g�_���k�l�h�e�v���\�Z�`�g�h�� 

�J�_�d�h�f�_�g�^�m�_�f���\�u�^�_�e�y�l�v���[�Z�a�u��samDB �b��samHangfireDB �\���h�l�^�_�e�v�g�u�c���w�d�a�_�f�i�e�y�j�� 

mongosh mongodb://admin:password@<ip address>:27017/ 

6.1.9. �G�Z�i�h�e�g�_�g�b�_ 

�>�e�y�� �j�Z�[�h�l�u�� �k�b�k�l�_�f�u�� �F�m�e�v�l�b�n�Z�d�l�h�j�� �g�m�`�g�h�� �k�h�a�^�Z�l�v�� �\�� �[�Z�a�_�� �P�I�'�%�� �i�_�j�\�b�q�g�m�x��

�k�l�j�m�d�l�m�j�m���^�Z�g�g�u�o. 

�K�d�j�b�i�l�����d�h�l�h�j�u�c�� �\�u�i�h�e�g�y�_�l�� �w�l�m�� �j�Z�[�h�l�m�� ���b�� �h�l�h�[�j�Z�`�Z�_�l�� �g�_�d�h�l�h�j�u�_�� �g�Z�k�l�j�h�c�d�b�� 

�i�j�b�\�_�^�z�g���g�b�`�_. 

 

mongosh mongodb://admin:password@<ip address>:27017/ 

�������K�d�j�b�i�l���Z�d�l�m�Z�e�_�g���^�e�y���d�h�^�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z���g�Z���^�Z�g�g�u�c���f�h�f�_�g�l������������������������ 

// 

�������Q�l�h���^�_�e�Z�_�l���k�d�j�b�i�l�� 

// - �k�h�a�^�Z�_�l���j�m�l�h�\�u�c���k�d�h�m�i�� 

// - �k�h�a�^�Z�_�l���j�_�k�m�j�k���b���g�Z�[�h�j���k�b�k�l�_�f�g�u�o���]�j�m�i�i���^�e�y���Z�^�f�b�g�d�b�� 

// - �k�h�a�^�Z�_�l���k�d�h�m�i�����j�_�k�m�j�k���b���g�Z�[�h�j���k�b�k�l�_�f�g�u�o���]�j�m�i�i���^�e�y���i�Z�j�l�g�_�j�d�b�� 

// - �k�h�a�^�Z�_�l���k�d�h�m�i�����j�_�k�m�j�k���b���g�Z�[�h�j���k�b�k�l�_�f�g�u�o���]�j�m�i�i���^�e�y���^�_�f�h�� 

// - �i�j�b���m�k�i�_�r�g�h�f���a�Z�\�_�j�r�_�g�b�b���j�Z�[�h�l�u���h�l�h�[�j�Z�`�Z�_�l���\���d�h�g�k�h�e�b���g�Z�[�h�j���i�_�j�_�f�_�g�g�u�o���^�e�y���g�Z�k�l�j�h�c�d�b��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 

/*  

Root Scope 

�L�F�F�0�D�Q�D�J�H�P�H�Q�W���5�H�V�R�X�U�F�H 

�L�F�F�*�U�R�X�S�����$�G�P�L�Q�L�V�W�U�D�W�R�U�V 

�L�F�F�*�U�R�X�S�����$�O�O�8�V�H�U�V 

�L�F�F�3�D�U�W�Q�H�U���6�F�R�S�H 

�G�������L�F�F�5�H�V�R�X�U�F�H 

�G�������L�F�F�*�U�R�X�S�����$�G�P�L�Q�L�V�W�U�D�W�R�U�V 

�G�������J�F�F�*�U�R�X�S�����$�O�O�8�V�H�U�V 

�J�F�F�'�H�P�R���6�F�R�S�H 

    �L�F�F�5�H�V�R�X�U�F�H 

    �L�F�F�*�U�R�X�S�����$�G�P�L�Q�L�V�W�U�D�W�R�U�V 

    �J�F�FGroup: AllUsers 

*/  

�������D�Z�d���a�Z�i�m�k�d�Z�l�v���� 

�������������A�Z�i�h�e�g�b�l�v���h�[�t�_�d�l��config �\�_�j�g�u�f�b���a�g�Z�q�_�g�b�y�f�b�� 

�������������<�u�i�h�e�g�b�l�v���k�d�j�b�i�l����mongosh ./mf-init.js 
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// 

�������I�h�e�_�a�g�u�_��linux-�k�d�j�b�i�l�u�� 

�������=�_�g�_�j�Z�p�b�y��ApiKey �^�e�y���k�d�h�m�i�Z����openssl rand -hex 15 | cut -c1-29 | sed 's/^/sc_/' 

�������=�_�g�_�j�Z�p�b�y��ApiKey �^�e�y���j�_�k�m�j�k�Z����openssl rand -hex 15 | cut -c1-29 | sed 's/^/rs_/' 

�������=�_�g�_�j�Z�p�b�y���$�S�L�6�H�F�U�H�W�����R�S�H�Q�V�V�O���U�D�Q�G��-hex 16 | sed 's/^//' 

const config = { 

    mongoConn: "mongodb://usr:pwd@127.0.0.1:27017", 

    dbName: "mfDB-Test", 

    timeZone: "Europe/Moscow", 

    lang: "ru", 

    createdAt: ISODate(), 

    rootScopeApiKey: "sc_f1beab9977dbfd51f274446897bd8", 

    rootScopeApiSecret: "0edcbd40600db48ff5e48db152b03f71", 

    mgmScopeApiKey: "sc_9e1273e36d2eab1ccb03ef3e2007a", 

    mgmScopeApiSecret: "f0569fc962921e54a01c924b573219f5", 

    mgmResourceApiKey: "rs_173374422b83ec5cc60d03cbba99a", 

    mgmResourceApiSecret: "b534bd79d5d88bc0add6478a13d17e77", 

    pamScopeApiKey: "sc_0e8abd258e6b9faebbc57e2201e85", 

    pamScopeApiSecret: "3e02edc256e190fc0e71ed1299a2fb80", 

    pamResourceApiKey: "rs_b0765fc6b29c5a7dbb0f0c566a9bc", 

    pamResourceApiSecret: "e7338a369ffb7eca4c4fc0e61ff13799", 

    demScopeApiKey: "sc_d538aa9fb8b8881c36be659cbf392", 

    demScopeApiSecret: "8d6d67906292ba4440636527d7ec60e0", 

    demResourceApiKey: "rs_5c70ded3c0d4889c0f36d8bae46b3", 

    demResourceApiSecret: "ed05dd1b4de650ea73b27a4b5f85a7e1", 

    demoSmsEnabled: true, 

    demoSmsProviderUrl: "", 

    adminUsername: "admin@multifactor.ru", 

    adminPassword: "Qwerty123!", 

    adminPasswordHash: "$2a$11$OC76ZZZBU4swF7nUsglhSujSuPVbhemOjY124uwyAYt6Ab30zc0.m" 

};  

const dict = { 

    adminUsername: config.adminUsername, 

    adminPassword: config.adminPassword 

};  

print(`Connectiong to a database '${config.dbName}'...`) 

const cnn = new Mongo(config.mongoConn); 

const db = cnn.getDB(config.dbName); 

print('...done. Lets go!') 

const scopes = db.getCollection("scopes"); 
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const resources = db.getCollection("resources"); 

const groups = db.getCollection("groups"); 

const users = db.getCollection("users"); 

 

try {  

    const rootScope = createRootScope(); 

    dict["MGM_MultiFactor__ScopeId"] = rootScope.Id 

    createGroups(rootScope.Id); 

    const mgmResource = createMgmResource(rootScope.Id); 

    dict["MGM_MultiFactor__ApiKey"] = mgmResource.ApiKey; 

    dict["MGM_MultiFactor__ApiSecret"] = mgmResource.ApiSecret; 

    //const mgmScope = createMgmScope(rootScope.Id); 

    const partnerScope = createPartnerScope(rootScope.Id); 

    createGroups(partnerScope.Id); 

    dict["PAM_MultiFactor__ScopeId"] = partnerScope.Id; 

    dict["PAM_MultiFactor__ManagementScopeId"] = rootScope.Id; 

    const partnerResource = createpartnerResource(partnerScope.Id); 

    dict["PAM_MultiFactor__ApiKey"] = partnerResource.ApiKey; 

    dict["PAM_MultiFactor__ApiSecret"] = partnerResource.ApiSecret; 

    const demoScope = createDemoScope(rootScope.Id); 

    createGroups(demoScope.Id); 

    const demoResource = createDemoResource(demoScope.Id) 

    dict["DEM_MultiFactor__ApiKey"] = demoResource.ApiKey; 

    dict["DEM_MultiFactor__ApiSecret"] = demoResource.ApiSecret; 

    printVariables(); 

} catch (e) { 

    print("Error occured while running script"); 

    print(e); 

}  

print("END of script"); 

////////// 

function createRootScope() { 

    print('Creating root scope...'); 

    const rootScope = { 

        _id: getId(), 

        CreatedAt: config.createdAt, 

        UpdatedAt: config.createdAt, 

        Name: "Multifactor", 

        ApiKey: config.rootScopeApiKey, 

        ApiSecret: config.rootScopeApiSecret, 
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        Support: { 

            �1�D�P�H�������K�e�m�`�[�Z���i�h�^�^�_�j�`�d�b���� 

            Phone: "+7 499 4440882", 

            Email: "support@multifactor.ru" 

        },  

        Level: 0, 

        ParentScopeId: null, 

        Tz: config.timeZone, 

        Lang: config.lang, 

        Billing: {  

            Tariff: {  

                �1�D�P�H�������F�m�e�v�l�b�n�Z�d�l�h�j���� 

                CreatedAt: config.createdAt, 

                UpdatedAt: config.createdAt, 

                MonthlyPrice: "0", 

                UsersLimit: 2147483647, 

                CalcType: 0, 

                IsPublic: false 

            },  

            BalanceAmount: "0", 

            State: 0 

        },  

        MobileAppSettings: { 

            PushedWebsocket: true 

        }  

    };  

    try {  

        const insertRootScope = scopes.insertOne(rootScope); 

        rootScope["Id"] = insertRootScope["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error('Failed to insert root scope, stopping the script!'); 

    }  

    print('...done.') 

    return rootScope; 

}  

function createMgmResource(rootScopeId) { 

    print('Creating MGM resource...') 

    const mgmResource = { 

        _id: getId(), 
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        CreatedAt: config.createdAt, 

        UpdatedAt: config.createdAt, 

        ScopeId: rootScopeId, 

        Type: 0, 

        Name: "Multifactor management", 

        Url: "",  

        ApiKey: config.mgmResourceApiKey, 

        ApiSecret: config.mgmResourceApiSecret, 

    };  

    try {  

        const insertMgmResource = resources.insertOne(mgmResource); 

        mgmResource["Id"] = insertMgmResource["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error('Failed to insert MGM resource, stopping the script!'); 

    }  

    print('...done.') 

    return mgmResource; 

}  

function createPartnerScope(rootScopeId) { 

    print('Creating partner (PAM) scope...'); 

    const partnerScope = { 

        _id: getId(), 

        CreatedAt: config.createdAt, 

        UpdatedAt: config.createdAt, 

        Name: "Multifactor partner", 

        IsApiEnabled: false, 

        IsSmsEnabled: false, 

        ApiKey: config.pamScopeApiKey, 

        ApiSecret: config.pamScopeApiSecret, 

        Support: {  

            Name: "�M�i�j�Z�\�e�y�x�s�b�c �i�Z�j�l�g�_�j�d�b", 

            Phone: "79857268584", 

            Email: "partner@multifactor.ru" 

        },  

        Level: 1, 

        ParentScopeId: rootScopeId, 

        Tz: config.timeZone, 

        Lang: config.lang, 

        Billing: {  
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            Tariff: {  

                �1�D�P�H�������I�Z�j�l�g�_�j�d�Z���� 

                CreatedAt: config.createdAt, 

                UpdatedAt: config.createdAt, 

                MonthlyPrice: "0", 

                UsersLimit: 1000000, 

                CalcType: 0, 

                IsPublic: true 

            },  

            BalanceAmount: "0", 

            State: 0 

        },  

        MobileAppSettings: { 

            PushedWebsocket: true 

        }  

    };  

    try {  

        const insertPartnerScope = scopes.insertOne(partnerScope); 

        partnerScope["Id"] = insertPartnerScope["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error('Failed to insert partner (PAM) scope, stopping the script!'); 

    }  

    print('...done.') 

    return partnerScope; 

}  

function createpartnerResource(partnerScopeId) { 

    print('Creating PAM resource...') 

    const pamResource = { 

        _id: getId(), 

        CreatedAt: config.createdAt, 

        UpdatedAt: config.createdAt, 

        ScopeId: partnerScopeId, 

        Type: 0, 

        Name�������E�b�q�g�u�c���d�Z�[�b�g�_�l���i�Z�j�l�g�_�j�Z���� 

        Url: "",  

        ApiKey: config.pamResourceApiKey, 

        ApiSecret: config.pamResourceApiSecret, 

        Web: { 

            TokenFormat: 0 
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        }  

    };  

    try {  

        const insertpamResource = resources.insertOne(pamResource); 

        pamResource["Id"] = insertpamResource["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error('Failed to insert PAM resource, stopping the script!'); 

    }  

    print('...done.') 

    return pamResource; 

}  

function createDemoScope(rootScopeId) { 

    print('Creating demo (DEM) scope...'); 

    const demoScope = { 

        _id: getId(), 

        CreatedAt: config.createdAt, 

        UpdatedAt: config.createdAt, 

        Name: "Demo", 

        IsApiEnabled: true, 

        IsSmsEnabled: true, 

        IsExternalSmsEnabled: false, 

        IsExternalSipEnabled: false, 

        ApiKey: config.demScopeApiKey, 

        ApiSecret: config.demScopeApiSecret, 

        Support: { 

            �1�D�P�H�������Q�Z�s�b�g���<�b�d�l�h�j���� 

            Phone: "74994440882", 

            Email: "support@multifactor.ru" 

        },  

        Level: 1, 

        ParentScopeId: rootScopeId, 

        Tz: config.timeZone, 

        Lang: config.lang, 

        Billing: {  

            Tariff: {  

                �1�D�P�H�������;�_�a�e�b�f�b�l���� 

                CreatedAt: config.createdAt, 

                UpdatedAt: config.createdAt, 

                MonthlyPrice: "0", 
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                UsersLimit: 2147483646, 

                CalcType: 0, 

                IsPublic: true, 

                IsManagedByPartner: false 

            },  

            BalanceAmount: "0", 

            State: 0 

        },  

        IsExtendedSupport: false, 

        MobileAppSettings: { 

            PushedWebsocket: true 

        }  

    };  

 

    if (config.demoSmsEnabled) { 

        demoScope.ExernalSmsProviderSettings = { 

            Method: "POST", 

            Url: config.demoSmsProviderUrl, 

            AuthHeader: null, 

            ContentType: "application/json", 

            Body: null 

        };  

    }  

 

    try {  

        const insertDemoScope = scopes.insertOne(demoScope); 

        demoScope["Id"] = insertDemoScope["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error('Failed to insert demo (DEM) scope, stopping the script!'); 

    }  

 

    print('...done.') 

    return demoScope; 

}  

 

function createDemoResource(scopeId) { 

    print('Creating DEM resource...') 

 

    const demResource = { 
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        _id: getId(), 

        CreatedAt: config.createdAt, 

        UpdatedAt: config.createdAt, 

        ScopeId: scopeId, 

        Type: 0, 

        �1�D�P�H�������>�_�f�h���k�Z�c�l���� 

        Url: config.demoWebsiteUrl, 

        ApiKey: config.demResourceApiKey, 

        ApiSecret: config.demResourceApiSecret, 

        Web: { 

            TokenFormat: 0 

        },  

        Registration: { 

            Behaviour: 0 

        },  

        Enrollment: { 

            Behaviour: 0 

        },  

        Auth: { 

            Behaviour: 0 

        },  

        RequestCacheLifetime: 0, 

        EnrollmentLinkTtl: 0 

    };  

 

    try {  

        const insertDemResource = resources.insertOne(demResource); 

        demResource["Id"] = insertDemResource["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error('Failed to insert DEM resource, stopping the script!'); 

    }  

    print('...done.') 

    return demResource; 

}  

function createGroups(scopeId) { 

    print('Creating AllUsers and Administrators groups...') 

 

    const allUsersGroup = { 

        _id: getId(), 
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        Name: "AllUsers", 

        Type: 0, 

        ScopeId: scopeId 

    };  

    const administratorsGroup = { 

        _id: getId(), 

        Name: "Administrators", 

        Type: 1, 

        ScopeId: scopeId 

    };  

    try {  

        const insertAllUsersGroup = groups.insertOne(allUsersGroup); 

        allUsersGroup["Id"] = insertAllUsersGroup["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error(`Failed to insert AllUsers group for scope '${scopeId}', stopping the script!`); 

    }  

    try {  

        const insertAdministratorsGroup = groups.insertOne(administratorsGroup); 

        administratorsGroup["Id"] = insertAdministratorsGroup["insertedId"]; 

    } catch (e) { 

        print(e); 

        throw new Error(`Failed to insert Administrators group for scope '${scopeId}', stopping the script!`); 

    }  

    print('...done.') 

    return { 

        allUsersGroupId: allUsersGroup.Id, 

        administratorsGroupId: administratorsGroup.Id 

    }  

}  

function createAdmin(rootScopeId, mgmScopeId) { 

}  

function getId() { 

    return ObjectId().toString() 

}  

function printVariables() { 

    print("Variables:"); 

    for (var key in dict) { 

        print(`${key}: ${ dict[key]}`);  

    }  
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}  

�k�l�j�m�d�l�m�j�Z�� �^�Z�g�g�u�o���i�e�Z�l�n�u�h�j�f�u�� �i�h���F�m�e�v�l�b�n�Z�d�l�h�j �i�h�k�e�_�� �d�h�g�n�b�]�m�p�j�Z�p�b�b�� �[�m�^�_�l��

�\�u�]�e�y�^�_�l�v���l�Z�d: 

 Root Scope 

�L�F�F�0�D�Q�D�J�H�P�H�Q�W���5�H�V�R�X�U�F�H 

�L�F�F�*�U�R�X�S�����$�G�P�L�Q�L�V�W�U�D�W�R�U�V 

�L�F�F�*�U�R�X�S�����$�O�O�8�V�H�U�V 

�L�F�F�3�D�U�W�Q�H�U���6�F�R�S�H 

�G�������L�F�F�5�H�V�R�X�U�F�H 

�G�������L�F�F�*�U�R�X�S�����$�G�P�L�Q�L�V�W�U�D�W�R�U�V 

�G�������J�F�F�*�U�R�X�S�����$�O�O�8�V�H�U�V 

�J�F�F�'�H�P�R���6�F�R�S�H 

    �L�F�F�5�H�V�R�X�U�F�H 

    �L�F�F�*�U�R�X�S�����$�G�P�L�Q�L�V�W�U�D�W�R�U�V 

    �J�F�F�*�U�R�X�S�����$�O�O�8�V�H�U�V 

 

6.1.10. �D�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�_���n�Z�c�e�u 

�I�j�b���k�l�Z�j�l�_���\�k�_���g�Z�r�b���G�R�W�Q�H�W-�k�_�j�\�b�k�u���k�q�b�l�u�\�Z�x�l���k�\�h�b���d�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�_���n�Z�c�e�u��
�b���\�u�i�h�e�g�y�x�l���b�g�b�p�b�Z�e�b�a�Z�p�b�x���g�_�d�h�l�h�j�u�o���i�h�^�k�b�k�l�_�f��- �g�Z�i�j�b�f�_�j�����i�h�^�d�e�x�q�Z�x�l�k�y���d���;�>���b��
�i�h�^�i�b�k�u�\�Z�x�l�k�y���g�Z���h�q�_�j�_�^�b�� �I�h�k�e�_���w�l�Z�i�Z���;�Z�a�u���^�Z�g�g�u�o�����g�Z�i�h�e�g�_�g�b�_���k�l�Z�g�h�\�y�l�k�y���b�a�\�_�k�l�g�u��
�[�Z�a�h�\�u�_�� �g�Z�k�l�j�h�c�d�b���� �g�_�h�[�o�h�^�b�f�u�_�� �^�e�y�� �a�Z�i�m�k�d�Z�� �g�_�d�h�l�h�j�u�o�� �k�_�j�\�b�k�h�\���� �?�k�l�v�� �b�� �h�[�s�b�_��
�g�Z�k�l�j�h�c�d�b�����d�h�l�h�j�u�_���g�m�`�g�u���\�k�_�f���k�_�j�\�b�k�Z�f�� �K�i�h�k�h�[���^�h�k�l�Z�\�d�b���f�h�`�_�l���[�u�l�v���j�Z�a�g�u�f�����f�h�`�g�h��
�k�^�_�e�Z�l�v�� �w�l�h�� �q�_�j�_�a�� �D�S�S�V�H�W�W�L�Q�J�V���� �i�_�j�_�f�_�g�g�u�_�� �k�j�_�^�u�� �b�e�b�� �Z�j�]�m�f�_�g�l�u�� �d�h�f�Z�g�^�g�h�c�� �k�l�j�h�d�b����
�H�[�u�q�g�h���a�Z�^�Z�x�l�k�y���g�Z�k�l�j�h�c�d�b�� �d�Z�`�^�h�]�h�� �k�_�j�\�b�k�Z���\�� �n�Z�c�e�Z�o�� �D�S�S�V�H�W�W�L�Q�J�V���� �Z�� �\�h�� �\�j�_�f�y���k�l�j�Z�l�Z��
�h�[�j�Z�a�Z�� �a�Z�f�_�g�y�_�f�� �g�_�d�h�l�h�j�u�_�� �b�a�� �g�b�o�� �g�Z�� �k�i�_�p�b�n�b�q�g�u�_�� �^�e�y�� �d�h�g�d�j�_�l�g�h�]�h�� �d�h�g�l�m�j�Z�� �<�� �w�l�h�f��
�j�Z�a�^�_�e�_���j�_�q�v���b�^�_�l���h���g�Z�k�l�j�h�c�d�Z�o�����d�h�l�h�j�u�_���q�m�\�k�l�\�b�l�_�e�v�g�u���d���k�f�_�g�_���d�h�g�l�m�j�Z�����i�h�q�l�b���\�k�_���h�g�b��
�h�l�e�b�q�Z�x�l�k�y �^�e�y�� �j�Z�a�e�b�q�g�u�o�� �m�k�l�Z�g�h�\�h�d. �>�j�m�]�b�f�b�� �k�e�h�\�Z�f�b���� �_�k�e�b�� �^�e�y�� �w�l�b�o�� �g�Z�k�l�j�h�_�d��
�h�k�l�Z�\�b�l�v�� �^�_�n�h�e�l�g�u�_�� �a�g�Z�q�_�g�b�y���� �j�Z�a�\�_�j�g�m�l�Z�y�� �k�b�k�l�_�f�Z�� �i�h�l�j�_�[�m�_�l�� �^�h�i�h�e�g�b�l�_�e�v�g�u�o��
�g�Z�k�l�j�h�_�d. 

6.1.11. �H�[�s�b�_���g�Z�k�l�j�h�c�d�b 

 

"Discover": { 

  "apiUrl": "�Z�^�j�_�k �k�_�j�\�b�k�Z API. �I�j�b�f�_�j�����K�W�W�S�V�������D�S�L��gos.multifactor.ru", 

  ���D�F�F�H�V�V�3�D�J�H�8�U�O���������Z�^�j�_�k���k�l�Z�j�l�h�\�h�c���k�l�j�Z�g�b�p�u���n�j�h�g�l�_�g�^�Z���k�_�j�\�b�k�Z���$�&�3�����D�F�F�H�V�V�������I�j�b�f�_�j����

https://access.multifactor.ru", 

  ���*�H�R�6�H�U�Y�L�F�H�8�U�O���������>�m�k�l�Z�j�_�e�h�@���Z�^�j�_�k���k�_�j�\�b�k�Z���*�(�2�����G�Z�k�l�j�h�c�d�Z���b�f�_�_�l���k�f�u�k�e���l�h�e�v�d�h���d�h�^�Z���b�a���\�_�l�d�b���I�V�W�H�N����

�I�j�b�f�_�j�����J�H�R�������������� 

  ���P�D�Q�D�J�H�P�H�Q�W�8�U�O���������Z�^�j�_�k���Z�^�f�b�g�d�b�����I�j�b�f�_�j�����K�W�W�S�V�������D�G�P�L�Q��gos.multifactor.ru", 

  ���S�D�U�W�Q�H�U�0�D�Q�D�J�H�P�H�Q�W�8�U�O���������Z�^�j�_�k���i�Z�j�l�g�_�j�d�b�����I�j�b�f�_�j�����K�W�W�S�V������gos.partner.multifactor.ru", 
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  ���H�Q�U�R�O�O�P�H�Q�W�5�H�W�X�U�Q�8�U�O���������Z�^�j�_�k���k�l�j�Z�g�b�p�u�����g�Z���d�h�l�h�j�m�x���i�h�e�v�a�Z�d���i�_�j�_�g�Z�i�j�Z�\�e�y�_�l�k�y���i�h�k�e�_���m�k�i�_�r�g�h�c��

�i�j�b�\�y�a�d�b�����)�$�����I�j�b�f�_�j�����K�W�W�S�V������gos.multifactor.ru/enrollment", 

  ���V�D�P�O�,�G�H�Q�W�L�W�\�3�U�R�Y�L�G�H�U�8�U�O���������Z�^�j�_�k���k�_�j�\�b�k�Z���,�'�3�����I�j�b�f�_�j�����K�W�W�S�V�������L�G�S��gos.multifactor.ru", 

  ���6�X�S�S�R�U�W�(�P�D�L�O���������I�h�q�l�h�\�u�c���Z�^�j�_�k���i�h�^�^�_�j�`�d�b�����I�j�b�f�_�j�����V�X�S�S�R�U�W�#�P�X�O�W�L�I�D�F�W�R�U���U�X���� 

  ���6�D�O�H�V�(�P�D�L�O���������I�h�q�l�h�\�u�c���Z�^�j�_�k���k�_�c�e�a�h�\�����I�j�b�f�_�j�����V�D�O�H�V�#�P�X�O�W�L�I�D�F�W�R�U���U�X���� 

  ���+�R�P�H�6�L�W�H���������=�e�Z�\�g�u�c���k�Z�c�l���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����G�m�`�g�h�����\���q�Z�k�l�g�h�k�l�b�����^�e�y���j�_�^�b�j�_�d�l�Z���g�Z���^�h�d�m�f�_�g�l�Z�p�b�x����

�I�j�b�f�_�j�����K�W�W�S�V������gos.multifactor.ru" 

}  

 

�G�Z�k�l�j�h�c�d�Z���^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���[�b�h�f�_�l�j�b�b���\���d�Z�q�_�k�l�\�_���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�� 

"Fido2NetLib": {   

  "serverDomain": "localhost" 

}  

�H�i�p�b�b���\�u�i�b�k�u�\�Z�g�b�y���k�_�j�l�b�n�b�d�Z�l�Z���6�$�0�/�� 

"CertificateEmittingOptions": { 

  "SelfSigned": { 

    "CommonName": "multifactor.ru", 

    "ValidPeriodInDays": 1825 

  }  

}  

 

history-service 

�;�Z�a�Z mfHistory �g�m�`�g�Z �^�e�y �j�Z�[�h�l�u �k�_�j�\�b�k�Z history-service. �<���w�l�m���;�>���\�_�^�m�l���a�Z�i�b�k�v��

�k�_�j�\�b�k�u���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����Z���k�q�b�l�u�\�Z�_�l���b�a���g�_�_��history-service. 

�<�h�l���i�j�b�f�_�j���d�h�g�n�b�]�Z���^�e�y���k�_�j�\�b�k�h�\�� 

  "MongoDB": { 

  "connectionString": "mongodb://localhost:27017", 

  "mainDbName": "mfDB", 

  "historyDbName": "mfHistory" 

},  
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7. �I�h�j�l�Z�e���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�_�c���/�'�$�3 

MultiFactor SelfService Portal �²  �\�_�[-�k�Z�c�l���� �i�h�j�l�Z�e�� �k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y�� �^�e�y��

�i�h�e�v�a�h�\�Z�l�_�e�_�c��LDAP, SAML, OpenID Connect / OAuth. 

�I�h�j�l�Z�e�� �^�h�k�l�m�i�_�g�� �\�f�_�k�l�_�� �k�� �b�k�o�h�^�g�u�f�� �d�h�^�h�f���� �j�Z�k�i�j�h�k�l�j�Z�g�y�_�l�k�y�� �[�_�k�i�e�Z�l�g�h�� �i�h��

�e�b�p�_�g�a�b�b��MIT. �:�d�l�m�Z�e�v�g�Z�y�� �\�_�j�k�b�y�� �g�Z�o�h�^�b�l�k�y�� �g�Z��GitHub: �d�h�^�� �b�� �k�[�h�j�d�Z�� ���Z�j�o�b�\��

MultiFactor.SelfService.Linux.Portal.zip). 

7.1. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

1. �A�Z�c�^�b�l�_���\���e�b�q�g�u�c���d�Z�[�b�g�_�l���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����^�Z�e�_�_���\���j�Z�a�^�_�e�_�����J�_�k�m�j�k�u�����k�h�a�^�Z�c�l�_��

�g�h�\�u�c���j�_�k�m�j�k���l�b�i�Z�����K�Z�c�l����- "Self-Service �i�h�j�l�Z�e���� 

�H���g�Z�a�\�Z�g�b�_���b���Z�^�j�_�k�����i�j�h�b�a�\�h�e�v�g�u�_�� 

�H���j�_�]�b�k�l�j�b�j�h�\�Z�l�v���g�h�\�u�o���i�h�e�v�a�h�\�Z�l�_�e�_�c�����^�Z�� 

�H���i�j�b���i�h�^�d�e�x�q�_�g�b�b���[�_�a���g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����\�d�e�x�q�b�l�v��

�k�Z�f�h�k�l�h�y�l�_�e�v�g�m�x���g�Z�k�l�j�h�c�d�m�� 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���i�Z�j�Z�f�_�l�j�u��ApiKey �b��ApiSecret, �h�g�b��

�i�h�l�j�_�[�m�x�l�k�y���^�e�y���g�Z�k�l�j�h�c�d�b���i�h�j�l�Z�e�Z�� 

7.2. �L�j�_�[�h�\�Z�g�b�y���^�e�y���m�k�l�Z�g�h�\�d�b���i�h�j�l�Z�e�Z 

�‡ �I�h�j�l�Z�e���m�k�l�Z�g�Z�\�e�b�\�Z�_�l�k�y���g�Z��Linux �k�_�j�\�_�j�����i�j�h�l�_�k�l�b�j�h�\�Z�g���g�Z��Debian 11; 

�‡ �K�_�j�\�_�j�m���k���m�k�l�Z�g�h�\�e�_�g�g�u�f���i�h�j�l�Z�e�h�f���g�_�h�[�o�h�^�b�f���^�h�k�l�m�i���d���o�h�k�l�m��api.gos.multifactor.ru �i�h��

TCP �i�h�j�l�m����������(TLS); 

�‡ �>�e�y���\�a�Z�b�f�h�^�_�c�k�l�\�b�y���k��LDAP �d�Z�l�Z�e�h�]�h�f�����d�h�f�i�h�g�_�g�l�m���g�m�`�_�g���^�h�k�l�m�i���d���k�_�j�\�_�j�m��

�^�h�f�_�g�Z���i�h��TCP �i�h�j�l�m����������(LDAP) �b�e�b����������(LDAPS). 

7.3. �K�o�_�f�Z���j�Z�[�h�l�u 

�I�h�j�l�Z�e���± �w�l�h�� �\�_�[-�i�j�b�e�h�`�_�g�b�_���� �>�e�y�� �a�Z�i�m�k�d�Z�� �b�� �j�Z�[�h�l�u�� �i�h�j�l�Z�e�Z�� �b�k�i�h�e�v�a�m�_�l�k�y�� �\�_�[-

�k�_�j�\�_�j��Kestrel. �<�_�[-�k�_�j�\�_�j���g�_���g�m�`�^�Z�_�l�k�y���\���m�k�l�Z�g�h�\�d�_���b���\�o�h�^�b�l���\���k�h�k�l�Z�\���k�[�h�j�d�b�����L�b�i�h�\�Z�y��

�k�o�_�f�Z���j�Z�[�h�l�u���\�_�[-�i�j�b�e�h�`�_�g�b�c���g�Z���k�l�_�d�_��.NET �����^�e�y��Linux �k�e�_�^�m�x�s�Z�y�� 

1. �I�j�b�e�h�`�_�g�b�_���a�Z�i�m�k�d�Z�_�l�k�y���g�Z���\�_�[-�k�_�j�\�_�j�_��Kestrel. �<�_�[-�k�_�j�\�_�j���k�e�m�r�Z�_�l���a�Z�i�j�h�k�u���g�Z��

�h�i�j�_�^�_�e�_�g�g�u�c���i�h�j�l�����i�h���m�f�h�e�q�Z�g�b�x�����������������e�h�d�Z�e�v�g�h�]�h���o�h�k�l�Z���i�h���k�o�_�f�_��http; 

2. �J�_�\�_�j�k-�i�j�h�d�k�b�����g�Z�k�l�j�h�_�g�g�u�c���g�Z���/�L�Q�X�[-�k�_�j�\�_�j�_�����k�e�m�r�Z�_�l���a�Z�i�j�h�k�u���g�Z��

�\�g�_�r�g�b�c���i�h�j�l���k�_�j�\�_�j�Z���i�h���k�o�_�f�_��https �b���i�_�j�_�g�Z�i�j�Z�\�e�y�_�l���b�o���g�Z�e�h�d�Z�e�v�g�u�c���i�h�j�l������������ 

3. �<�_�[-�k�_�j�\�_�j��Kestrel �h�[�j�Z�[�Z�l�u�\�Z�_�l���\�o�h�^�y�s�b�_���a�Z�i�j�h�k�u���b���h�l�i�j�Z�\�e�y�_�l���b�o���g�Z���h�[�j�Z�[�h�l�d�m��

�\���i�j�b�e�h�`�_�g�b�_�� 

�L�Z�d�b�f���h�[�j�Z�a�h�f�����i�j�b�e�h�`�_�g�b�_���i�h�j�l�Z�e�Z���j�Z�k�i�h�e�Z�]�Z�_�l�k�y���a�Z���j�_�\�_�j�k-�i�j�h�d�k�b���b���h�[�j�Z�[�Z�l�u�\�Z�_�l��
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�a�Z�i�j�h�k�u���l�h�e�v�d�h���h�l���g�_�]�h�� 

7.4. �I�h�^�^�_�j�`�d�Z���j�_�Z�e�b�a�Z�p�b�c���/�'�$�3 

�I�h�j�l�Z�e���i�j�h�l�_�k�l�b�j�h�\�Z�g���k�h���k�e�_�^�m�x�s�b�f�b���j�_�Z�e�b�a�Z�p�b�y�f�b���d�Z�l�Z�e�h�]�h�\�� 

�‡ ActiveDirectory; 

�‡ Samba4; 

�‡ FreeIPA. 

�H�]�j�Z�g�b�q�_�g�b�y��Linux �\�_�j�k�b�b 

1. �G�_���i�h�^�^�_�j�`�b�\�Z�x�l�k�y���d�b�j�b�e�e�b�q�_�k�d�b�_���i�Z�j�h�e�b�� 

2. �G�_���i�h�^�^�_�j�`�b�\�Z�_�l�k�y���i�j�h�\�_�j�d�Z���e�h�]�b�g�Z���b���i�Z�j�h�e�y���\���g�_�k�d�h�e�v�d�b�o���^�h�f�_�g�Z�o��Active 

Directory, �_�k�e�b���f�_�`�^�m���g�b�f�b���g�Z�k�l�j�h�_�g�u���^�h�\�_�j�b�l�_�e�v�g�u�_���h�l�g�h�r�_�g�b�y�� 

7.5. �M�k�l�Z�g�h�\�d�Z 

�F�H�@�?�L���;�U�L�V���I�H�E�?�A�G�H 

�>�e�y���Z�\�l�h�f�Z�l�b�q�_�k�d�h�c���m�k�l�Z�g�h�\�d�b���i�h�j�l�Z�e�Z���\�u���f�h�`�_�l�_���\�h�k�i�h�e�v�a�h�\�Z�l�v�k�y���b�g�k�l�Z�e�e�y�l�h�j�h�f. 

�B�g�k�l�Z�e�e�y�l�h�j���k�\�h�^�b�l���d���f�b�g�b�f�m�f�m���j�m�q�g�u�_���^�_�c�k�l�\�b�y���b���\�u�i�h�e�g�_�g���\���\�b�^�_���f�Z�k�l�_�j�Z��

�m�k�l�Z�g�h�\�d�b�����>�e�y���]�_�g�_�j�Z�p�b�b���b���m�k�l�Z�g�h�\�d�b��SSL- �k�_�j�l�b�n�b�d�Z�l�Z���b�k�i�h�e�v�a�m�x�l�k�y���k�_�j�\�b�k��Let's 

Encrypt �b���m�l�b�e�b�l�Z��certbot. 

7.6. �M�k�l�Z�g�h�\�d�Z���[�b�[�e�b�h�l�_�d 

�D�h�f�i�h�g�_�g�l���b�k�i�h�e�v�a�m�_�l���k�j�_�^�m���\�u�i�h�e�g�_�g�b�y��ASP.NET Core runtime �\�_�j�k�b�b��8.0, �d�h�l�h�j�Z�y��

�y�\�e�y�_�l�k�y���[�_�k�i�e�Z�l�g�h�c�����h�l�d�j�u�l�h�c�����j�Z�a�j�Z�[�Z�l�u�\�Z�_�l�k�y���d�h�f�i�Z�g�b�_�c��Microsoft �b��Open-Source 

�k�h�h�[�s�_�k�l�\�h�f�����K�j�_�^�Z���\�u�i�h�e�g�_�g�b�y���g�_���g�Z�d�e�Z�^�u�\�Z�_�l���g�b�d�Z�d�b�o���h�]�j�Z�g�b�q�_�g�b�c���g�Z��

�b�k�i�h�e�v�a�h�\�Z�g�b�_�� 

�>�e�y���m�k�l�Z�g�h�\�d�b���\�u�i�h�e�g�b�l�_���d�h�f�Z�g�^�u�� 

�>�h�[�Z�\�v�l�_���d�e�x�q���i�h�^�i�b�k�u�\�Z�g�b�y���i�Z�d�_�l�Z���\���k�i�b�k�h�d���^�h�\�_�j�_�g�g�u�o���d�e�x�q�_�c�����a�Z�l�_�f���^�h�[�Z�\�v�l�_��

�j�_�i�h�a�b�l�h�j�b�c���i�Z�d�_�l�h�\�� 

$ wget https://packages.microsoft.com/config/debian/11/packages- microsoft-prod.deb -O packages-

microsoft-prod.deb 

$ sudo dpkg -i packages-microsoft-prod.deb 

$ rm packages-microsoft-prod.deb 
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�M�k�l�Z�g�h�\�b�l�_���k�j�_�^�m���\�u�i�h�e�g�_�g�b�y�� 

$ sudo apt-get update && \ 
sudo apt-get install -y aspnetcore-runtime-8.0 

�< �k�e�m�q�Z�_ �\�h�a�g�b�d�g�h�\�_�g�b�y �h�r�b�[�d�b Unable to load shared library 'ldap.so.2' or one of its 

dependencies �g�_�h�[�o�h�^�b�f�h �i�h�i�j�Z�\�b�l�v �p�_�i�h�q�d�m �l�Z�d�b�f �h�[�j�Z�a�h�f, �q�l�h�[�u �k�b�f�e�b�g�d 

libldap.so.2 �\ �d�h�g�_�q�g�h�f �b�l�h�]�_ �k�k�u�e�Z�e�k�y �g�Z �d�h�g�d�j�_�l�g�m�x �[�b�[�e�b�h�l�_�d�m libldap-2.X.so.2.Y.Z 

�I�j�b�f�_�j: libldap.so.2 -> libldap-2.4.so.2 // �w�l�h �k�b�f�e�b�g�d libldap-2.4.so.2 -> libldap_r-2.4.so.2 

// �w�l�h �k�b�f�e�b�g�d libldap_r-2.4.so.2 -> libldap_r-2.4.so.2.11.5 // �w�l�h �k�b�f�e�b�g�d libldap_r-

2.4.so.2.11.5 // �w�l�h �k�Z�f�Z �[�b�[�e�b�h�l�_�d�Z 

�I�j�h�\�_�j�d�Z���b���b�k�i�j�Z�\�e�_�g�b�_���k�b�f�e�b�g�d�Z���Q�l�h�[�u���i�j�h�\�_�j�b�l�v���k�b�f�e�b�g�d�b�����g�Z�^�h���g�Z�c�l�b�����]�^�_��

�g�Z�o�h�^�b�l�k�y���k�Z�f�Z���[�b�[�e�b�h�l�_�d�Z��libldap, �d�Z�d���i�j�Z�\�b�e�h�����w�l�h���^�b�j�_�d�l�h�j�b�y��/usr/lib/x86_64-linux-

gnu. 

�>�Z�e�_�_���\�\�h�^�b�f���d�h�f�Z�g�^�m��ls -la �b���\�b�^�b�f���\�k�_���n�Z�c�e�u���b���k�b�f�e�b�g�d�b�����B�s�_�f���l�Z�f�����d�l�h���b���d�Z�d��

�k�k�u�e�Z�_�l�k�y���g�Z��libldap, �d�Z�d�h�c���k�k�u�e�d�b���g�_���o�\�Z�l�Z�_�l���b���k�h�a�^�Z�z�f���_�z�����Q�Z�s�_���\�k�_�]�h���g�_���o�\�Z�l�Z�_�l��

�h�^�g�h�]�h���k�b�f�e�b�g�d�Z��- �k��libldap.so.2 �g�Z���f�Z�`�h�j�g�m�x���\�_�j�k�b�x���[�b�[�e�b�h�l�_�d�b�����K�h�a�^�Z�^�b�f���_�]�h�� 

�>�e�y��Debian �b��Ubuntu 

ln -s /usr/lib/x86_64-linux-gnu/libldap-2.4.so.2 /usr/lib/x86_64-linux- gnu/libldap.so.2 

�>�e�y CentOS �b REDOS 

ln -s /usr/lib64/libldap_r-2.4.so.2.10.9 /usr/lib64/libldap.so.2 

���<�_�j�k�b�b���[�b�[�e�b�h�l�_�d���f�h�]�m�l���h�l�e�b�q�Z�l�v�k�y�� 

7.7. �M�k�l�Z�g�h�\�d�Z���d�h�f�i�h�g�_�g�l�Z 

�K�h�a�^�Z�c�l�_���i�Z�i�d�m�����k�d�Z�q�Z�c�l�_���b���j�Z�k�i�Z�d�m�c�l�_���Z�d�l�m�Z�e�v�g�m�x���\�_�j�k�b�x���d�h�f�i�h�g�_�g�l�Z���k��

�m�k�l�Z�g�h�\�h�q�g�h�]�h��USB-�g�h�k�b�l�_�e�y: 

$ sudo mkdir /opt/multifactor /opt/multifactor/ssp /opt/multifactor/ssp/app /opt/multifactor/ssp/key-storage 

$ sudo wget https://github.com/MultifactorLab/multifactor-selfservice- 

portal/releases/latest/download/MultiFactor.SelfService.Linux.Portal.zip 

$ sudo unzip MultiFactor.SelfService.Linux.Portal.zip -d /opt/multifactor/ssp/app 
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�K�h�a�^�Z�c�l�_���k�b�k�l�_�f�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y��mfa �b���^�Z�c�l�_���_�f�m���i�j�Z�\�Z���g�Z���i�j�b�e�h�`�_�g�b�_�� 

$ sudo useradd mfa 
$ sudo chown -R mfa: /opt/multifactor/ssp 
$ sudo chmod -R 700 /opt/multifactor/ssp 

�K�h�a�^�Z�c�l�_ �n�Z�c�e �k�e�m�`�[�u systemd: 

$ sudo vi /etc/systemd/system/ssp.service 

�A�Z�f�_�g�b�l�_���k�h�^�_�j�`�b�f�h�_���b���k�h�o�j�Z�g�b�l�_���n�Z�c�e�� 

[Unit]  
Description=Self Service Portal 

[Service] 
WorkingDirectory=/opt/multifactor/ssp/app 
ExecStart=/usr/bin/dotnet 
/opt/multifactor/ssp/app/MultiFactor.SelfService.Linux.Portal.dll 
Restart=always 
RestartSec=10 
KillSignal=SIGINT 
TimeoutStopSec=90 
SyslogIdentifier=ssp-service 
User=mfa 
Environment=ASPNETCORE_ENVIRONMENT=production 
Environment=DOTNET_PRINT_TELEMETRY_MESSAGE=false 

[Install] 
WantedBy=multi-user.target 

�<�d�e�x�q�b�l�_ �Z�\�l�h�a�Z�i�m�k�d �k�e�m�`�[�u: 
$ sudo systemctl enable ssp.service 

7.8. �G�Z�k�l�j�h�c�d�Z���1�J�L�Q�[ 

�M�k�l�Z�g�h�\�b�l�_ Nginx: 

$ sudo apt-get install nginx 
$ sudo service nginx start 
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�I�_�j�_�c�^�b�l�_�� �\�� �[�j�Z�m�a�_�j�_�� �i�h�� �Z�^�j�_�k�m��http://<server_IP_address>/index.nginx- 

debian.html �b���m�[�_�^�b�l�_�k�v�����q�l�h���h�l�h�[�j�Z�`�Z�_�l�k�y���k�l�Z�g�^�Z�j�l�g�Z�y���k�l�j�Z�g�b�p�Z���1�J�L�Q�[�� 

�G�Z�k�l�j�h�c�l�_��nginx �\���j�_�`�b�f�_���j�_�\�_�j�k-�i�j�h�d�k�b�����H�l�d�j�h�c�l�_ �n�Z�c�e /etc/nginx/sites- available/ssp : 

$ sudo vi /etc/nginx/sites-available/ssp 

�>�h�[�Z�\�v�l�_���k�e�_�^�m�x�s�b�c���[�e�h�d���d�h�g�n�b�]�m�j�Z�p�b�b���b���k�h�o�j�Z�g�b�l�_���n�Z�c�e�� 

server {  

# DNS �b�f�y �k�_�j�\�_�j�Z �k �i�h�j�l�Z�e�h�f server_name ssp.domain.org; 

location / {  

# http://<host>:<port> Kestrel 

proxy_pass http://localhost:5000; 

proxy_http_version 1.1; 

proxy_set_header Upgrade $http_upgrade; 

proxy_set_header Connection keep-alive; 

proxy_set_header Host $host; proxy_cache_bypass $http_upgrade; 

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; proxy_set_header X-Forwarded-

Proto $scheme; 

}  

listen 80; 

}  

�A�Z�l�_�f���Z�d�l�b�\�b�j�m�c�l�_���d�h�g�n�b�]�m�j�Z�p�b�x�����k�h�a�^�Z�\���k�b�f�\�h�e�b�q�_�k�d�m�x���k�k�u�e�d�m���g�Z���\�Z�r��

�i�h�e�v�a�h�\�Z�l�_�e�v�k�d�b�c���d�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�c���n�Z�c�e��ssp �\���d�Z�l�Z�e�h�]�_��sites-enabled �����d�h�g�n�b�]�m�j�Z�p�b�b��

�b�a���d�h�l�h�j�h�]�h��Nginx �k�q�b�l�u�\�Z�_�l���\�h���\�j�_�f�y���a�Z�i�m�k�d�Z�� 

$ sudo ln -s /etc/nginx/sites-available/ssp /etc/nginx/sites-enabled/ 

�>�e�y���i�j�h�\�_�j�d�b���d�h�g�n�b�]�m�j�Z�p�b�b���\�u�i�h�e�g�b�l�_�� 
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$ sudo nginx -t 

�?�k�e�b���d�h�g�n�b�]�m�j�Z�p�b�y���\�_�j�g�Z�����i�j�b�f�_�g�b�l�_���_�_�� 

$ sudo nginx -s reload 

�I�h���m�f�h�e�q�Z�g�b�x���i�j�h�d�k�b-�k�_�j�\�_�j���j�Z�[�h�l�Z�_�l���k���g�_�a�Z�s�b�s�_�g�g�u�f���K�W�W�S-�k�h�_�^�b�g�_�g�b�_�f�����?�k�e�b��

�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���k�_�j�l�b�n�b�d�Z�l���b���g�Z�k�l�j�h�b�l�v��https, �n�Z�c�e��/etc/nginx/sites-available/ssp 

�^�h�e�`�_�g���\�u�]�e�y�^�_�l�v���k�e�_�^�m�x�s�b�f���h�[�j�Z�a�h�f�� 

server {  
server_name ssp.domain.org; 

location / {  
proxy_pass http://localhost:5000; 

proxy_http_version 1.1; 
proxy_set_header Upgrade $http_upgrade; 
proxy_set_header Connection keep-alive; 
proxy_set_header Host $host; 
proxy_cache_bypass $http_upgrade; 
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 
proxy_set_header X-Forwarded-Proto $scheme; 

}  

# �k�e�m�r�Z�l�v���i�h�j�l�������� 
listen 443 ssl; 
# �g�Z�k�l�j�h�c�d�b��ssl 
ssl_certificate /etc/letsencrypt/live/ssp.domain.org/fullchain.pem; 
ssl_certificate_key /etc/letsencrypt/live/ssp.domain.org/privkey.pem; 
include /etc/letsencrypt/options-ssl-nginx.conf; 
ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; 

}  

# �j�_�a�_�j�\�g�u�c���k�_�j�\�_�j���^�e�y���i�_�j�_�g�Z�i�j�Z�\�e�_�g�b�y���a�Z�i�j�h�k�h�\��http �g�Z��https 
server {  

if ($host = ssp.domain.org) {  
return 301 https://$host$request_uri; 

}  

listen 80; 
server_name domain.org; return 404; 
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}  

�A�^�_�k�v���^�e�y���i�h�e�m�q�_�g�b�y���k�_�j�l�b�n�b�d�Z�l�Z���b�k�i�h�e�v�a�h�\�Z�e�b�k�v���k�_�j�\�b�k��Let's Encrypt �b���m�l�b�e�b�l�Z��certbot. 

�I�h�o�h�`�b�_���g�Z�k�l�j�h�c�d�b���f�h�`�g�h���i�h�e�m�q�b�l�v�����k�e�_�^�m�y���b�g�k�l�j�m�d�p�b�b�� 

7.9. �I�Z�j�Z�f�_�l�j�u���i�h�j�l�Z�e�Z 

�I�Z�j�Z�f�_�l�j�u���j�Z�[�h�l�u���i�h�j�l�Z�e�Z���o�j�Z�g�y�l�k�y���\���n�Z�c�e�_ 

/opt/multifactor/ssp/app/appsettings.production.xml �\ �n�h�j�f�Z�l�_ XML.  

<PortalSettings> 

<CompanySettings> 

<! -- �G�Z�a�\�Z�g�b�_ �\�Z�r�_�c �h�j�]�Z�g�b�a�Z�p�b�b --> 

<Name>ACME</Name> 

<! -- �G�Z�a�\�Z�g�b�_ �^�h�f�_�g�Z Active Directory �^�e�y �i�j�h�\�_�j�d�b �e�h�]�b�g�Z �b �i�Z�j�h�e�y �i�h�e�v�a�h�\�Z�l�_�e�_�c --> 

<Domain>ldaps://dc.domain.local/dc=domain,dc=local</Domain> 

<! -- URL �Z�^�j�_�k �e�h�]�h�l�b�i�Z �h�j�]�Z�g�b�a�Z�p�b�b --> 

<LogoUrl>images/logo.svg</LogoUrl> 

</CompanySettings> 

<! -- [ �H�i�p�b�h�g�Z�e�v�g�h] Base DN �^�e�y �i�h�^�d�e�x�q�_�g�b�y �d FreeIPA --> 

<! -- <LdapBaseDn>cn=users,cn=accounts,dc=domain,dc=local</LdapBaseDn> - -> 

<! -- �G�Z�k�l�j�h�c�d�b���l�_�o�g�b�q�_�k�d�h�c���m�q�_�l�g�h�c���a�Z�i�b�k�b���\��Active Directory --> 

<TechnicalAccountSettings> 

<User>user@domain.local</User> 

<Password>password</Password> 

</TechnicalAccountSettings> 

<ActiveDirectorySettings requiresUserPrincipalName="false"> 

<! -- 

�>�H�i�p�b�h�g�Z�e�v�g�h�@���A�Z�i�j�Z�r�b�\�Z�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���l�h�e�v�d�h���m���i�h�e�v�a�h�\�Z�l�_�e�_�c���b�a���m�d�Z�a�Z�g�g�h�c���]�j�m�i�i�u���^�e�y��Single 
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Sign On. �F�h�`�g�h���i�_�j�_�q�b�k�e�y�l�v���q�_�j�_�a���l�h�q�d�m���k���a�Z�i�y�l�h�c��(2FA Users1;2FA Users2) 

�<�l�h�j�h�c���n�Z�d�l�h�j���l�j�_�[�m�_�l�k�y���\�k�_�f�����_�k�e�b���m�^�Z�e�b�l�v���g�Z�k�l�j�h�c�d�m�� 

--> 

<! -- <SecondFactorGroup>2FA Users</SecondFactorGroup> --> 

<! -- 

�>�H�i�p�b�h�g�Z�e�v�g�h�@���B�k�i�h�e�v�a�h�\�Z�l�v���g�h�f�_�j���l�_�e�_�n�h�g�Z���b�a��Active Directory �^�e�y���h�l�i�j�Z�\�d�b���h�^�g�h�j�Z�a�h�\�h�]�h���d�h�^�Z���\��

�K�F�K�� 

�G�_���b�k�i�h�e�v�a�m�_�l�k�y�����_�k�e�b���m�^�Z�e�b�l�v���g�Z�k�l�j�h�c�d�m�� 

--> 

<! -- <UseUserPhone>true</UseUserPhone> --> 

<! -- <UseMobileUserPhone>true</UseMobileUserPhone> --> 

</ActiveDirectorySettings> 

<! -- �I�j�h�\�_�j�d�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���i�_�j�_�^���i�_�j�\�u�f��--> 

<PreAuthenticationMethod>true</PreAuthenticationMethod> 

<MultiFactorApiSettings> 

<! -- �:�^�j�_�k API �F�m�e�v�l�b�n�Z�d�l�h�j�Z --> 

<ApiUrl>https://api.gos.multifactor.ru</ApiUrl> 

<! -- �I�Z�j�Z�f�_�l�j��API Key �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<ApiKey>key</ApiKey> 

<! -- �I�Z�j�Z�f�_�l�j��API Secret �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<ApiSecret>secret</ApiSecret> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���>�h�k�l�m�i���d��API �F�m�e�v�l�b�n�Z�d�l�h�j�Z���q�_�j�_�a��HTTP �i�j�h�d�k�b--> 

<! -- <ApiProxy>http://proxy:3128</ApiProxy> --> 

</MultiFactorApiSettings> 

<! -- �M�j�h�\�_�g�v �e�h�]�b�j�h�\�Z�g�b�y: 'Debug', 'Info', 'Warn', 'Error' --> 

<LoggingLevel>Info</LoggingLevel> 

<! -- �M�i�j�Z�\�e�_�g�b�_ �m�k�l�j�h�c�k�l�\�Z�f�b Exchange AciveSync (Active Directory) --> 

<ExchangeActiveSyncDevicesManagement enabled="false"/> 

<! -- �Y�a�u�d �b�g�l�_�j�n�_�c�k�Z: 'ru', 'en', 'auto:ru', 'auto:en' --> 

<UICulture>auto:ru</UICulture> 

<GroupPolicyPreset> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���G�h�\�u�f���i�h�e�v�a�h�\�Z�l�_�e�y�f���i�j�b���j�_�]�b�k�l�j�Z�p�b�b���[�m�^�m�l���g�Z�a�g�Z�q�_�g�u���w�l�b���]�j�m�i�i�u���b�a���e�b�q�g�h�]�h��

�d�Z�[�b�g�_�l�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<! -- ���6�L�J�Q�8�S�*�U�R�X�S�V�!�=�j�m�i�i�Z�����]�j�m�i�i�Z���^�\�Z���J�U�R�X�S�������6�L�J�Q�8�S�*�U�R�X�S�V�!��--> 

</GroupPolicyPreset> 
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</PortalSettings> 

�I�j�b �\�d�e�x�q�_�g�b�b �i�Z�j�Z�f�_�l�j�Z UseActiveDirectoryUserPhone �d�h�f�i�h�g�_�g�l �[�m�^�_�l �b�k�i�h�e�v�a�h�\�Z�l�v 

�l�_�e�_�n�h�g, �a�Z�i�b�k�Z�g�g�u�c �g�Z �\�d�e�Z�^�d�_ General. �N�h�j�f�Z�l �l�_�e�_�n�h�g�Z �f�h�`�_�l �[�u�l�v �e�x�[�u�f. 
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Member Of Dial-in Environment Sessions 
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 �I�j�b���\�d�e�x�q�_�g�b�b���i�Z�j�Z�f�_�l�j�Z��UseActiveDirectoryMobileUserPhone �d�h�f�i�h�g�_�g�l���[�m�^�_�l���b�k�i�h�e�v�a�h�\�Z�l�v���l�_�e�_�n�h�g�����a�Z�i�b�k�Z�g�g�u�c���g�Z���\�d�e�Z�^�d�_��Telephones �\���i�h�e�_��Mobile.  
7.10. �I�j�h�\�_�j�d�Z���&�D�S�W�F�K�D 

�>�e�y�� �a�Z�s�b�l�u�� �h�l�� �Z�\�l�h�f�Z�l�b�a�b�j�h�\�Z�g�g�h�]�h�� �i�_�j�_�[�h�j�Z�� �i�Z�j�h�e�_�c�� �h�l�� �m�q�z�l�g�u�o�� �a�Z�i�b�k�_�c�� �g�Z��

�k�l�j�Z�g�b�p�_�� �\�o�h�^�Z�� �\�� �i�h�j�l�Z�e�_�� �i�j�_�^�m�k�f�h�l�j�_�g�Z�� �\�h�a�f�h�`�g�h�k�l�v�� �i�j�h�\�_�j�d�b�� �i�h�e�v�a�h�\�Z�l�_�e�y�� �k��

�i�h�f�h�s�v�x�� �l�_�k�l�Z��Captcha. �<�� �d�Z�q�_�k�l�\�_�� �i�j�h�\�Z�c�^�_�j�h�\�� �k�_�j�\�b�k�Z��Captcha �i�h�^�^�_�j�`�b�\�Z�x�l�k�y��

Yandex SmartCaptcha �b��Google reCAPTCHA. 

<! -- �<�d�e�x�q�b�l�v �i�j�h�\�_�j�d�m Captcha --> 
<CaptchaSettings enabled="true">!-- �I�j�h�\�Z�c�^�_�j Captcha: 'Yandex', 'Google' --> 

<CaptchaType>Yandex</CaptchaType> 
<! -- Key �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���i�j�h�\�Z�c�^�_�j�Z��Captcha --> 
<Key>key</Key> 
<! -- Secret �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���i�j�h�\�Z�c�^�_�j�Z��Captcha --> 
<Secret>secret</Secret> 
<! -- �=�^�_ �i�h�d�Z�a�u�\�Z�l�v Captcha: 'Always', 'PasswordRecovery' --> 
<CaptchaRequired>Always</CaptchaRequired> 

</CaptchaSettings> 

7.11. �M�i�j�Z�\�e�_�g�b�_���i�Z�j�h�e�y�f�b 

�I�h�j�l�Z�e�� �k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y�� �i�h�a�\�h�e�y�_�l�� �i�h�e�v�a�h�\�Z�l�_�e�y�f�� �m�i�j�Z�\�e�y�l�v�� �k�\�h�b�f�b��

�^�h�f�_�g�g�u�f�b�� �i�Z�j�h�e�y�f�b���� �f�_�g�y�l�v�� �l�_�d�m�s�b�c�� �i�Z�j�h�e�v���� �f�_�g�y�l�v�� �b�k�l�_�d�r�b�c�� �i�Z�j�h�e�v����

�\�h�k�k�l�Z�g�Z�\�e�b�\�Z�l�v���a�Z�[�u�l�u�c���i�Z�j�h�e�v�� 

�>�e�y�� �b�k�i�h�e�v�a�h�\�Z�g�b�y�� �n�m�g�d�p�b�h�g�Z�e�Z�� �m�i�j�Z�\�e�_�g�b�y�� �i�Z�j�h�e�y�f�b�� �i�h�j�l�Z�e�m�� �g�_�h�[�o�h�^�b�f�h��

�i�h�^�d�e�x�q�_�g�b�_���d���d�Z�l�Z�e�h�]�m���i�h���6�6�/���7�/�6�� 

�K�f�_�g�Z���b�k�l�_�d�r�b�o���i�Z�j�h�e�_�c���h�k�m�s�_�k�l�\�e�y�_�l�k�y���i�h�^���l�_�o�g�b�q�_�k�d�h�c���m�q�z�l�g�h�c���a�Z�i�b�k�v�x�� 

�>�e�y���g�Z�k�l�j�h�c�d�b���b�k�i�h�e�v�a�m�x�l�k�y���k�e�_�^�m�x�s�b�_���i�Z�j�Z�f�_�l�j�u�� 

<! -- �<�d�e�x�q�b�l�v���m�i�j�Z�\�e�_�g�b�_���i�Z�j�h�e�y�f�b�����G�_�h�[�o�h�^�b�f�h���i�h�^�d�e�x�q�_�g�b�_���d��AD �i�h��SSL/TLS - > 

<PasswordManagement enabled="true"> 

<! -- �F�Z�d�k�b�f�Z�e�v�g�Z�y���^�e�b�l�_�e�v�g�h�k�l�v���k�_�k�k�b�b���b�a�f�_�g�_�g�b�y���i�Z�j�h�e�y���\���n�h�j�f�Z�l�_��'hh:mm:ss' --> 

<! -- 

<PasswordChangingSessionLifetime>00:02:00</PasswordChangingSessionLifetime> 

--> 
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<! -- �J�Z�a�f�_�j���o�j�Z�g�b�e�b�s�Z���k�_�k�k�b�c���\���[�Z�c�l�Z�o��(5242880 �i�h���m�f�h�e�q�Z�g�b�x����1048576 - �f�b�g�b�f�Z�e�v�g�h�_���a�g�Z�q�_�g�b�_����

--> 

<! -- 

<PasswordChangingSessionCachesize>5242880</PasswordChangingSessionCachesize 

--> 

</PasswordManagement> 

7.12. �<�h�k�k�l�Z�g�h�\�e�_�g�b�_���a�Z�[�u�l�u�o���i�Z�j�h�e�_�c 

�N�m�g�d�p�b�h�g�Z�e���\�h�k�k�l�Z�g�h�\�e�_�g�b�y���a�Z�[�u�l�u�o���i�Z�j�h�e�_�c���i�h�a�\�h�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�y�f���b�a��Active 

Directory �k�Z�f�h�k�l�h�y�l�_�e�v�g�h�����[�_�a���\�h�\�e�_�q�_�g�b�y���l�_�o�g�b�q�_�k�d�h�c���i�h�^�^�_�j�`�d�b���h�j�]�Z�g�b�a�Z�p�b�b�����f�_�g�y�l�v��

�a�Z�[�u�l�u�_���b���m�l�_�j�y�g�g�u�_���i�Z�j�h�e�b�� 

�M�k�e�h�\�b�y���^�e�y���j�Z�[�h�l�u�� 

�x �M���i�h�e�v�a�h�\�Z�l�_�e�y���^�h�e�`�g�h���[�u�l�v���g�Z�k�l�j�h�_�g�h���f�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��Multifactor �\��

�d�Z�q�_�k�l�\�_���k�i�h�k�h�[�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�x �G�Z���i�h�j�l�Z�e�_���^�h�e�`�g�Z���[�u�l�v���\�d�e�x�q�_�g�Z���\�h�a�f�h�`�g�h�k�l�v���m�i�j�Z�\�e�_�g�b�y���i�Z�j�h�e�y�f�b�� 

�x �G�Z���i�h�j�l�Z�e�_���^�h�e�`�g�Z���[�u�l�v���\�d�e�x�q�_�g�Z���i�j�h�\�_�j�d�Z��Captcha; 

�x �L�_�o�g�b�q�_�k�d�Z�y���m�q�_�l�g�Z�y���a�Z�i�b�k�v���^�h�e�`�g�Z���b�f�_�l�v���i�j�Z�\�Z��'Reset Password' �g�Z���d�h�g�l�_�c�g�_�j���k��

�i�h�e�v�a�h�\�Z�l�_�e�y�f�b�� 

�>�e�y�� �g�Z�k�l�j�h�c�d�b�� �b�k�i�h�e�v�a�m�_�l�k�y�� �i�Z�j�Z�f�_�l�j��allowPasswordRecovery �\�� �j�Z�a�^�_�e�_��

<PasswordManagement> : 

<! -- �<�h�k�k�l�Z�g�h�\�e�_�g�b�_���a�Z�[�u�l�u�o���i�Z�j�h�e�_�c�����I�Z�j�Z�f�_�l�j��allowPasswordRecovery (true: �\�d�e�x�q�b�l�v����false: 

�\�u�d�e�x�q�b�l�v����--> 

<PasswordManagement enabled="true" allowPasswordRecovery="true"> 

</PasswordManagement> 

7.13. �H�k�h�[�_�g�g�h�k�l�b���i�j�b���j�Z�[�h�l�_���k���)�U�H�H�,�3�$ 

�>�e�y���d�h�j�j�_�d�l�g�h�]�h���i�h�^�d�e�x�q�_�g�b�y���d��FreeIPA �\���n�Z�c�e�_���d�h�g�n�b�]�m�j�Z�p�b�b���g�_�h�[�o�h�^�b�f�h��

�j�Z�k�d�h�f�f�_�g�l�b�j�h�\�Z�l�v���b���a�Z�i�h�e�g�b�l�v���g�Z�k�l�j�h�c�d�m��LdapBaseDn. �I�j�b�f�_�j: 

<LdapBaseDn>cn=users,cn=accounts,dc=domain,dc=local</LdapBaseDn> 
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7.14. �A�Z�i�m�k�d 

�I�h�k�e�_���g�Z�k�l�j�h�c�d�b���d�h�g�n�b�]�m�j�Z�p�b�b���a�Z�i�m�k�l�b�l�_���d�h�f�i�h�g�_�g�l�� 

$ sudo systemctl start ssp.service 

�K�l�Z�l�m�k���f�h�`�g�h���i�j�h�\�_�j�b�l�v���d�h�f�Z�g�^�h�c�� 

$ sudo systemctl status ssp.service 

�I�h�k�e�_�^�m�x�s�b�_���b�a�f�_�g�_�g�b�y���\���n�Z�c�e�_���d�h�g�n�b�]�m�j�Z�p�b�b���k�e�m�`�[�u���i�h�l�j�_�[�m�x�l���i�_�j�_�a�Z�i�m�k�d�Z��

�i�h�^�k�b�k�l�_�f�u���k�e�m�`�[���b���k�e�m�`�[�u�� 

$ sudo systemctl daemon-reload 
$ sudo systemctl restart ssp.service 

7.15. �@�m�j�g�Z�e�u 

�@�m�j�g�Z�e�u���j�Z�[�h�l�u���i�h�j�l�Z�e�Z���a�Z�i�b�k�u�\�Z�x�l�k�y���\��syslog �b���k�h�o�j�Z�g�y�x�l�k�y���\���l�_�d�k�l�h�\�u�_���n�Z�c�e�u���\��

�^�b�j�_�d�l�h�j�b�x��/opt/multifactor/ssp/app/logs . �?�k�e�b���^�b�j�_�d�l�h�j�b�y���i�m�k�l�Z���b�e�b���_�_���g�_�l�����g�m�`�g�h��

�m�[�_�^�b�l�v�k�y�����q�l�h���m���i�h�e�v�a�h�\�Z�l�_�e�y�����i�h�^���d�h�l�h�j�u�f���a�Z�i�m�k�d�Z�_�l�k�y���k�e�m�`�[�Z�����_�k�l�v���i�j�Z�\�Z���g�Z���a�Z�i�b�k�v���\��

�w�l�m���^�b�j�_�d�l�h�j�b�x�� 

�>�e�y���i�j�h�k�f�h�l�j�Z���k�h�^�_�j�`�b�f�h�]�h��syslog �f�h�`�g�h���\�h�k�i�h�e�v�a�h�\�Z�l�v�k�y���d�h�f�Z�g�^�h�c�� 

$ sudo less /var/log/syslog 

�>�e�y���i�j�h�k�f�h�l�j�Z���`�m�j�g�Z�e�h�\���k�e�m�`�[�u��ssp.service �b�k�i�h�e�v�a�m�c�l�_���d�h�f�Z�g�^�m�� 

$ sudo journalctl -fu ssp.service 

7.16. �>�h�k�l�m�i���d���i�h�j�l�Z�e�m 

�I�h�j�l�Z�e���^�h�k�l�m�i�_�g���i�h���Z�^�j�_�k�m��https://ssp.domain.org. 

�>�e�y���j�_�Z�e�b�a�Z�p�b�b���O�L�Y�H�Q�H�V�V���F�K�H�F�N���b�k�i�h�e�v�a�m�c�l�_���*�(�7���K�W�W�S�V�������V�V�S���G�R�P�D�L�Q���R�U�J���D�S�L���S�L�Q�J�� 

�I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  
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"timeStamp": "2022-08-05T08:19:42.336Z", 
"message": "Ok" 

}  

7.17. �<�h�i�j�h�k�u���b���h�l�\�_�l�u 

�<: �I�h�q�_�f�m���i�h�e�v�a�h�\�Z�l�_�e�v���g�_���f�h�`�_�l���\�h�k�k�l�Z�g�h�\�b�l�v���i�Z�j�h�e�v�����o�h�l�y���l�_�o�g�b�q�_�k�d�Z�y���m�q�z�l�g�Z�y��

�a�Z�i�b�k�v���i�h�j�l�Z�e�Z���b�f�_�_�l���i�j�Z�\�h���g�Z���k�[�j�h�k���i�Z�j�h�e�y��(Reset Password) �g�Z���d�h�g�l�_�c�g�_�j�_���k��

�i�h�e�v�a�h�\�Z�l�_�e�y�f�b�" 

�H�����K�_�j�\�_�j��Active Directory �b�f�_�_�l���g�_�d�h�l�h�j�u�_���h�]�j�Z�g�b�q�_�g�b�y���g�Z���g�Z�a�g�Z�q�_�g�b�_���i�j�Z�\�b�e��

�^�h�k�l�m�i�Z���i�h�e�v�a�h�\�Z�l�_�e�y�f�����d�h�l�h�j�u�_���y�\�e�y�x�l�k�y���q�e�_�g�Z�f�b���i�j�b�\�b�e�_�]�b�j�h�\�Z�g�g�u�o���]�j�m�i�i��

���g�Z�i�j�b�f�_�j����Domain Admins). �L�Z�d�b�_���i�h�e�v�a�h�\�Z�l�_�e�b���g�_���g�Z�k�e�_�^�m�x�l��ACL �h�l���j�h�^�b�l�_�e�v�k�d�b�o��

�h�[�t�_�d�l�h�\�����i�h�w�l�h�f�m���\�u���^�h�e�`�g�u���m�[�_�^�b�l�v�k�y�����q�l�h���^�e�y���g�_�h�[�o�h�^�b�f�u�o���i�j�b�\�b�e�_�]�b�j�h�\�Z�g�g�u�o��

�i�h�e�v�a�h�\�Z�l�_�e�_�c���k�h�a�^�Z�g�u���e�h�d�Z�e�v�g�u�_���i�j�Z�\�b�e�Z�����i�j�_�^�h�k�l�Z�\�e�y�x�s�b�_���l�_�o�g�b�q�_�k�d�h�c���m�q�z�l�g�h�c��

�a�Z�i�b�k�b���i�j�Z�\�h��Reset Password. 

�<�����D�Z�d���b�a�f�_�g�b�l�v���b�g�l�_�j�n�_�c�k���b���i�h�j�l�����d�h�l�j�u�c���k�e�m�r�Z�_�l���\�_�[-�k�_�j�\�_�j��Kestrel? 

�H�����<���n�Z�c�e�_���d�h�g�n�b�]�m�j�Z�p�b�b��appsettings.production.xml �^�h�[�Z�\�v�l�_���[�e�h�d���d�h�g�n�b�]�m�j�Z�p�b�b��

<Kestrel>...</Kestrel> �����B�g�l�_�j�n�_�c�k���b���i�h�j�l���m�d�Z�a�u�\�Z�x�l�k�y���\���g�h�^�_��<Url> . 

<Kestrel> 
<Endpoints> 

<Http> 
<! -- http�������b�g�l�_�j�n�_�c�k���i�h�j�l��--> 

<Url>http://localhost:5000</Url> 
</Http> 

</Endpoints> 

</Kestrel> 

<PortalSettings> 

</PortalSettings> 
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�I�h�j�l�Z�e���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�_�c���$�F�W�L�Y�H���'�L�U�H�F�W�R�U�\ 

MultiFactor SelfService Portal �²  �\�_�[-�k�Z�c�l, �i�h�j�l�Z�e �k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y �^�e�y �i�h�e�v�a�h�\�Z�l�_�e�_�c 

Active Directory, SAML, OpenID Connect / OAuth. 

�I�h�j�l�Z�e���i�h�k�l�Z�\�e�y�_�l�k�y���g�Z��USB -�g�h�k�b�l�_�e�_���k�h�]�e�Z�k�g�h���d�h�f�i�e�_�d�l�m���i�h�k�l�Z�\�d�b�� 

7.18. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

1. �A�Z�c�^�b�l�_���\���e�b�q�g�u�c���d�Z�[�b�g�_�l���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����^�Z�e�_�_���\���j�Z�a�^�_�e�_�����J�_�k�m�j�k�u�����k�h�a�^�Z�c�l�_��

�g�h�\�u�c���j�_�k�m�j�k���l�b�i�Z�����K�Z�c�l����- "Self-Service �i�h�j�l�Z�e���� 

�H���g�Z�a�\�Z�g�b�_���b���Z�^�j�_�k�����i�j�h�b�a�\�h�e�v�g�u�_�� 

�H���j�_�]�b�k�l�j�b�j�h�\�Z�l�v���g�h�\�u�o���i�h�e�v�a�h�\�Z�l�_�e�_�c�����^�Z�� 

�H���i�j�b���i�h�^�d�e�x�q�_�g�b�b���[�_�a���g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����\�d�e�x�q�b�l�v��

�k�Z�f�h�k�l�h�y�l�_�e�v�g�m�x���g�Z�k�l�j�h�c�d�m�� 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���i�Z�j�Z�f�_�l�j�u��API Key �b��API Secret, �h�g�b��

�i�h�l�j�_�[�m�x�l�k�y���^�e�y���g�Z�k�l�j�h�c�d�b���i�h�j�l�Z�e�Z�� 

7.19. �L�j�_�[�h�\�Z�g�b�y���^�e�y���m�k�l�Z�g�h�\�d�b���i�h�j�l�Z�e�Z 

�‡ �I�h�j�l�Z�e���m�k�l�Z�g�Z�\�e�b�\�Z�_�l�k�y���g�Z���e�x�[�h�c��Windows �k�_�j�\�_�j���g�Z�q�b�g�Z�y���k���\�_�j�k�b�b������������R2; 

�‡ �K�_�j�\�_�j���^�h�e�`�_�g���[�u�l�v���i�j�b�k�h�_�^�b�g�_�g���d���^�h�f�_�g�m�� 

�‡ �K�_�j�\�_�j�m���k���m�k�l�Z�g�h�\�e�_�g�g�u�f���i�h�j�l�Z�e�h�f���g�_�h�[�o�h�^�b�f���^�h�k�l�m�i���d���o�h�k�l�m��

api.gos.multifactor.ru �i�h��TCP �i�h�j�l�m����������(TLS). 

�k�_�j�\�_�j�_���^�h�e�`�g�Z���[�u�l�v���m�k�l�Z�g�h�\�e�_�g�Z���j�h�e�v��Web Server (IIS) �k���d�h�f�i�h�g�_�g�l�h�f��-> ASP.NET 4.6 
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7.20. �I�Z�j�Z�f�_�l�j�u���i�h�j�l�Z�e�Z 

 �I�Z�j�Z�f�_�l�j�u���j�Z�[�h�l�u���i�h�j�l�Z�e�Z���o�j�Z�g�y�l�k�y���\���n�Z�c�e�_��Web.config �\���n�h�j�f�Z�l�_��XML . 

<portalSettings> 

<! -- �G�Z�a�\�Z�g�b�_ �\�Z�r�_�c �h�j�]�Z�g�b�a�Z�p�b�b --> 

<add key="company-name" value="ACME" /> 

<! -- URL �Z�^�j�_�k �e�h�]�h�l�b�i�Z �h�j�]�Z�g�b�a�Z�p�b�b --> 

<add key="company-logo-url" value="/mfa/content/images/logo.svg" /> 

<! -- �G�Z�a�\�Z�g�b�_���^�h�f�_�g�Z��Active Directory �^�e�y���i�j�h�\�_�j�d�b���e�h�]�b�g�Z���b���i�Z�j�h�e�y���i�h�e�v�a�h�\�Z�l�_�e�_�c��--> 

<add key="company-domain" value="domain.local" /> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���A�Z�i�j�Z�r�b�\�Z�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���l�h�e�v�d�h���m���i�h�e�v�a�h�\�Z�l�_�e�_�c���b�a���m�d�Z�a�Z�g�g�h�c���]�j�m�i�i�u���^�e�y��

Single Sign On. �<�l�h�j�h�c���n�Z�d�l�h�j���l�j�_�[�m�_�l�k�y���\�k�_�f�����_�k�e�b���m�^�Z�e�b�l�v���g�Z�k�l�j�h�c�d�m����--> 

<! -- <add key=" active-directory-2fa-group" value="2FA Users"/> --> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���B�k�i�h�e�v�a�h�\�Z�l�v���g�h�f�_�j���l�_�e�_�n�h�g�Z���b�a��Active Directory �^�e�y���h�l�i�j�Z�\�d�b���h�^�g�h�j�Z�a�h�\�h�]�h��

�d�h�^�Z���\���K�F�K�����g�_���b�k�i�h�e�v�a�m�_�l�k�y�����_�k�e�b���m�^�Z�e�b�l�v���g�Z�k�l�j�h�c�d�m����--> 
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<! -- <add key="use-active-directory-user-phone" value="true"/> --> 

<! -- <add key="use-active-directory-mobile-user-phone" value="true"/> - -> 

<! -- �:�^�j�_�k API �F�m�e�v�l�b�n�Z�d�l�h�j�Z --> 

<add key="multifactor-api-url" value="https://api.gos.multifactor.ru" /> 
<! -- �I�Z�j�Z�f�_�l�j��API KEY �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<add key="multifactor-api-key" value="" /> 

<! -- �I�Z�j�Z�f�_�l�j��API Secret �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<add key="multifactor-api-secret" value="" /> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���>�h�k�l�m�i���d��API �F�m�e�v�l�b�n�Z�d�l�h�j�Z���q�_�j�_�a��HTTP �i�j�h�d�k�b��--> 

<! -- <add key="multifactor-api-proxy" 

value="http://login:password@proxy:3128"/> --> 

<! -- �M�j�h�\�_�g�v �e�h�]�b�j�h�\�Z�g�b�y: 'Debug', 'Info', 'Warn', 'Error' --> 

<add key="logging-level" value="Info" /> 

<! -- �A�Z�i�b�k�v���`�m�j�g�Z�e�Z���\���n�h�j�f�Z�l�_��json --> 

<! -- <add key="logging-format" value="json"/> --> 

<! -- �I�_�j�_�^�Z�\�Z�l�v��userPrincipalName (UPN) �\���d�Z�q�_�k�l�\�_���e�h�]�b�g�Z���i�h�e�v�a�h�\�Z�l�_�e�y���\���F�m�e�v�l�b�n�Z�d�l�h�j��--> 

<! -- <add key="use-upn-as-identity" value="true"/> --> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���<�d�e�x�q�b�l�v���m�i�j�Z�\�e�_�g�b�_���m�k�l�j�h�c�k�l�\�Z�f�b��ActiveSync ���k�f�����j�Z�a�^�_�e�����M�i�j�Z�\�e�_�g�b�_��

�m�k�l�j�h�c�k�l�\�Z�f�b��Exchange ActiveSync") --> 

<! -- <add key="enable-exchange-active-sync-devices-management" value="true"/> --> 

<! -- �>�H�i�p�b�h�g�Z�e�v�g�h�@���G�h�\�u�f���i�h�e�v�a�h�\�Z�l�_�e�y�f���i�j�b���j�_�]�b�k�l�j�Z�p�b�b���[�m�^�m�l���g�Z�a�g�Z�q�_�g�u���w�l�b���]�j�m�i�i�u���b�a��

�e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<! -- <add key="sign-up-�J�U�R�X�S�V�����Y�D�O�X�H� ���=�j�m�i�i�Z�����]�j�m�i�i�Z���^�\�Z���J�U�R�X�S�������!��--> 

</portalSettings> 

�I�j�b �\�d�e�x�q�_�g�b�b �i�Z�j�Z�f�_�l�j�Z use-active-directory-user-phone �d�h�f�i�h�g�_�g�l �[�m�^�_�l 

�b�k�i�h�e�v�a�h�\�Z�l�v �l�_�e�_�n�h�g, �a�Z�i�b�k�Z�g�g�u�c �g�Z �\�d�e�Z�^�d�_ General. �N�h�j�f�Z�l �l�_�e�_�n�h�g�Z �f�h�`�_�l �[�u�l�v 

�e�x�[�u�f. 
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�I�j�b�� �\�d�e�x�q�_�g�b�b�� �i�Z�j�Z�f�_�l�j�Z�� �X�V�H-active-directory-mobile-user-�S�K�R�Q�H�� �d�h�f�i�h�g�_�g�l��

�[�m�^�_�l���b�k�i�h�e�v�a�h�\�Z�l�v���l�_�e�_�n�h�g�����a�Z�i�b�k�Z�g�g�u�c���g�Z���\�d�e�Z�^�d�_���7�H�O�H�S�K�R�Q�H�V���\���i�h�e�_���0�R�E�L�O�H�����N�h�j�f�Z�l 

�l�_�e�_�n�h�g�Z �l�Z�d�`�_ �f�h�`�_�l �[�u�l�v �e�x�[�u�f. 



 
�J�H�N���������������������������������������������J�:  01 

59 
 

 

 

7.21. �I�j�h�\�_�j�d�Z���&�D�S�W�F�K�D 

�>�e�y�� �a�Z�s�b�l�u�� �h�l�� �Z�\�l�h�f�Z�l�b�a�b�j�h�\�Z�g�g�h�]�h�� �i�_�j�_�[�h�j�Z�� �i�Z�j�h�e�_�c�� �h�l�� �m�q�z�l�g�u�o�� �a�Z�i�b�k�_�c�� �g�Z��

�k�l�j�Z�g�b�p�_�� �\�o�h�^�Z�� �\�� �i�h�j�l�Z�e�_�� �i�j�_�^�m�k�f�h�l�j�_�g�Z�� �\�h�a�f�h�`�g�h�k�l�v�� �i�j�h�\�_�j�d�b�� �i�h�e�v�a�h�\�Z�l�_�e�y�� �k��

�i�h�f�h�s�v�x�� �l�_�k�l�Z�� �&�D�S�W�F�K�D���� �<�� �d�Z�q�_�k�l�\�_�� �i�j�h�\�Z�c�^�_�j�h�\�� �k�_�j�\�b�k�Z�� �&�D�S�W�F�K�D�� �i�h�^�^�_�j�`�b�\�Z�x�l�k�y��

�<�D�Q�G�H�[���6�P�D�U�W�&�D�S�W�F�K�D���b���*�R�R�J�O�H���U�HCAPTCHA. 

< !-- Enable captcha validation --> 
<add key="enable-captcha" value="false" /> 
< !-- Google/Yandex switch --> 
<add key="captcha-type" value="Google" /> 
< !-- Site Key from a captcha management panel --> 
<add key="captcha-key" value="key" /> 
< !-- Secret Key from a captcha management panel --> 
<add key="captcha-secret" value="secret" /> 

�M�i�j�Z�\�e�_�g�b�_���i�Z�j�h�e�y�f�b 
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�I�h�j�l�Z�e�� �k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y�� �i�h�a�\�h�e�y�_�l�� �i�h�e�v�a�h�\�Z�l�_�e�y�f�� �m�i�j�Z�\�e�y�l�v�� �k�\�h�b�f�b��

�^�h�f�_�g�g�u�f�b�� �i�Z�j�h�e�y�f�b���� �f�_�g�y�l�v�� �l�_�d�m�s�b�c�� �i�Z�j�h�e�v���� �f�_�g�y�l�v�� �b�k�l�_�d�r�b�c�� �i�Z�j�h�e�v����

�\�h�k�k�l�Z�g�Z�\�e�b�\�Z�l�v���a�Z�[�u�l�u�c���i�Z�j�h�e�v���>�e�y���g�Z�k�l�j�h�c�d�b���b�k�i�h�e�v�a�m�x�l�k�y���k�e�_�^�m�x�s�b�_���i�Z�j�Z�f�_�l�j�u�� 

< !-- �M�i�j�Z�\�e�_�g�b�_���i�Z�j�h�e�y�f�b���g�Z���i�h�j�l�Z�e�_����true: �\�d�e�x�q�b�l�v�����i�h���m�f�h�e�q�Z�g�b�x������false: �\�u�d�e�x�q�b�l�v��--> 

<add key="enable-password-management" value="true"/> 

< !-- �F�Z�d�k�b�f�Z�e�v�g�Z�y���^�e�b�l�_�e�v�g�h�k�l�v���k�_�k�k�b�b���b�a�f�_�g�_�g�b�y���i�Z�j�h�e�y���\���n�h�j�f�Z�l�_��'hh:mm:ss' --> 

<! -- <add key="pwd-changing-session-lifetime" value="00:02:30"> --> 

< !-- �J�Z�a�f�_�j���o�j�Z�g�b�e�b�s�Z���k�_�k�k�b�c���\���[�Z�c�l�Z�o��--> 

<! -- <add key="pwd-changing-session-cache-size" value="5242880"> --> 

7.22. �<�h�k�k�l�Z�g�h�\�e�_�g�b�_���a�Z�[�u�l�u�o���i�Z�j�h�e�_�c 

�N�m�g�d�p�b�h�g�Z�e���\�h�k�k�l�Z�g�h�\�e�_�g�b�y���a�Z�[�u�l�u�o���i�Z�j�h�e�_�c���i�h�a�\�h�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�y�f���b�a���$�F�W�L�Y�H��

�'�L�U�H�F�W�R�U�\���k�Z�f�h�k�l�h�y�l�_�e�v�g�h�����[�_�a���\�h�\�e�_�q�_�g�b�y���l�_�o�g�b�q�_�k�d�h�c���i�h�^�^�_�j�`�d�b���h�j�]�Z�g�b�a�Z�p�b�b�����f�_�g�y�l�v��

�a�Z�[�u�l�u�_���b���m�l�_�j�y�g�g�u�_���i�Z�j�h�e�b�� 

�M�k�e�h�\�b�y���^�e�y���j�Z�[�h�l�u�� 

�i�h�e�v�a�h�\�Z�l�_�e�y�� �^�h�e�`�g�h�� �[�u�l�v�� �g�Z�k�l�j�h�_�g�h�� �f�h�[�b�e�v�g�h�_�� �i�j�b�e�h�`�_�g�b�_�� �0�X�O�W�L�I�D�F�W�R�U�� �\��

�d�Z�q�_�k�l�\�_���k�i�h�k�h�[�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�G�Z���i�h�j�l�Z�e�_���^�h�e�`�g�Z���[�u�l�v���\�d�e�x�q�_�g�Z���\�h�a�f�h�`�g�h�k�l�v���m�i�j�Z�\�e�_�g�b�y���i�Z�j�h�e�y�f�b�� 

�G�Z���i�h�j�l�Z�e�_���^�h�e�`�g�Z���[�u�l�v���\�d�e�x�q�_�g�Z���i�j�h�\�_�j�d�Z���&�D�S�W�F�K�D�� 

�>�e�y���g�Z�k�l�j�h�c�d�b���b�k�i�h�e�v�a�m�_�l�k�y���k�e�_�^�m�x�s�b�c���i�Z�j�Z�f�_�l�j�� 

<! -- �<�h�k�k�l�Z�g�h�\�e�_�g�b�_���a�Z�[�u�l�u�o���i�Z�j�h�e�_�c����true: �\�d�e�x�q�b�l�v����false: �\�u�d�e�x�q�b�l�v�����i�h���m�f�h�e�q�Z�g�b�x����--> 

<add key="enable-password-recovery" value="true" /> 

7.23. �M�k�l�Z�g�h�\�d�Z���i�h�j�l�Z�e�Z 

1. �A�Z�]�j�m�a�b�l�_���b���k�h�o�j�Z�g�b�l�_���k�[�h�j�d�m���i�h�j�l�Z�e�Z���g�Z���\�Z�r�_�f���k�_�j�\�_�j�_�� 

2. �A�Z�i�m�k�l�b�l�_ Server Manager -> Tools -> Internet Information Services (IIS) Manager; 

3. �G�Z�`�f�b�l�_ �i�j�Z�\�h�c �d�g�h�i�d�h�c �g�Z Default Web Site �b �\�u�[�_�j�b�l�_ Add Application; 
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4. �K�h�a�^�Z�c�l�_���g�h�\�h�_���i�j�b�e�h�`�_�g�b�_�� 

O Alias: mfa 

�H Physical path: �i�m�l�v���d���i�Z�i�d�_���k�h���k�[�h�j�d�h�c���i�h�j�l�Z�e�Z�����b�a���i������ 

�H �K�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_�� 

5. �A�Z�c�^�b�l�_ �\ Default Web Site -> mfa -> Authentication; 

6. �M�[�_�^�b�l�_�k�v, �q�l�h �k�i�h�k�h�[�u �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b Anonymous Authentication �b Forms 

Authentication �\�d�e�x�q�_�g�u (�b�f�_�x�l �k�l�Z�l�m�k Enabled). �?�k�e�b���\�u�d�e�x�q�_�g�u�����g�Z�`�f�b�l�_���g�Z��

�g�b�o���i�j�Z�\�h�c���d�g�h�i�d�h�c���b���\�u�[�_�j�b�l�_��Enable. �?�k�e�b��Forms Authentication �h�l�k�m�l�k�l�\�m�_�l���\��

�k�i�b�k�d�_�����m�[�_�^�b�l�_�k�v�����q�l�h���d�h�f�i�h�g�_�g�l��ASP.NET ���������b�e�b���\�u�r�_���m�k�l�Z�g�h�\�e�_�g���g�Z���k�_�j�\�_�j�_��

���k�f�����L�j�_�[�h�\�Z�g�b�y���^�e�y���m�k�l�Z�g�h�\�d�b���i�h�j�l�Z�e�Z���� 
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7.24. �H�[�g�h�\�e�_�g�b�_���i�h�j�l�Z�e�Z 

1. �K�^�_�e�Z�l�v���j�_�a�_�j�\�g�m�x���d�h�i�b�x���n�Z�c�e�Z���d�h�g�n�b�]�m�j�Z�p�b�b��Web.config �\���i�Z�i�d�_���k 
�i�h�j�l�Z�e�h�f�� 

2. �M�^�Z�e�b�l�v���k�h�^�_�j�`�b�f�h�_���i�Z�i�d�b���k���i�h�j�l�Z�e�h�f�� 

3. �K�d�Z�q�Z�l�v���k�\�_�`�m�x���k�[�h�j�d�m�����b�e�b���k�h�[�j�Z�l�v���b�a���b�k�o�h�^�g�h�]�h���d�h�^�Z�������j�Z�k�i�Z�d�h�\�Z�l�v���\���i�Z�i�d�m���k��

�i�h�j�l�Z�e�h�f�� 

4. �I�_�j�_�g�_�k�l�b���\��Web.config �i�h�e�v�a�h�\�Z�l�_�e�v�k�d�b�_���i�Z�j�Z�f�_�l�j�u���b�a���j�_�a�_�j�\�g�h�c���d�h�i�b�b���n�Z�c�e�Z��

�d�h�g�n�b�]�m�j�Z�p�b�b�����j�Z�a�^�_�e�u��<portalSettings> �b��<ActiveDirectory> �����_�k�e�b���[�u�e���m�d�Z�a�Z�g���� 

7.25. �@�m�j�g�Z�e�u 

�@�m�j�g�Z�e�u���j�Z�[�h�l�u���i�h�j�l�Z�e�Z���g�Z�o�h�^�y�l�k�y���\���i�Z�i�d�_��Logs �\���^�b�j�_�d�l�h�j�b�b���k�h���k�[�h�j�d�h�c���i�h�j�l�Z�e�Z����

�?�k�e�b���i�Z�i�d�b��Logs �g�_�l�����k�h�a�^�Z�c�l�_���_�z���b���m�^�h�k�l�h�\�_�j�v�l�_�k�v�����q�l�h���h�g�Z���^�h�k�l�m�i�g�Z���^�e�y���a�Z�i�b�k�b��

�e�h�d�Z�e�v�g�h�f�m���i�h�e�v�a�h�\�Z�l�_�e�x��IIS AppPool\DefaultAppPool . 

Syslog 

�>�e�y���a�Z�i�b�k�b���`�m�j�g�Z�e�h�\���\��Syslog �k�_�j�\�_�j���b�e�b��SIEM �k�b�k�l�_�f�m�����^�h�[�Z�\�v�l�_���\���j�Z�a�^�_�e��

�d�h�g�n�b�]�m�j�Z�p�b�b��<portalSettings> �k�e�_�^�m�x�s�b�_���i�Z�j�Z�f�_�l�j�u�� 

<! -- �:�^�j�_�k���b���i�h�j�l���k�_�j�\�_�j�Z�����i�j�h�l�h�d�h�e���f�h�`�_�l���[�u�l�v��udp �b�e�b��tcp --> 
<add key="syslog-server" value="udp://syslog-server:514"/> 
< !-- �N�h�j�f�Z�l���`�m�j�g�Z�e�Z����RFC3164 �b�e�b��RFC5424 --> 
<add key="syslog-format" value="RFC5424"/> 
< !-- �D�Z�l�_�]�h�j�b�y: User, Auth, Auth2, Local0 .. Local7 --> 
<add key="syslog-facility" value="Auth"/> 
< !-- �G�Z�a�\�Z�g�b�_���i�j�b�e�h�`�_�g�b�y��(tag) --> 
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<add key="syslog-app-name" value="multifactor-portal"/ 

 

�?�k�e�b��syslog �i�_�j�_�^�Z�z�l���b�k�d�Z�`�_�g�g�u�_���k�b�f�\�h�e�u�����g�m�`�g�h���i�h�f�_�g�y�l�v���k�e�_�^�m�x�s�m�x���g�Z�k�l�j�h�c�d�m���g�Z��

�I�D�O�V�H���I�h���m�f�h�e�q�Z�g�b�x��true): 

<add key="syslog-use-tls" value="false" /> 

7.26. �J�Z�[�h�l�Z���k���g�_�k�d�h�e�v�d�b�f�b���^�h�f�_�g�Z�f�b 

�I�h�j�l�Z�e���i�j�b���a�Z�i�m�k�d�_���g�Z�o�h�^�b�l���\�k�_���^�h�\�_�j�_�g�g�u�_���^�h�f�_�g�u���b���f�h�`�_�l���i�j�h�\�h�^�b�l�v��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���i�h�e�v�a�h�\�Z�l�_�e�y���\���e�x�[�h�f���b�a���g�b�o�����<�u���f�h�`�_�l�_���h�l�^�_�e�v�g�h���g�Z�k�l�j�h�b�l�v���k�i�b�k�h�d��

�j�Z�a�j�_�r�_�g�g�u�o���b�e�b���k�i�b�k�h�d���a�Z�i�j�_�s�_�g�g�u�o���^�h�f�_�g�h�\�����>�e�y���w�l�h�]�h���\���j�Z�a�^�_�e��<configuration> 

�^�h�[�Z�\�v�l�_���k�e�_�^�m�x�s�b�_���k�l�j�h�d�b���i�h�k�e�_���a�Z�d�j�u�\�Z�x�s�_�]�h���l�w�]�Z��</portalSettings> : 

<ActiveDirectory requiresUserPrincipalName="true"> 

<! -- �H�]�j�Z�g�b�q�b�l�v �^�h�f�_�g�u �k�i�b�k�d�h�f �g�b�`�_ /--> 
<IncludedDomains> 

<add name="dom1.loc"/> 

<add name="dom2.loc"/> 
</IncludedDomains> 

<! -- �B�e�b���\�k�_���^�h�f�_�g�u�����d�j�h�f�_���i�_�j�_�q�b�k�e�_�g�g�u�o���g�b�`�_��/--> 
<ExcludedDomains> 

<add name="dom3.loc"/> 

<add name="dom4.loc"/> 
</ExcludedDomains> 

</ActiveDirectory> 

7.27. �G�Z�k�l�j�h�c�d�Z���r�Z�[�e�h�g�Z���V�\�V�O�R�J 

<add key="syslog-template" value="your_template" /> 

�I�j�b�f�_�j �r�Z�[�e�h�g�Z �k�b�k�l�_�f�g�h�]�h �`�m�j�g�Z�e�Z: 

[{Timestamp:MMM dd HH:mm:ss}] {Level:u3} {Message:lj} <s:{SourceContext}> 



 
�J�H�N���������������������������������������������J�:  01 

64 
 

 
{NewLine}{Exception} 

7.28. �<�l�h�j�h�c���n�Z�d�l�h�j���i�_�j�_�^���i�_�j�\�u�f 

�?�k�e�b���w�l�Z���h�i�p�b�y���\�d�e�x�q�_�g�Z�����i�h�j�l�Z�e���k�g�Z�q�Z�e�Z���a�Z�i�j�h�k�b�l���\�l�h�j�h�c���n�Z�d�l�h�j���b���l�h�e�v�d�h���i�h�k�e�_��

�m�k�i�_�r�g�h�]�h���i�h�^�l�\�_�j�`�^�_�g�b�y���i�j�h�\�_�j�b�l���m�q�_�l�g�u�_���^�Z�g�g�u�_�� 

 

7.29. �B�k�i�h�e�v�a�h�\�Z�g�b�_ 

�I�h�j�l�Z�e���^�h�k�l�m�i�_�g���i�h���Z�^�j�_�k�m���K�W�W�S�V�������\�Z�r�^�h�f�_�g���U�X���P�I�D 

  

7.30. �M�i�j�Z�\�e�_�g�b�_���m�k�l�j�h�c�k�l�\�Z�f�b���(�[�F�K�D�Q�J�H���$�F�W�L�Y�H�6�\�Q�F 

�<��Exchange �k�_�j�\�_�j�_���i�j�_�^�m�k�f�h�l�j�_�g���f�_�o�Z�g�b�a�f���d�Z�j�Z�g�l�b�g�Z��ActiveSync �m�k�l�j�h�c�k�l�\�����K�j�Z�a�m���`�_��

�i�h�k�e�_���i�h�^�d�e�x�q�_�g�b�y���f�h�[�b�e�v�g�h�c���i�h�q�l�u�����m�k�l�j�h�c�k�l�\���i�h�i�Z�^�Z�_�l���\���d�Z�j�Z�g�l�b�g���b���f�h�`�_�l���[�u�l�v��

�h�^�h�[�j�_�g�h���b�e�b���h�l�d�e�h�g�_�g�h���^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���Z�^�f�b�g�b�k�l�j�Z�l�h�j�h�f��Exchange �k�_�j�\�_�j�Z�����>�h��

�h�^�h�[�j�_�g�b�y���f�h�[�b�e�v�g�Z�y���i�h�q�l�Z���g�_���j�Z�[�h�l�Z�_�l�����Z���_�^�b�g�k�l�\�_�g�g�h�_���i�b�k�v�f�h�����d�h�l�h�j�h�_���i�j�b�^�_�l���g�Z��

�m�k�l�j�h�c�k�l�\�h���\���d�Z�j�Z�g�l�b�g�_���²  �w�l�h���b�g�n�h�j�f�Z�p�b�y�����q�l�h���m�k�l�j�h�c�k�l�\�h���h�`�b�^�Z�_�l���i�h�^�l�\�_�j�`�^�_�g�b�y��

�Z�^�f�b�g�b�k�l�j�Z�l�h�j�h�f�� 
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�I�h�j�l�Z�e���k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y���i�j�_�^�e�Z�]�Z�_�l���\�h�a�f�h�`�g�h�k�l�v���i�h�e�v�a�h�\�Z�l�_�e�x���i�h�k�e�_���i�j�h�o�h�`�^�_�g�b�y��

�\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���k�Z�f�h�k�l�h�y�l�_�e�v�g�h���m�i�j�Z�\�e�y�l�v���m�k�l�j�h�c�k�l�\�Z�f�b���^�e�y���k�\�h�_�]�h���i�h�q�l�h�\�h�]�h���y�s�b�d�Z����

�\�d�e�x�q�Z�l�v���b���\�u�d�e�x�q�Z�l�v���^�h�k�l�m�i�� 

�M�i�j�Z�\�e�_�g�b�_��ActiveSync �g�Z���i�h�j�l�Z�e�_���i�h���m�f�h�e�q�Z�g�b�x���\�u�d�e�x�q�_�g�h�����>�e�y���\�d�e�x�q�_�g�b�y����

�\�u�i�h�e�g�b�l�_���g�Z�k�l�j�h�c�d�b���g�b�`�_�� 

7.31. �G�Z�k�l�j�h�c�d�Z���(�[�F�K�D�Q�J�H 

1. �A�Z�c�^�b�l�_���\���p�_�g�l�j���Z�^�f�b�g�b�k�l�j�b�j�h�\�Z�g�b�y��Exchange, �j�Z�a�^�_�e�����F�h�[�b�e�v�g�u�_���m�k�l�j�h�c�k�l�\�Z������

�g�Z�`�f�b�l�_�����B�a�f�_�g�b�l�v���� 

2. �<�d�e�x�q�b�l�_���d�Z�j�Z�g�l�b�g 

3. �<���r�Z�[�e�h�g���i�b�k�v�f�Z���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�y���\�k�l�Z�\�v�l�_���k�h�h�[�s�_�g�b�_���b���k�k�u�e�d�m���g�Z���i�h�j�l�Z�e�� 

7.32. �G�Z�k�l�j�h�c�d�Z���i�h�j�l�Z�e�Z 

1. �>�h�[�Z�\�v�l�_���\���d�h�g�n�b�]�m�j�Z�p�b�x���d�e�x�q 

<add key="enable-exchange-active-sync-devices-management" value="true"/> 

2. �J�Z�a�j�_�r�b�l�_���i�h�j�l�Z�e�m���j�Z�[�h�l�Z�l�v���k��Exchange: 

�K�h�a�^�Z�c�l�_���\��AD �k�e�m�`�_�[�g�m�x���m�q�_�l�g�m�x���a�Z�i�b�k�v�����i�h�f�_�k�l�b�l�_���_�_���\���]�j�m�i�i�m��Exchange 

Trusted Subsystem. 

�G�Z�k�l�j�h�c�l�_���j�Z�a�j�_�r�_�g�b�y���^�e�y���m�q�_�l�g�h�c���a�Z�i�b�k�b���g�Z���q�l�_�g�b�_���i�Z�i�d�b���k���k�Z�c�l�h�f���b���a�Z�i�b�k�b���\��

�i�Z�i�d�m��Logs. 

�G�Z�k�l�j�h�c�l�_���j�Z�[�h�l�m���k�Z�c�l�Z���h�l���b�f�_�g�b���w�l�h�c���m�q�_�l�g�h�c���a�Z�i�b�k�b�� 

�H�l�d�j�h�c�l�_��IIS 

�<���j�Z�a�^�_�e�_��Application Pools �\�u�[�_�j�b�l�_��DefaultAppPool �b���h�l�d�j�h�c�l�_��Advanced 

Settings 

�<���j�Z�a�^�_�e�_��Identity �m�d�Z�`�b�l�_���k�h�a�^�Z�g�g�m�x���m�q�_�l�g�m�x���a�Z�i�b�k�v���I�_�j�_�a�Z�]�j�m�a�b�l�_��IIS 

(iisreset) 

7.33. �<�h�i�j�h�k�u���b���h�l�\�_�l�u 

8: �=�^�_���i�j�h�i�b�k�u�\�Z�_�l�k�y���k�_�j�\�b�k�g�Z�y���m�q�_�l�g�Z�y���a�Z�i�b�k�v���^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��Active Directory? 

�H�����>�e�y���i�j�h�\�_�j�d�b���e�h�]�b�g�Z���b���i�Z�j�h�e�y���k�_�j�\�b�k�g�Z�y���m�q�_�l�g�Z�y���a�Z�i�b�k�v���g�_���b�k�i�h�e�v�a�m�_�l�k�y�����i�h�j�l�Z�e��

�i�h�^�d�e�x�q�Z�_�l�k�y���d��AD �h�l���b�f�_�g�b���i�h�e�v�a�h�\�Z�l�_�e�y�����d�h�l�h�j�u�c���a�Z�i�j�Z�r�b�\�Z�_�l���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x����

�K�f�_�g�Z���i�Z�j�h�e�y���b���m�i�j�Z�\�e�_�g�b�_��Exchange ActiveSync �m�k�l�j�h�c�k�l�\�Z�f�b���h�k�m�s�_�k�l�\�e�y�_�l�k�y���h�l��
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�b�f�_�g�b���i�h�e�v�a�h�\�Z�l�_�e�y�����i�h�^���d�h�l�h�j�u�f���k�Z�c�l���a�Z�i�m�s�_�g���\��IIS. 

�<�����D�Z�d���h�l�d�e�x�q�b�l�v���\�h�a�f�h�`�g�h�k�l�v���f�_�g�y�l�v���^�h�f�_�g�g�u�c���i�Z�j�h�e�v���g�Z���i�h�j�l�Z�e�_�" 

�H�����<�h�a�f�h�`�g�h�k�l�v���b�a�f�_�g�_�g�b�y���i�Z�j�h�e�y���h�l�d�e�x�q�Z�_�l�k�y���k�e�_�^�m�x�s�_�c���g�Z�k�l�j�h�c�d�h�c�� 

<add key="enable-password-management" value="false"/> 

�<�����<�l�h�j�h�c���n�Z�d�l�h�j���i�j�b���\�o�h�^�_���g�Z���i�h�j�l�Z�e���a�Z�i�j�Z�r�b�\�Z�_�l�k�y���m���\�k�_�o���i�h�e�v�a�h�\�Z�l�_�e�_�c�����D�Z�d��

�\�d�e�x�q�b�l�v���m�k�e�h�\�g�u�c���a�Z�i�j�h�k���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���g�Z���[�Z�a�_���q�e�_�g�k�l�\�Z���i�h�e�v�a�h�\�Z�l�_�e�_�c���\���]�j�m�i�i�_��

AD? 

�H�����<���p�_�e�y�o���[�_�a�h�i�Z�k�g�h�k�l�b���i�h�^�l�\�_�j�`�^�_�g�b�_���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���i�j�b���\�o�h�^�_���g�Z���i�h�j�l�Z�e���\��

�j�_�`�b�f�_���k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y���l�j�_�[�m�_�l�k�y���^�e�y���\�k�_�o���i�h�e�v�a�h�\�Z�l�_�e�_�c�����A�Z�^�Z�l�v���b�k�d�e�x�q�_�g�b�y��

�f�h�`�g�h���g�Z���m�j�h�\�g�_���]�j�m�i�i�h�\�h�c���i�h�e�b�l�b�d�b���\���i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�� 

�A�Z�i�j�Z�r�b�\�Z�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���l�h�e�v�d�h���m���i�h�e�v�a�h�\�Z�l�_�e�_�c���b�a���m�d�Z�a�Z�g�g�h�c���]�j�m�i�i�u��AD �f�h�`�g�h���\��

�j�_�`�b�f�_���_�^�b�g�h�]�h���\�o�h�^�Z��(SSO) �k���i�h�f�h�s�v�x���k�e�_�^�m�x�s�_�c���g�Z�k�l�j�h�c�d�b�� 

<add key="active-directory-2fa-group" value="2FA Users"/> 

�<�����D�Z�d�b�_���d�h�f�Z�g�^�e�_�l�u��PowerShell �b�k�i�h�e�v�a�m�_�l���i�h�j�l�Z�e���^�e�y���j�Z�[�h�l�u���k���m�k�l�j�h�c�k�l�\�Z�f�b��

Exchange ActiveSync? 

�H�����J�Z�[�h�l�Z���b�^�z�l���g�Z�i�j�y�f�m�x���k��Active Directory, �[�_�a���d�h�f�Z�g�^�e�_�l�h�\�� 

�I�h�e�v�a�h�\�Z�l�_�e�x�����i�h�^���d�h�l�h�j�u�f���a�Z�i�m�s�_�g���k�Z�c�l���\��IIS �g�_�h�[�o�h�^�b�f�u���i�j�Z�\�Z���g�Z���q�l�_�g�b�_���b���a�Z�i�b�k�v��

�k�e�_�^�m�x�s�b�o��LDAP �Z�l�j�b�[�m�l�h�\���\���d�h�g�l�_�c�g�_�j�_���i�h�e�v�a�h�\�Z�l�_�e�_�c�� 

�G�Z���q�l�_�g�b�_�� 

1. �H�[�t�_�d�l�u��User 

distinguishedName 

2. �H�[�t�_�d�l�u��msExchActiveSyncDevice 
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msExchDeviceID 

msExchDeviceFriendlyName msExchDeviceModel 

msExchDeviceType 

whenCreated 

msExchDeviceAccessState 

msExchDeviceAccessStateReason objectClass 

�G�Z���a�Z�i�b�k�v�� 

1. �H�[�t�_�d�l�u��User 

msExchMobileAllowedDeviceIDs msExchMobileBlockedDeviceIDs 

2. �H�[�t�_�d�l�u��msExchActiveSyncDevice 

msExchDeviceAccessState 
msExchDeviceAccessStateReason 

�<�����D�Z�d���^�h�[�Z�\�b�l�v���i�j�h�\�_�j�d�m��CAPTCHA �g�Z���k�l�j�Z�g�b�p�_���\�o�h�^�Z���\���i�h�j�l�Z�e�" 

�H�����I�h�^�^�_�j�`�b�\�Z�_�l�k�y��Google reCAPTCHA v2. �>�e�y���\�d�e�x�q�_�g�b�y���i�h�e�m�q�b�l�_���i�Z�j�Z�f�_�l�j�u��Site 

Key �b��Secret Key �\���i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y��reCAPTCHA �b���a�Z�^�Z�c�l�_���k�e�_�^�m�x�s�b�_���g�Z�k�l�j�h�c�d�b���\��

�d�h�g�n�b�]�m�j�Z�p�b�b���i�h�j�l�Z�e�Z�� 

<! -- �<�d�e�x�q�b�l�v���i�j�h�\�_�j�d�m��CAPTCHA �g�Z���n�h�j�f�_���\�o�h�^�Z��--> <add key="enable-google-re-captcha" 

value="true"/> 

<! -- �I�Z�j�Z�f�_�l�j Site Key �b�a �e�b�q�g�h�]�h �d�Z�[�b�g�_�l�Z https://www.google.com/recaptcha/admin --> <add 

key="google-re-captcha-key" value="site key"/> <! -- �I�Z�j�Z�f�_�l�j��Secret Key �b�a�� �e�b�q�g�h�]�h�� �d�Z�[�b�g�_�l�Z��

https://www.google.com/recaptcha/admin --> 

<add key="google-re-captcha-secret" value="secret"/> 

�<�����D�Z�d���\���d�Z�q�_�k�l�\�_���e�h�]�b�g�Z���i�h�e�v�a�h�\�Z�l�_�e�y���i�_�j�_�^�Z�\�Z�l�v��UPN �\���F�m�e�v�l�b�n�Z�d�l�h�j�" 

�H�����I�h���m�f�h�e�q�Z�g�b�x�����e�h�]�b�g���i�h�e�v�a�h�\�Z�l�_�e�y���i�_�j�_�^�Z�_�l�k�y���\���F�m�e�v�l�b�n�Z�d�l�h�j���\���n�h�j�f�Z�l�_�����\��
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�d�h�l�h�j�h�f���_�]�h���\�\�h�^�b�l���i�h�e�v�a�h�\�Z�l�_�e�v���g�Z���k�l�j�Z�g�b�p�_���e�h�]�b�g�Z�� 

�F�h�`�g�h���a�Z�^�Z�l�v���l�j�_�[�h�\�Z�g�b�_���\�\�h�^�Z���e�h�]�b�g�Z���i�h�e�v�a�h�\�Z�l�_�e�_�f���\���n�h�j�f�Z�l�_��UPN �k���i�h�f�h�s�v�x��

�k�e�_�^�m�x�s�_�c���g�Z�k�l�j�h�c�d�b�����k�f�����J�Z�[�h�l�Z���k���g�_�k�d�h�e�v�d�b�f�b���^�h�f�_�g�Z�f�b): 

<ActiveDirectory requiresUserPrincipalName="true"> 
</ActiveDirectory> 

�:�e�v�l�_�j�g�Z�l�b�\�g�h�����f�h�`�g�h���j�Z�a�j�_�r�b�l�v���\�\�h�^���e�h�]�b�g�Z���i�h�e�v�a�h�\�Z�l�_�e�_�f���\���e�x�[�h�f���n�h�j�f�Z�l�_�����g�h��

�\�d�e�x�q�b�l�v���i�j�_�h�[�j�Z�a�h�\�Z�g�b�_���e�h�]�b�g�Z���\��UserPrincipalName (UPN) �i�j�b���h�l�i�j�Z�\�d�_���a�Z�i�j�h�k�Z��

�^�h�k�l�m�i�Z���\���F�m�e�v�l�b�n�Z�d�l�h�j���k���i�h�f�h�s�v�x���k�e�_�^�m�x�s�_�c���g�Z�k�l�j�h�c�d�b�� 

 

<add key="use-upn-as-identity" value="true"/> 

�<�����D�Z�d���b�k�i�j�Z�\�b�l�v���h�r�b�[�d�m�����G�_���m�^�Z�_�l�k�y���i�j�h�q�b�l�Z�l�v���n�Z�c�e���d�h�g�n�b�]�m�j�Z�p�b�b���b�a-�a�Z��

�g�_�^�h�k�l�Z�l�h�q�g�u�o���j�Z�a�j�_�r�_�g�b�c���" 

�H�����>�Z�l�v���j�Z�a�j�_�r�_�g�b�y���]�j�m�i�i�_��IIS_IUSRS 
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8. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\���9�3�1��
�D�j�b�i�l�h�I�j�h���1�*�D�W�H 

8.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��NGate �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��VPN c �^�\�m�o�n�Z�d�l�h�j�g�h�c��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. �G�Z�k�l�j�h�c�d�Z���r�e�x�a�Z��NGate, LDAP-�k�_�j�\�_�j�Z���l�Z�d���`�_��

�^�h�e�`�g�u���[�u�l�v���i�j�h�b�a�\�_�^�_�g�u���a�Z�j�Z�g�_�_�� 

8.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��VPN- �d�e�b�_�g�l�_��

CryptoPro NGate; 

2. �R�e�x�a��NGate �i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\���/�'�$�3-�d�Z�l�Z�e�h�]�_�� 

3. �R�e�x�a��NGate �i�h���i�j�h�l�h�d�h�e�m��RADIUS �a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���\��MultiFactor 

Radius Adapter; 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���g�Z���l�_�e�_�n�h�g�_���b���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN. 

8.3. �G�Z�k�l�j�h�c�d�Z���0�8�/�7�,�)�$�&�7�2�5 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y��MULTIFACTOR, �^�Z�e�_�_���\���j�Z�a�^�_�e���J�_�k�m�j�k�u���b��

�k�h�a�^�Z�c�l�_���g�h�\�u�c���j�_�k�m�j�k���l�b�i�Z�����K�_�l�_�\�h�c���w�d�j�Z�g����-> " NGate"; 

2. �A�Z�i�h�e�g�b�l�_�����G�Z�a�\�Z�g�b�_�����b�����:�^�j�_�k�����i�h���\�Z�r�_�f�m���m�k�f�h�l�j�_�g�b�x�����I�Z�j�Z�f�_�l�j�u�����I�_�j�_�^��

�i�j�h�\�_�j�d�h�c���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����b�����Y�a�u�d�����h�l�\�_�q�Z�x�l���a�Z���\�h�a�f�h�`�g�h�k�l�v �g�Z�k�l�j�h�b�l�v���\�l�h�j�h�c��

�n�Z�d�l�h�j���g�_�i�h�k�j�_�^�k�l�\�_�g�g�h���\���d�e�b�_�g�l�_��NGate �i�j�b���i�h�^�d�e�x�q�_�g�b�b���i�h�e�v�a�h�\�Z�l�_�e�y���[�_�a��

�g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���^�h�k�l�m�i�Z�� 

3. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier �b��Shared Secret, 

�h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

4. �M�k�l�Z�g�h�\�b�l�_���b���g�Z�k�l�j�h�c�l�_ MultiFactor Radius Adapter. 
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8.4. �G�Z�k�l�j�h�c�d�Z���1�*�D�W�H���9�3�1 

�H�l�d�j�h�c�l�_���i�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y��NGate. 

�‡ �<���j�Z�a�^�_�e�_�����D�e�Z�k�l�_�j�u����-�!�����<�k�_���d�h�g�n�b�]�m�j�Z�p�b�b�����\�u�[�_�j�b�l�_���\�Z�r�m���d�h�g�n�b�]�m�j�Z�p�b�x�� 

8.5. �G�Z�k�l�j�h�c�d�Z���/�'�$�3���d�e�b�_�g�l�Z 

�‡ �<���g�Z�k�l�j�Z�b�\�Z�_�f�h�c���d�h�g�n�b�]�m�j�Z�p�b�b���i�_�j�_�c�^�b�l�_���g�Z���\�d�e�Z�^�d�m�����<�g�_�r�g�b�_���k�e�m�`�[�u�������<��

�j�Z�a�^�_�e�_�����/�'�$�3-�k�_�j�\�_�j�����g�Z�`�f�b�l�_�����I�j�b�\�y�a�Z�l�v�������^�e�y���i�_�j�_�o�h�^�Z���g�Z���k�l�j�Z�g�b�p�m��

�g�Z�k�l�j�h�c�d�b���/�'�$�3-�k�_�j�\�_�j�h�\�� 

�‡ �?�k�e�b��LDAP �k�_�j�\�_�j���h�l�k�m�l�k�l�\�m�_�l�����l�h���^�h�[�Z�\�v�l�_���g�h�\�u�c���/�'�$�3-�k�_�j�\�_�j���g�Z�`�Z�l�b�_�f���d�g�h�i�d�b��

�����������K�h�a�^�Z�g�b�_���/�'�$�3-�k�_�j�\�_�j�Z���� 

�‡ �A�Z�^�Z�c�l�_���i�Z�j�Z�f�_�l�j�u���/�'�$�3-�k�_�j�\�_�j�Z�����g�Z�`�f�b�l�_�����]�Z�e�h�q�d�m�������K�h�o�j�Z�g�b�l�v���� 

�‡ �<�u�i�h�e�g�b�l�_���i�j�b�\�y�a�d�m���/�'�$�3-�k�_�j�\�_�j�Z���d���d�h�g�n�b�]�m�j�Z�p�b�b�� 

 

8.6. �G�Z�k�l�j�h�c�d�Z���5�$�'�,�8�6���d�e�b�_�g�l�Z 

 
�‡ �<���g�Z�k�l�j�Z�b�\�Z�_�f�h�c���d�h�g�n�b�]�m�j�Z�p�b�b���i�_�j�_�c�^�b�l�_���g�Z���\�d�e�Z�^�d�m�����<�g�_�r�g�b�_���k�e�m�`�[�u�������<��

�j�Z�a�^�_�e�_�����5�$�'�,�8�6-�k�_�j�\�_�j�����g�Z�`�f�b�l�_�����I�j�b�\�y�a�Z�l�v�����^�e�y���i�_�j�_�o�h�^�Z���g�Z���k�l�j�Z�g�b�p�m��

�g�Z�k�l�j�h�c�d�b���5�$�'�,�8�6-�k�_�j�\�_�j�h�\�� 

�‡ �G�Z�`�f�b�l�_�������������K�h�a�^�Z�g�b�_���5�$�'�,�8�6-�k�_�j�\�_�j�Z���� 

�‡ �A�Z�^�Z�c�l�_���i�Z�j�Z�f�_�l�j�u���i�h�^�d�e�x�q�_�g�b�y���d��Multifactor Radius Adapter: 

�H RADIUS name: Multifactor; 
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�H RADIUS server address: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter; 

�H RADIUS server port: �i�h�j�l �b�a �g�Z�k�l�j�h�_�d �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter; 

�H Secret: radius shared secret �b�a �g�Z�k�l�j�h�_�d �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter; 

�‡ �G�Z�`�f�b�l�_�����]�Z�e�h�q�d�m�������K�h�o�j�Z�g�b�l�v���� 

�‡ �<�u�i�h�e�g�b�l�_���i�j�b�\�y�a�d�m���5�$�'�,�8�6-�k�_�j�\�_�j�Z��Multifactor �d���d�h�g�n�b�]�m�j�Z�p�b�b�� 

�‡  

8.7. �G�Z�k�l�j�h�c�d�Z �i�h�j�l�Z�e�Z NGate 

�‡ �<���g�Z�k�l�j�Z�b�\�Z�_�f�h�c���d�h�g�n�b�]�m�j�Z�p�b�b���i�_�j�_�c�^�b�l�_���g�Z���\�d�e�Z�^�d�m�����I�h�j�l�Z�e�u�������G�Z�`�f�b�l�_��

�b�d�h�g�d�m�����J�_�^�Z�d�l�b�j�h�\�Z�g�b�_��http �i�h�j�l�Z�e�Z�����\���k�l�j�h�d�_���k���\�Z�r�b�f���i�h�j�l�Z�e�h�f�� 

�‡ �G�Z�`�f�b�l�_���d�g�h�i�d�m�����J�Z�k�r�b�j�_�g�g�u�_���g�Z�k�l�j�h�c�d�b�������g�Z�k�l�j�h�c�l�_���d�h�g�n�b�]�m�j�Z�p�b�x���k�e�_�^�m�x�s�b�f��

�h�[�j�Z�a�h�f�� 

�H���F�_�l�h�^���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�h�e�v�a�h�\�Z�l�_�e�_�c�����E�h�]�b�g���i�Z�j�h�e�v��(LDAP); 

�H���B�k�i�h�e�v�a�h�\�Z�l�v��RADIUS: �\�d�e�x�q�b�l�_�� 

�H���B�k�i�h�e�v�a�h�\�Z�g�b�_���i�Z�j�h�e�y�� 

�v �H�l�i�j�Z�\�e�y�l�v���i�Z�j�h�e�v���\��LDAP: �\�d�e�x�q�b�l�_�� 

�v �H�l�i�j�Z�\�e�y�l�v���i�Z�j�h�e�v���\��RADIUS: �\�u�d�e�x�q�b�l�_�� 

�H���A�Z�i�j�Z�r�b�\�Z�l�v��OTP: �\�d�e�x�q�b�l�_�����_�k�e�b���i�e�Z�g�b�j�m�_�l�_���b�k�i�h�e�v�a�h�\�Z�l�v��OTP. 
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�>�h�d�m�f�_�g�l�Z�p�b�y���i�h �d�h�g�n�b�]�m�j�Z�p�b�b���i�h�j�l�Z�e�Z. 

�G�Z�k�l�j�h�c�d�Z���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�h�c���f�Z�r�b�g�u 

�G�Z�k�l�j�h�c�l�_���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�m�x���f�Z�r�b�g�m���i�h �b�g�k�l�j�m�d�p�b�b���\�_�g�^�h�j�Z 

 

8.8. �I�h�^�d�e�x�q�_�g�b�_ 

1. �H�l�d�j�h�c�l�_���d�e�b�_�g�l��CryptoPro NGate; 

2. �<�\�_�^�b�l�_���b�f�y���\�Z�r�_�]�h���r�e�x�a�Z�� 

3. �G�Z�`�f�b�l�_�����I�h�^�d�e�x�q�b�l�v���� 

4. �<�\�_�^�b�l�_���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���b�a���/�'�$�3-�d�Z�l�Z�e�h�]�Z�� 

5. �I�h�^�l�\�_�j�^�b�l�_���\�l�h�j�h�c���n�Z�d�l�h�j���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f�� 

6. �K�h�_�^�b�g�_�g�b�_���m�k�l�Z�g�h�\�e�_�g�h�� 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��
OpenVPN Access Server 

8.9. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�A�Z�s�b�l�b�l�_��VPN �i�h�^�d�e�x�q�_�g�b�y��OpenVPN Access Server �\�l�h�j�u�f���n�Z�d�l�h�j�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���k���i�h�f�h�s�v�x��MFA �j�_�r�_�g�b�y���k�_�j�\�b�k�Z���F�m�e�v�l�b�n�Z�d�l�h�j�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#) 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�<�Z�j�b�Z�g�l���b�g�l�_�]�j�Z�p�b�b���k���F�m�e�v�l�b�n�Z�d�l�h�j���a�Z�\�b�k�b�l���h�l���\�Z�r�_�]�h���i�h�k�l�Z�\�s�b�d�Z���m�q�z�l�g�u�o���a�Z�i�b�k�_�c�� 

1. �I�h�k�l�Z�\�s�b�d���m�q�z�l�g�u�o���a�Z�i�b�k�_�c���± Active Directory 

�B�g�l�_�]�j�Z�p�b�y���i�h RADIUS-�i�j�h�l�h�d�h�e�m. 

2. �I�h�k�l�Z�\�s�b�d���m�q�z�l�g�u�o���a�Z�i�b�k�_�c���± �e�h�d�Z�e�v�g�Z�y���^�b�j�_�d�l�h�j�b�y���m�q�z�l�g�u�o���a�Z�i�b�k�_�c��

OpenVPN AS 

�B�g�l�_�]�j�Z�p�b�y���k���i�h�f�h�s�v�x Post-auth �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b. 
 

8.10. �K�o�_�f�Z �j�Z�[�h�l�u 

RADIUS Post-auth 
1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���m�q�_�l�g�h�c���a�Z�i�b�k�b���\��

�d�e�b�_�g�l�_��OpenVPN Connect; 

2. OpenVPN Access Server �i�h�^�l�\�_�j�`�^�Z�_�l���d�h�j�j�_�d�l�g�h�k�l�v���e�h�]�b�g�Z���b���i�Z�j�h�e�y���\��Active 

Directory �q�_�j�_�a Multifactor Radius Adapter; 

3. �F�m�e�v�l�b�n�Z�d�l�h�j���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b����push �\���f�h�[�b�e�v�g�h�f��

�i�j�b�e�h�`�_�g�b�b���b�e�b��Telegram; �h�^�g�h�j�Z�a�h�\�u�c��OTP �b�e�b���K�F�K-�d�h�^�����a�\�h�g�h�d�����g�Z���d�h�l�h�j�u�c��

�g�_�h�[�o�h�^�b�f�h���h�l�\�_�l�b�l�v���b���g�Z�`�Z�l�v��#; 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���b���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN. 

8.11. �5�$�'�,�8�6���b�g�l�_�]�j�Z�p�b�y 

�B�k�i�h�e�v�a�m�c�l�_���w�l�h�l���\�Z�j�b�Z�g�l���b�g�l�_�]�j�Z�p�b�b�����_�k�e�b���\�Z�r���i�h�k�l�Z�\�s�b�d���m�q�z�l�g�u�o���a�Z�i�b�k�_�c���± Active 

Directory. 
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8.11.1. �I�_�j�\�u�_���r�Z�]�b 

1. �K�h�a�^�Z�c�l�_���Z�d�d�Z�m�g�l���b���\�h�c�^�b�l�_���\ �Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���i�Z�g�_�e�v���F�m�e�v�l�b�n�Z�d�l�h�j�� 

2. �<���j�Z�a�^�_�e�_ �j�_�k�m�j�k�u���d�e�b�d�g�b�l�_���>�h�[�Z�\�b�l�v���j�_�k�m�j�k�����<���i�h�y�\�b�\�r�_�f�k�y���k�i�b�k�d�_���\�u�[�_�j�b�l�_��

�>�j�m�]�h�c���\���j�Z�a�^�_�e�_���K�_�l�_�\�h�c���w�d�j�Z�g�����A�Z�i�h�e�g�b�l�_���g�_�h�[�o�h�^�b�f�u�_���i�h�e�y���^�e�y���l�h�]�h�����q�l�h�[�u��

�i�h�e�m�q�b�l�v���i�Z�j�Z�f�_�l�j�u��NAS Identifier  �b��Shared Secret. �W�l�b���i�Z�j�Z�f�_�l�j�u���i�h�l�j�_�[�m�x�l�k�y��

�^�e�y���a�Z�\�_�j�r�_�g�b�y���g�Z�k�l�j�h�c�d�b�� 

3. �A�Z�]�j�m�a�b�l�_�����m�k�l�Z�g�h�\�b�l�_���b���g�Z�k�l�j�h�c�l�_���d�h�f�i�h�g�_�g�l��Multifactor RADIUS Adapter 

(Windows, Linux). 

8.11.2. �G�Z�k�l�j�h�c�d�Z��OpenVPN Access Server 

1. �A�Z�c�^�b�l�_���\���Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���i�Z�g�_�e�v��OpenVPN Access Server; 

2. �<���j�Z�a�^�_�e�_��Authentication, �i�_�j�_�c�^�b�l�_���\���i�h�^�j�Z�a�^�_�e��RADIUS �b���d�e�b�d�g�b�l�_��Use 

RADIUS; 

3. �<���j�Z�a�^�_�e�_��RADIUS Authentication Method �\�u�[�_�j�b�l�_���f�_�l�h�^���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��PAP; 

4. �<���j�Z�a�^�_�e�_��RADIUS Settings �m�d�Z�`�b�l�_���Z�^�j�_�k���5�$�'�,�8�6-�d�h�f�i�h�g�_�g�l�Z���b��Shared Secret �b�a��

�g�Z�k�l�j�h�_�d���d�h�f�i�h�g�_�g�l�Z�� 

5. �D�e�b�d�g�b�l�_��Save Settings �^�e�y���k�h�o�j�Z�g�_�g�b�y���g�Z�k�l�j�h�_�d�� 

6. �Q�l�h�[�u���b�a�f�_�g�_�g�b�y���\�k�l�m�i�b�e�b���\���k�b�e�m���d�e�b�d�g�b�l�_��Update Running Server. 

  �I�J�B�F�?�Q�:�G�B�? 

�M�[�_�^�b�l�_�k�v�����q�l�h���\���k�i�b�k�d�_���l�h�e�v�d�h���h�^�b�g��RADIUS �k�_�j�\�_�j�����b�g�Z�q�_��OpenVPN AS �[�m�^�_�l��

�h�l�i�j�Z�\�e�y�l�v���a�Z�i�j�h�k�u���\�h���\�k�_���i�h�h�q�_�j�_�^�g�h�� 

8.12. Post-auth �b�g�l�_�]�j�Z�p�b�y 

�B�k�i�h�e�v�a�m�c�l�_���w�l�h�l���\�Z�j�b�Z�g�l���b�g�l�_�]�j�Z�p�b�b�����_�k�e�b���\�Z�r���i�h�k�l�Z�\�s�b�d���m�q�z�l�g�u�o���a�Z�i�b�k�_�c���± 

�e�h�d�Z�e�v�g�Z�y���^�b�j�_�d�l�h�j�b�y���m�q�z�l�g�u�o���a�Z�i�b�k�_�c��OpenVPN AS. 

�I�_�j�\�u�_���r�Z�]�b 

1. �K�h�a�^�Z�c�l�_���Z�d�d�Z�m�g�l���b���\�h�c�^�b�l�_���\ �Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���i�Z�g�_�e�v���F�m�e�v�l�b�n�Z�d�l�h�j�� 

2. �<���j�Z�a�^�_�e�_ �j�_�k�m�j�k�u���d�e�b�d�g�b�l�_���>�h�[�Z�\�b�l�v���j�_�k�m�j�k�����<���i�h�y�\�b�\�r�_�f�k�y���k�i�b�k�d�_���\�u�[�_�j�b�l�_��

�>�j�m�]�h�c���\���j�Z�a�^�_�e�_���K�_�l�_�\�h�c���w�d�j�Z�g�����A�Z�i�h�e�g�b�l�_���g�_�h�[�o�h�^�b�f�u�_���i�h�e�y���^�e�y���l�h�]�h�����q�l�h�[�u��
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�i�h�e�m�q�b�l�v���i�Z�j�Z�f�_�l�j�u��NAS Identifier  �b��Shared Secret. �W�l�b���i�Z�j�Z�f�_�l�j�u���i�h�l�j�_�[�m�x�l�k�y��

�^�e�y���a�Z�\�_�j�r�_�g�b�y���g�Z�k�l�j�h�c�d�b�� 

3. �<���k�e�m�q�Z�_���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���e�h�d�Z�e�v�g�u�o���i�h�e�v�a�h�\�Z�l�_�e�_�c��OpenVPN AS �k�h�a�^�Z�c�l�_��

�k�h�h�l�\�_�l�k�l�\�m�x�s�b�o���i�h�e�v�a�h�\�Z�l�_�e�_�c���\���k�b�k�l�_�f�_���F�m�e�v�l�b�n�Z�d�l�h�j�����I�_�j�_�c�^�b�l�_���\���j�Z�a�^�_�e 

�i�h�e�v�a�h�\�Z�l�_�e�b���b���d�e�b�d�g�b�l�_���>�h�[�Z�\�b�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���b�e�b���B�f�i�h�j�l�b�j�h�\�Z�l�v. 

4. �A�Z�]�j�m�a�b�l�_ Post-auth �i�e�Z�]�b�g���F�m�e�v�l�b�n�Z�d�l�h�j���^�e�y��OpenVPN Access Server. 

8.13. �G�Z�k�l�j�h�c�d�Z��Post-auth �i�e�Z�]�b�g�Z 

1. �H�l�d�j�h�c�l�_���n�Z�c�e��post_auth_multifactor.py c �i�h�f�h�s�v�x���l�_�d�k�l�h�\�h�]�h���j�_�^�Z�d�l�h�j�Z�����<���n�Z�c�e�_��

�g�_�h�[�o�h�^�b�f�h���a�Z�^�Z�l�v���a�g�Z�q�_�g�b�y���i�Z�j�Z�f�_�l�j�Z�f 

NAS_IDENTIFIER �b SHARED_SECRET. 

NAS_IDENTIFIER = '' 
SHARED_SECRET = '' 
HOST = 'api.gos.multifactor.ru' 

�K�h�o�j�Z�g�b�l�_���b�a�f�_�g�_�g�b�y���b���a�Z�d�j�h�c�l�_���l�_�d�k�l�h�\�u�c���j�_�^�Z�d�l�h�j�� 

�J�Z�a�f�_�k�l�b�l�_���k�d�j�b�i�l��post_auth_multifactor.py �\���^�b�j�_�d�l�h�j�b�b 

/usr/local/openvpn_as/scripts/ �g�Z �k�_�j�\�_�j�_ OpenVPN Access Server. 

$ scp post_auth_multifactor.py \ 
<SSH_USER>@<AS_HOST>:/home/<SSH_USER>/post_auth_multifactor.py 

�A�Z�f�_�g�b�l�_��<SSH_USER> �b��<AS_HOST> �g�Z�� �n�Z�d�l�b�q�_�k�d�b�_�� �b�f�y�� �i�h�e�v�a�h�\�Z�l�_�e�y�� �b�� �,�3- 

�Z�^�j�_�k���k�_�j�\�_�j�Z�����K�g�Z�q�Z�e�Z���a�Z�]�j�m�a�b�l�_���k�d�j�b�i�l���\���^�h�f�Z�r�g�x�x���^�b�j�_�d�l�h�j�b�x�����l���d�����i�h���m�f�h�e�q�Z�g�b�x���m��

�Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���2�S�H�Q�9�3�1���$�6���g�_�l���i�j�Z�\���g�Z���a�Z�i�b�k�v���[�_�a��sudo. 

�?�k�e�b���k�_�j�\�_�j���[�u�e���j�Z�a�\�_�j�g�m�l���k���i�h�f�h�s�v�x���k�j�_�^�k�l�\���\�b�j�l�m�Z�e�b�a�Z�p�b�b���0�L�F�U�R�V�R�I�W���+�\�S�H�U-

�9�����9�0�:�D�U�H���(�6�;�L�����$�P�D�]�R�Q���$�:�6�����0�L�F�U�R�V�R�I�W���$�]�X�U�H�����*�R�R�J�O�H���&�O�R�X�G���3�O�D�W�I�R�U�P���b���^�j�m�]�b�o�����6�6�+��

�\�o�h�^���f�h�`�_�l���[�u�l�v���a�Z�s�b�s�z�g���i�j�b�\�Z�l�g�u�f���d�e�x�q�h�f�����<���l�Z�d�h�f���k�e�m�q�Z�_�����a�Z�^�Z�c�l�_���i�m�l�v���d���d�e�x�q�m���k��

�i�h�f�h�s�v�x���h�i�p�b�b��-i <PATH_TO_PRIVATE_KEY> . 

2. �H�l�d�j�h�c�l�_���g�h�\�m�x���6�6�+-�k�_�k�k�b�x�� 

$ ssh <SSH_USER>@<AS_HOST> 
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3. �I�_�j�_�f�_�k�l�b�l�_��post_auth_multifactor.py �\���^�b�j�_�d�l�h�j�b�x���k�h���k�d�j�b�i�l�Z�f�b�� 

$ sudo mv post_auth_multifactor.py /usr/local/openvpn_as/scripts/ \ post_auth_multifactor.py 

4. �M�[�_�^�b�l�_�k�v�����q�l�h���n�Z�c�e���y�\�e�y�_�l�k�y���b�k�i�h�e�g�y�_�f�u�f�� 

$ sudo chmod a+x 
/usr/local/openvpn_as/scripts/post_auth_multifactor.py  
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8.14. �M�k�l�Z�g�h�\�d�Z��Post-auth �i�e�Z�]�b�g�Z 

1. �A�Z�^�Z�c�l�_��post_auth_multifactor.py Post-auth �k�d�j�b�i�l�h�f���i�h���m�f�h�e�q�Z�g�b�x���k���i�h�f�h�s�v�x��

�b�g�k�l�j�m�f�_�g�l�Z���d�h�f�Z�g�^�g�h�c���k�l�j�h�d�b��sacli. �?�k�e�b���m��SSH- �i�h�e�v�a�h�\�Z�l�_�e�y���g�_�l���i�j�Z�\���g�Z��

�\�u�i�h�e�g�_�g�b�_��sudo, �a�Z�^�Z�c�l�_���b�f�y���Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���b�a���\�_�[-�d�h�g�k�h�e�b���k��

�i�h�f�h�s�v�x���h�i�p�b�b��-a <USER> . 

$ sudo /usr/local/openvpn_as/scripts/sacli \ 

--key "auth.module.post_auth_script" \ 

--value_file="/usr/local/openvpn_as/scripts/post_auth_multifactor.py" \ 

ConfigPut 

2. �A�Z�i�m�k�l�b�l�_���k�_�j�\�b�k�u�� 

$ sudo /usr/local/openvpn_as/scripts/sacli start 

8.15. �L�_�k�l�b�j�h�\�Z�g�b�_���\�o�h�^�Z 

�I�h�k�e�_���g�Z�k�l�j�h�c�d�b���b���m�k�l�Z�g�h�\�d�b��Post-auth �i�e�Z�]�b�g�Z���F�m�e�v�l�b�n�Z�d�l�h�j���i�h�i�j�h�[�m�c�l�_��

�i�h�^�d�e�x�q�b�l�v�k�y���d��VPN �k���i�h�f�h�s�v�x���\�_�[-�b�g�l�_�j�n�_�c�k�Z���b�e�b���d�e�b�_�g�l�Z��OpenVPN Connect. 

�?�k�e�b���m�k�l�Z�g�h�\�d�Z���i�j�h�r�e�Z���m�k�i�_�r�g�h�����d�e�b�_�g�l���a�Z�i�j�h�k�b�l���\�l�h�j�h�c���n�Z�d�l�h�j���^�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��

�k���i�h�f�h�s�v�x��SMS �b�e�b���2�7�3-�d�h�^�Z�� 

�‡ �>�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�h��SMS �b�e�b���2�7�3-�d�h�^�m���\�\�_�^�b�l�_���d�h�^���\���h�l�^�_�e�v�g�h�f���h�d�g�_���\�\�h�^�Z��

OpenVPN Connect. 

�‡ �>�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���k���i�h�f�h�s�v�x���f�h�[�b�e�v�g�h�]�h���i�j�b�e�h�`�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j��(iOS, 

Android) �b�e�b��Telegram �g�Z�`�f�b�l�_���>�Z�����w�l�h���y���\���m�\�_�^�h�f�e�_�g�b�b���k���a�Z�i�j�h�k�h�f��

�i�h�^�l�\�_�j�`�^�_�g�b�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

8.16. �@�m�j�g�Z�e�u 

�@�m�j�g�Z�e�u���^�h�k�l�m�i�g�u���\���n�Z�c�e�Z�o��/var/log/syslog �b /var/log/openvpnas.log . 
 
�J�_�r�_�g�b�_���i�j�h�[�e�_�f 

�I�j�b�q�b�g�u���g�Z�b�[�h�e�_�_���q�Z�k�l�g�u�o���i�j�h�[�e�_�f���k���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 
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1. �<�u���b�k�i�h�e�v�a�m�_�l�_���E�R�R�W�V�W�U�D�S-�i�h�e�v�a�h�\�Z�l�_�e�y��openvpn �����^�e�y���d�h�l�h�j�h�]�h���b�]�g�h�j�b�j�m�x�l�k�y��

�i�j�Z�\�b�e�Z��post-auth �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����I�h�e�v�a�h�\�Z�l�_�e�y 

�j�_�d�h�f�_�g�^�m�_�l�k�y���h�l�d�e�x�q�Z�l�v���i�h�k�e�_���i�h�e�g�h�c���g�Z�k�l�j�h�c�d�b���k�_�j�\�_�j�Z�����B�g�k�l�j�m�d�p�b�b���i�h��

�h�l�d�e�x�q�_�g�b�x�� 

2. �<�u���b�k�i�h�e�v�a�m�_�l�_��auto-login �i�j�h�n�b�e�v�����d�h�l�h�j�u�c���b�]�g�h�j�b�j�m�_�l���i�j�Z�\�b�e�Z��Post- auth; 

3. �E�h�]�b�g�u���i�h�e�v�a�h�\�Z�l�_�e�_�c���\���Z�^�f�b�g-�i�Z�g�_�e�b��Multifactor �g�_���k�h�h�l�\�_�l�k�l�\�m�x�l���e�h�]�b�g�Z�f��

�e�h�d�Z�e�v�g�u�o���i�h�e�v�a�h�\�Z�l�_�e�_�c���\��OpenVPN Access Server; 

4. �< �n�Z�c�e�_ post_auth_multifactor.py �g�_�\�_�j�g�h �m�d�Z�a�Z�g�u NAS Identifier �b Shared Secret; 

5. �I�e�Z�]�b�g���g�_���b�f�_�_�l���i�j�Z�\���g�Z���b�k�i�h�e�g�_�g�b�_��a+x; 

6. �I�e�Z�]�b�g���g�_�d�h�j�j�_�d�l�g�h���m�k�l�Z�g�h�\�e�_�g�� 

7. �K�_�j�\�_�j���g�_���[�u�e���i�_�j�_�a�Z�i�m�s�_�g���i�h�k�e�_���m�k�l�Z�g�h�\�d�b���i�e�Z�]�b�g�Z�� 
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�A�Z�s�b�l�Z���m�^�Z�e�_�g�g�h�]�h���^�h�k�l�m�i�Z���d���d�h�j�i�h�j�Z�l�b�\�g�h�c���k�_�l�b���k���2�S�H�Q�9�3�1�����$�F�W�L�Y�H�'�L�U�H�F�W�R�U�\���b��
�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c 

8.17. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�x �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�x �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��# 

�x �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�x �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���^�h�f�_�g��Active Directory, �h�l�^�_�e�v�g�u�c��Linux �k�_�j�\�_�j���k��

�m�k�l�Z�g�h�\�e�_�g�g�u�f��OpenVPN �b���g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

8.18. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���m�q�_�l�g�h�c���a�Z�i�b�k�b�� 

2. OpenVPN �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�l�\�_�j�`�^�Z�_�l���d�h�j�j�_�d�l�g�h�k�l�v���e�h�]�b�g�Z���b���i�Z�j�h�e�y���\��

Active Directory. 

3. �F�m�e�v�l�b�n�Z�d�l�h�j���i�j�b�k�u�e�Z�_�l���g�Z���l�_�e�_�n�h�g���i�h�e�v�a�h�\�Z�l�_�e�y���a�Z�i�j�h�k���^�e�y���i�h�^�l�\�_�j�`�^�_�g�b�y��

�^�h�k�l�m�i�Z����push �\���L�_�e�_�]�j�Z�f���b�e�b���a�\�h�g�h�d���g�Z���d�h�l�h�j�u�c���g�_�h�[�o�h�^�b�f�h���h�l�\�_�l�b�l�v���b���g�Z�`�Z�l�v��#. 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���b���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN. 

8.19. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

�A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����k�h�a�^�Z�c�l�_���g�h�\�u�c���j�_�k�m�j�k��"OpenVPN". 

�I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier �b��Shared Secret �h�g�b��

�i�h�g�Z�^�h�[�y�l�k�y���^�e�y���^�Z�e�v�g�_�c�r�_�c���g�Z�k�l�j�h�c�d�b�� 

8.20. �G�Z�k�l�j�h�c�d�Z���$�F�W�L�Y�H���'�L�U�H�F�W�R�U�\ 

�A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_���d�h�f�i�h�g�_�g�l Multifactor Radius Adapter. �D�h�f�i�h�g�_�g�l���j�Z�[�h�l�Z�_�l���\��

�d�Z�q�_�k�l�\�_��RADIUS �k�_�j�\�_�j�Z�����i�h�e�m�q�Z�_�l���a�Z�i�j�h�k�u���h�l��OpenVPN �b���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v��

�i�h�e�v�a�h�\�Z�l�_�e�y���\���^�h�f�_�g�_��
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�I�Z�j�Z�f�_�l�j�u���d�h�f�i�h�g�_�g�l�Z 

�I�Z�j�Z�f�_�l�j�u���j�Z�[�h�l�u���d�h�f�i�h�g�_�g�l�Z���o�j�Z�g�y�l�k�y���\���n�Z�c�e�_ 
MultiFactor.Radius.Adapter.exe.config �\���n�h�j�f�Z�l�_��XML . 

< !-- �:�^�j�_�k���b���i�h�j�l��(UDP) �i�h���d�h�l�h�j�h�f�m���Z�^�Z�i�l�_�j���[�m�^�_�l���i�j�b�g�b�f�Z�l�v���a�Z�i�j�h�k�u���g�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���h�l��

OpenVPN --> 

<add key="adapter-server-endpoint" value="192.168.0.1:1812"/> 

< !-- Shared secret �^�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��OpenVPN ���b�a���g�Z�k�l�j�h�_�d���F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 

--> 

<add key="radius-shared-secret" value=""/> 

< !-- �=�^�_���i�j�h�\�_�j�y�l�v���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y����ActiveDirectory --> 

<add key="first-factor-authentication-source" value="ActiveDirectory"/> 

<! -- �>�h�f�_�g--> 

<add key="active-directory-domain" value="domain.local"/> 

< !-- �I�j�h�\�_�j�y�l�v���i�j�b�g�Z�^�e�_�`�g�h�k�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���d���]�j�m�i�i�_�����g�_���i�j�h�\�_�j�y�_�l�k�y�����_�k�e�b���m�^�Z�e�b�l�v���g�Z�k�l�j�h�c�d�m��-

-> 

<add key="active-directory-group" value="VPN Users"/> 

< !-- �:�^�j�_�k��API �F�m�e�v�l�b�n�Z�d�l�h�j�Z��--> 

<add key="multifactor-api-url" value="https://api.gos.multifactor.ru"/> 

< !-- �I�Z�j�Z�f�_�l�j��NAS-Identifier �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��API �F�m�e�v�l�b�n�Z�d�l�h�j�Z��- �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z��--> 

<add key="multifactor-nas-identifier" value=""/> 

< !-- �I�Z�j�Z�f�_�l�j��Shared Secret �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��API �F�m�e�v�l�b�n�Z�d�l�h�j�Z��- �b�a���e�b�q�g�h�]�h���d�Z�[�b�g�_�l�Z��--> 

<add key="multifactor-shared-secret" value=""/> 

8.20.1. �A�Z�i�m�k�d���d�h�f�i�h�g�_�g�l�Z 

�D�h�f�i�h�g�_�g�l���f�h�`�_�l���j�Z�[�h�l�Z�l�v���\���d�h�g�k�h�e�v�g�h�f���j�_�`�b�f�_���b�e�b���\���d�Z�q�_�k�l�\�_���k�e�m�`�[�u��Windows. �>�e�y��

�a�Z�i�m�k�d�Z���\���d�h�g�k�h�e�v�g�h�f���j�_�`�b�f�_���^�h�k�l�Z�l�h�q�g�h���a�Z�i�m�k�l�b�l�v���i�j�b�e�h�`�_�g�b�_�� 

�>�e�y���m�k�l�Z�g�h�\�d�b�����d�Z�d��Windows Service, �\�u�i�h�e�g�b�l�_���k���d�e�x�q�h�f��/i �h�l���b�f�_�g�b���:�^�f�b�g�b�k�l�j�Z�l�h�j�Z 

MultiFactor.Radius.Adapter.exe /i 

�b���a�Z�i�m�k�l�b�l�_���k�e�m�`�[�m 
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net start mfradiusadapter 

8.20.2. �@�m�j�g�Z�e�u 

�@�m�j�g�Z�e�u���j�Z�[�h�l�u���d�h�f�i�h�g�_�g�l�Z���g�Z�o�h�^�y�l�k�y���\���i�Z�i�d�_��Logs. �?�k�e�b���b�o���g�_�l�����m�^�h�k�l�h�\�_�j�v�l�_�k�v�����q�l�h��

�i�Z�i�d�Z���^�h�k�l�m�i�g�Z���^�e�y���a�Z�i�b�k�b���i�h�e�v�a�h�\�Z�l�_�e�x��Network Service. 

8.21. �G�Z�k�l�j�h�c�d�Z��OpenVPN 

�<���i�_�j�\�m�x���h�q�_�j�_�^�v���\�Z�f���g�_�h�[�o�h�^�b�f��Linux �k�_�j�\�_�j���k���m�k�l�Z�g�h�\�e�_�g�g�u�f��OpenVPN. �K�_�j�\�_�j��

�f�h�`�_�l���[�u�l�v��CentOS, Ubuntu, Debian �b���l�^�����<���g�Z�r�_�f���i�j�b�f�_�j�_���j�Z�k�k�f�Z�l�j�b�\�Z�_�l�k�y��CentOS, 

�g�h���^�e�y���i�j�h�q�b�o���k�b�k�l�_�f���h�l�e�b�q�b�y���[�m�^�m�l���f�b�g�b�f�Z�e�v�g�u�f�b�� 

�K�Z�f���i�j�h�p�_�k�k���m�k�l�Z�g�h�\�d�b���b���i�_�j�\�b�q�g�h�c���g�Z�k�l�j�h�c�d�b��OpenVPN �f�u���g�_���j�Z�k�k�f�Z�l�j�b�\�Z�_�f�����l�Z�d��

�d�Z�d���g�Z���w�l�m���l�_�f�m���_�k�l�v���f�g�h�`�_�k�l�\�h���k�l�Z�l�_�c�� 

PAM_RADIUS 

�M�k�l�Z�g�h�\�b�l�_���f�h�^�m�e�v��PAM_RADIUS 

$ sudo yum -y install epel-release 
$ sudo yum -y install pam_radius 

�H�l�d�j�h�c�l�_ �^�e�y �j�_�^�Z�d�l�b�j�h�\�Z�g�b�y �n�Z�c�e /etc/pam_radius.conf �b �m�d�Z�`�b�l�_ �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z 

Multifactor Radius Adapter �b shared key. 

192.168.0.1:1812 shared secret 40 

  �I�J�B�F�?�Q�:�G�B�? 

�I�j�h�q�b�_���k�_�j�\�_�j�Z�����_�k�e�b���h�g�b���_�k�l�v���i�h���m�f�h�e�q�Z�g�b�x���\���n�Z�c�e�_�����g�_�h�[�o�h�^�b�f�h���m�^�Z�e�b�l�v���b�e�b��

�a�Z�d�h�f�f�_�g�l�b�j�h�\�Z�l�v�����i�h�k�l�Z�\�b�l�v���\���g�Z�q�Z�e�_�������� 

8.21.1. �G�Z�k�l�j�h�c�d�Z��OpenVPN �k�_�j�\�_�j�Z 

�H�l�d�j�h�c�l�_���n�Z�c�e��/etc/openvpn/server.conf �b���^�h�[�Z�\�v�l�_���i�e�Z�]�b�g���^�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���k��

�i�h�f�h�s�v�x��PAM �f�h�^�m�e�y 
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plugin /usr/lib64/openvpn/plugins/openvpn-plugin-auth-pam.so openvpn 

�>�Z�e�_�_���k�h�a�^�Z�c�l�_���n�Z�c�e���i�j�h�\�_�j�d�b���i�h�^�e�b�g�g�h�k�l�b���^�e�y��openvpn 

$ sudo vi /etc/pam.d/openvpn 

�b �\�i�b�r�b�l�_ �\ �g�_�]�h 

auth sufficient pam_radius_auth.so account sufficient pam_permit.so session sufficient pam_permit.so 

�I�_�j�_�a�Z�i�m�k�l�b�l�_ OpenVPN �k�_�j�\�_�j 

$ sudo systemctl restart openvpn@server 

8.22. �<���a�Z�d�e�x�q�_�g�b�b 

�J�Z�k�k�f�h�l�j�_�g�g�Z�y���\���k�l�Z�l�v�_���d�h�g�n�b�]�m�j�Z�p�b�y���h�[�_�k�i�_�q�b�\�Z�_�l���g�_�h�[�o�h�^�b�f�u�c���m�j�h�\�_�g�v���g�Z�^�_�`�g�h�k�l�b��

�b���a�Z�s�b�l�u���^�e�y���h�j�]�Z�g�b�a�Z�p�b�b���m�^�Z�e�_�g�g�h�]�h���^�h�k�l�m�i�Z���k���q�b�k�e�h�f���k�h�l�j�m�^�g�b�d�h�\���h�l���g�_�k�d�h�e�v�d�b�o��

�q�_�e�h�\�_�d���^�h���g�_�k�d�h�e�v�d�b�o���l�u�k�y�q�����D�j�h�f�_���l�h�]�h�����k�m�s�_�k�l�\�_�g�g�h���m�i�j�h�s�Z�_�l�k�y��

�Z�^�f�b�g�b�k�l�j�b�j�h�\�Z�g�b�_�����l�Z�d���d�Z�d���b�k�i�h�e�v�a�m�_�l�k�y���_�^�b�g�u�c���d�Z�l�Z�e�h�]���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Active 

Directory. �B�k�i�h�e�v�a�h�\�Z�g�b�_���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���h�l���F�m�e�v�l�b�n�Z�d�l�h�j�Z��

�b�a�[�Z�\�e�y�_�l���h�l���g�_�h�[�o�h�^�b�f�h�k�l�b���\�u�^�Z�\�Z�l�v���d�Z�`�^�h�f�m���i�h�e�v�a�h�\�Z�l�_�e�x���b�g�^�b�\�b�^�m�Z�e�v�g�u�c��

�k�_�j�l�b�n�b�d�Z�l���^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��OpenVPN. 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��pfSense 
OpenVPN 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��pfSense �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��OpenVPN. 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��  

�‡ �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡ �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#)  

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

8.23. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��pfSense OpenVPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��

OpenVPN Connect; 

2. pfSense �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m MultiFactor Radius 

Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory, AD LDS 

�b�e�b��Network Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_�� 

8.24. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�u�c��OpenVPN �k�_�j�\�_�j; 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor Radius Adapter. 

8.25. �G�Z�k�l�j�h�c�d�Z��pfSense 

�H�l�d�j�h�c�l�_���d�h�g�k�h�e�v���m�i�j�Z�\�e�_�g�b�y��pfSense. 

8.26. �G�Z�k�l�j�h�c�d�Z��RADIUS �k�_�j�\�_�j�Z 

�< �j�Z�a�^�_�e�_ System > User Manager > Authentication Servers �g�Z�`�f�b�l�_ Add �b �^�h�[�Z�\�v�l�_ 

�g�h�\�u�c �k�_�j�\�_�j �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b:
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Descriptive Name: Radius Server 

�‡ Type: RADIUS 

�‡ Protocol: PAP 

�‡ Hostname or IP address: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�‡ Shared Secret: Shared Secret �b�a �g�Z�k�l�j�h�_�d �d�h�f�i�h�g�_�g�l�Z 

�‡ Services offered: Authentication 

�‡ Authentication port: 1812 

�‡ Accounting port: n/a 

�‡ Authentication timeout: 40 

�‡ RADIUS NAS IP Attribute: �\�u�[�_�j�b�l�_���b�g�l�_�j�n�_�c�k��LAN �b�e�b��WAN �b�g�l�_�j�n�_�c�k���^�e�y��

�i�_�j�_�^�Z�q�b���\��RADIUS �Z�l�j�b�[�m�l�_��NAS-IP-Address 

�G�Z�`�f�b�l�_ Save. 

Users Groups Settings Authentication Servers 

Server Settings 

Descriptive name Multifactor RADIUS Adapter 

Type RADIUS 

RADIUS Server Settings 

Protocol PAP J 

Hostname or IP 100.100.100.100 

address 

Shared Secret  .......................  

Services offered Authentication J 

Authentication port 1812 J 

Accounting port ; 

Authentication 40 �k�I 

T meout .�i^ va|ue contro|s how long, in seconds, that the RADIUS server may take to respond to an authentication request. If left blank, the default value is 5 

seconds. NOTE: If using an interactive two-factor authentication system, increase this timeout to account for how long it will take the user to 

receive and enter a token. 

RADIUSNASIP LAN-192.168.1.1 J 
A ^ �(�Q�W�H�U���W�K�H���,�3���W�R���X�V�H���I�R�U���W�K�H���¶�1�$�6-IP-�$�G�G�U�H�V�V�¶���D�W�W�U�L�E�X�W�H���G�X�U�L�Q�J���5�$�'�,�8�6���$�F�F�F�H�V�V-Requests. Please note thatthis choice won't change the interface used for 

contacting the RADIUS server. 

Q Save 

�?�k�e�b �\�u �o�h�l�b�l�_ �b�k�i�h�e�v�a�h�\�Z�l�v RADIUS �k�_�j�\�_�j �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b �^�e�y �\�o�h�^�Z �\ �d�h�g�k�h�e�v 

�m�i�j�Z�\�e�_�g�b�y pfSense �b �i�h�^�d�e�x�q�_�g�b�y �d ssh, �g�Z �\�d�e�Z�^�d�_ Settings �\�u�[�_�j�b�l�_ �k�_�j�\�_�j 
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�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b �i�h �i�h�k�l�Z�\�v�l�_ �]�Z�e�h�q�d�m �g�Z�i�j�h�l�b�\ "Use Authentication Server for Shell 

Authentication". 

8.27. �G�Z�k�l�j�h�c�d�Z���i�j�Z�\�b�e��Firewall  

�<���j�Z�a�^�_�e�_��Firewall  > Rules �g�Z�`�f�b�l�_��Add, �q�l�h�[�u���^�h�[�Z�\�b�l�v���g�h�\�h�\�_���i�j�Z�\�b�e�h��Firewall. 

�<���k�_�d�p�b�b��Edit Firewall Rule 

�‡ Action: Pass 

�‡ Interface: WAN 

�‡ Address Family: IPv4 

�‡ Protocol: UDP 

�<���k�_�d�p�b�b��Destination 

�‡ Destination: Any 

�‡ Destination Port Range: From 1812 (�i�h�j�l �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter) 

�G�Z�`�f�b�l�_��Save 
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8.28. �G�Z�k�l�j�h�c�d�Z��OpenVPN 

�<���j�Z�a�^�_�e�_��VPN > OpenVPN > Servers �\�u�[�_�j�b�l�_���\�Z�r���k�_�j�\�_�j��OpenVPN �b���d�e�b�d�g�b�l�_��Edit  

Server. 

�<���k�_�d�p�b�b��Mode Configuration 

�‡ Backend for authentication: Radius Server 

�G�Z�`�f�b�l�_��Save 
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8.29. �I�j�h�\�_�j�d�Z 

�<���j�Z�a�^�_�e�_��Diagnostics > Authentication 

�‡ Authentication Server: �<�Z�r��RADIUS �k�_�j�\�_�j 

�‡ Username: �e�h�]�b�g 

�‡ Password: �i�Z�j�h�e�v 

�G�Z�`�f�b�l�_��Test 

�<���k�e�m�q�Z�_���i�j�Z�\�b�e�v�g�h�c���g�Z�k�l�j�h�c�d�b���g�Z���l�_�e�_�n�h�g���i�h�k�l�m�i�b�l���S�X�V�K-�a�Z�i�j�h�k���^�h�k�l�m�i�Z���b�e�b���a�\�h�g�h�d��

�k�h�]�e�Z�k�g�h���g�Z�k�l�j�h�_�g�g�h�f�m���n�Z�d�l�h�j�m���^�h�k�l�m�i�Z�� 

Authentication Test 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���K-�L�_�j�j�Z���9�3�1 

8.30. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���r�e�x�a�Z���[�_�a�h�i�Z�k�g�h�k�l�b���K-�L�_�j�j�Z���^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��VPN 

c �^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

 
8.31. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��S-Terra CSP VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\���K-�L�_�j�j�Z��

�D�e�b�_�g�l�_�� 

2. �K-�L�_�j�j�Z���R�e�x�a���i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��MultiFactor 

Radius Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��Network 

Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���h�^�g�b�f���b�a���\�h�a�f�h�`�g�u�o���k�i�h�k�h�[�h�\��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����\���l�h�f���q�b�k�e�_���\�\�h�^���h�^�g�h�j�Z�a�h�\�h�]�h���d�h�^�Z���\���K- �L�_�j�j�Z���D�e�b�_�g�l���� 

8.32. �I�_�j�\�u�_���r�Z�]�b 

1. �K�h�a�^�Z�c�l�_���Z�d�d�Z�m�g�l���b���\�h�c�^�b�l�_���\ �Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���i�Z�g�_�e�v���F�m�e�v�l�b�n�Z�d�l�h�j�� 

2. �<���j�Z�a�^�_�e�_ �j�_�k�m�j�k�u���d�e�b�d�g�b�l�_���>�h�[�Z�\�b�l�v���j�_�k�m�j�k�����<���i�h�y�\�b�\�r�_�f�k�y���k�i�b�k�d�_���\�u�[�_�j�b�l�_��

�>�j�m�]�h�c���\���j�Z�a�^�_�e�_���K�_�l�_�\�h�c���w�d�j�Z�g�����A�Z�i�h�e�g�b�l�_���g�_�h�[�o�h�^�b�f�u�_���i�h�e�y���^�e�y���l�h�]�h�����q�l�h�[�u��

�i�h�e�m�q�b�l�v���i�Z�j�Z�f�_�l�j�u��NAS Identifier  �b��Shared Secret. �W�l�b���i�Z�j�Z�f�_�l�j�u���i�h�l�j�_�[�m�x�l�k�y��

�^�e�y���a�Z�\�_�j�r�_�g�b�y���g�Z�k�l�j�h�c�d�b��RADIUS- �Z�^�Z�i�l�_�j�Z�� 

3. �A�Z�]�j�m�a�b�l�_�����m�k�l�Z�g�h�\�b�l�_���b���g�Z�k�l�j�h�c�l�_���d�h�f�i�h�g�_�g�l��Multifactor RADIUS Adapter 

(Windows, Linux). 

�ù���������
���$������  
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8.33. �G�Z�k�l�j�h�c�d�Z���K-�L�_�j�j�Z 

�I�h�^�j�h�[�g�u�_���b�g�k�l�j�m�d�p�b�b���i�h���g�Z�k�l�j�h�c�d�_���R�e�x�a�Z���b���D�e�b�_�g�l�Z���K-�L�_�j�j�Z���^�h�k�l�m�i�g�u���g�Z���i�h�j�l�Z�e�_��

�^�h�d�m�f�_�g�l�Z�p�b�b���\�_�g�^�h�j�Z�� 

8.33.1. �G�Z�k�l�j�h�c�d�Z���\�a�Z�b�f�h�^�_�c�k�l�\�b�y���k���5�$�'�,�8�6-�k�_�j�\�_�j�h�f 

�<�a�Z�b�f�h�^�_�c�k�l�\�b�_���5�D�G�L�X�V-�d�e�b�_�g�l�Z���&-�L�_�j�j�Z���b��Multifactor RADIUS �k�_�j�\�_�j�Z���g�Z�k�l�j�Z�b�\�Z�_�l�k�y���\��

Cisco-like �d�h�g�k�h�e�b���m�i�j�Z�\�e�_�g�b�y���K-�L�_�j�j�Z���R�e�x�a�Z�� 

�K-�L�_�j�j�Z 4.2  

Hub1(config)#aaa new-model 
Hub1(config)#aaa authentication login MF_RADIUS group radius 
Hub1(config)#radius-server host RADIUS_HOST 
Hub1(config)#radius-server key SECRET 
Hub1(config)#radius-server timeout 60 

�]�^�_�� 

�‡ SECRET �± �a�g�Z�q�_�g�b�_��radius-shared-secret �b�a���g�Z�k�l�j�h�_�d���d�h�f�i�h�g�_�g�l�Z��RADIUS 
�Z�^�Z�i�l�_�j�Z���F�m�e�v�l�b�n�Z�d�l�h�j�� 

�‡ RADIUS_HOST �± IP-�Z�^�j�_�k RADIUS �k�_�j�\�_�j�Z; 

�‡ (�K-�L�_�j�j�Z �R�e�x�a 4.3) RADIUS_AUTH_PORT �± �i�h�j�l �^�e�y �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b �b�a adapter-

server-endpoint �d�h�f�i�h�g�_�g�l�Z MultiFactor RADIUS Adapter; 

�‡ ���K-�L�_�j�j�Z���R�e�x�a������������MESSAGE �± �k�h�h�[�s�_�g�b�_�����d�h�l�h�j�h�_���[�m�^�_�l���\�u�\�h�^�b�l�v�k�y���\���h�d�g�_��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��XAuth �K-�L�_�j�j�Z���_�s�z���^�h���i�j�h�o�h�`�^�_�g�b�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

   �<�:�@�G�H 

�K-�L�_�j�j�Z���R�e�x�a�����������b�k�i�h�e�v�a�m�_�l��1645 �i�h�j�l���^�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����I�Z�j�Z�f�_�l�j��auth-port �g�_��

�i�h�^�^�_�j�`�b�\�Z�_�l�k�y�� 

�>�Z�e�_�_�����i�j�b�\�y�`�b�l�_���k�i�b�k�h�d���f�_�l�h�^�h�\���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���d���^�b�g�Z�f�b�q�_�k�d�h�c���d�j�b�i�l�h�d�Z�j�l�_���b��

�\�d�e�x�q�b�l�_���i�h�^�^�_�j�`�d�m��XAuth. 

8.33.2. �K-�L�_�j�j�Z 4.2  

Hub1(config)#crypto dynamic-map DMAP 1 
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Hub1(config-crypto-map)#set client authentication list MF_RADIUS 
Hub1(config-crypto-map)#set client authentication xauth 
Hub1(config-crypto-map)#set client username interactive 
Hub1(config-crypto-map)#exit 

�K�i�b�k�h�d �d�h�f�Z�g�^ �g�Z�k�l�j�h�c�d�b RADIUS-�d�e�b�_�g�l�Z: 

�‡ C-�L�_�j�j�Z���R�e�x�a�������� 

�‡ C-�L�_�j�j�Z���R�e�x�a�������� 

�I�h�k�l�j�h�_�g�b�_��VPN �l�m�g�g�_�e�y���f�_�`�^�m���K-�L�_�j�j�Z���R�e�x�a���b���K-�L�_�j�j�Z���D�e�b�_�g�l��c �Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c��

�i�j�b���i�h�f�h�s�b��RADIUS �k�_�j�\�_�j�Z�� 

-�L�_�j�j�Z���R�e�x�a�������� 

9. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��
�l�h�q�d�b���^�h�k�l�m�i�Z��Wi -Fi 

9.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��

�[�_�k�i�j�h�\�h�^�g�h�c���k�_�l�b��WiFi �k���l�_�o�g�h�e�h�]�b�_�c���a�Z�s�b�l�u��WPA2 Enterprise �b���i�j�h�\�_�j�d�h�c��

�e�h�]�b�g�Z���i�Z�j�h�e�y���i�h�e�v�a�h�\�Z�l�_�e�y���\���^�h�f�_�g�_��Active Directory. 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡ �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��# 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y�� 

�‡ �L�h�q�d�Z���^�h�k�l�m�i�Z��Wi-Fi 

�‡ Microsoft Network Policy Server, �i�h�^�d�e�x�q�_�g�g�u�c �d �^�h�f�_�g�m Active Directory 

�‡ MultiFactor Radius Adapter, �m�k�l�Z�g�h�\�e�_�g�g�u�c���\���d�Z�q�_�k�l�\�_��RADIUS �i�j�h�d�k�b���f�_�`�^�m��

�l�h�q�d�h�c���^�h�k�l�m�i�Z���b��NPS. 

9.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d���[�_�k�i�j�h�\�h�^�g�h�c���k�_�l�b�����\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v. 

2. �L�h�q�d�Z���^�h�k�l�m�i�Z���i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��MultiFactor 

Radius Adapter. 

3. �D�h�f�i�h�g�_�g�l���i�j�h�d�k�b�j�m�_�l���a�Z�i�j�h�k���\��Network Policy Server. 
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4. NPS �i�j�h�\�_�j�y�_�l���i�_�j�\�u�c���n�Z�d�l�h�j���²  �e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\���^�h�f�_�g�_��Active 

Directory �b���\�h�a�\�j�Z�s�Z�_�l���h�l�\�_�l���d�h�f�i�h�g�_�g�l�m�� 

5. MultiFactor Radius Adapter �a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���g�Z���l�_�e�_�n�h�g�_���i�h�e�v�a�h�\�Z�l�_�e�y��

�b�����i�h�k�e�_���i�h�^�l�\�_�j�`�^�_�g�b�y�����j�Z�a�j�_�r�Z�_�l���^�h�k�l�m�i�� 

9.3. �K�o�_�f�Z���k�_�l�b 

�<���i�j�b�f�_�j�_���i�h�d�Z�a�Z�g���Z�^�j�_�k���k�_�j�\�_�j�Z���1�3�6��192.168.0.1�����d�h�l�h�j�u�c���g�m�`�g�h���i�h�f�_�g�y�l�v���g�Z 

�Z�d�l�m�Z�e�v�g�u�c���^�e�y���\�Z�r�_�c���d�h�g�n�b�]�m�j�Z�p�b�b�� 

�D�h�f�i�h�g�_�g�l��Radius Adapter �f�h�`�_�l���[�u�l�v���m�k�l�Z�g�h�\�e�_�g���d�Z�d���g�Z���k�_�j�\�_�j�_���k��NPS, �l�Z�d���b���g�Z��

�h�l�^�_�e�v�g�h�f�����<���l�_�d�m�s�_�f���i�j�b�f�_�j�_���i�h�d�Z�a�Z�g���\�Z�j�b�Z�g�l���j�Z�a�\�_�j�l�u�\�Z�g�b�y���g�Z���h�^�g�h�f���k�_�j�\�_�j�_���k��

�b�k�i�h�e�v�a�h�\�Z�g�b�_�f���i�h�j�l�Z�������������^�e�y���d�h�f�i�h�g�_�g�l�Z�����W�l�h�l���i�h�j�l���²  1814 UDP �^�h�e�`�_�g���[�u�l�v��

�h�l�d�j�u�l���g�Z���k�_�j�\�_�j�_���^�e�y���i�h�^�d�e�x�q�_�g�b�y���l�h�q�d�b���^�h�k�l�m�i�Z�� 

9.4. �G�Z�k�l�j�h�c�d�Z��Radius Adapter 

1. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor Radius Adapter �g�Z���k�_�j�\�_�j���k��NPS. 

2. �G�Z�k�l�j�h�c�l�_���d�h�g�n�b�]�m�j�Z�p�b�x���k�e�_�^�m�x�s�b�f���h�[�j�Z�a�h�f�� 

<?xml version="1.0" encoding="utf-8"?> 

<configuration> 

<appSettings> 

< !-- �:�^�j�_�k���b���i�h�j�l��(UDP) �i�h���d�h�l�h�j�h�f�m���Z�^�Z�i�l�_�j���[�m�^�_�l���i�j�b�g�b�f�Z�l�v���a�Z�i�j�h�k�u���g�Z��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���h�l���d�e�b�_�g�l�h�\��--> 

< !-- �B�k�i�h�e�v�a�m�_�l�k�y���g�_�k�l�Z�g�^�Z�j�l�g�u�c���i�h�j�l��1814, �q�l�h�[���g�_���[�u�e�h���d�h�g�n�e�b�d�l�Z���k��NPS --> 

<add key="adapter-server-endpoint" value="192.168.0.1:1814"/> 

< !-- shared secret �h�[�s�b�c���^�e�y���l�h�q�d�b���^�h�k�l�m�i�Z�����Z�^�Z�i�l�_�j�Z���b��NPS --> 

<add key="radius-shared-secret" value="SHARED_SECRET"/> 

< !-- �=�^�_���i�h�\�_�j�y�l�v���i�_�j�\�u�c���n�Z�d�l�h�j����RADIUS --> 

<add key="first-factor-authentication-source" value="Radius"/> 

< !-- �:�^�j�_�k�����k���d�h�l�h�j�h�]�h���Z�^�Z�i�l�_�j���[�m�^�_�l���h�[�j�Z�s�Z�l�v�k�y���\��NPS --> 

<add key="adapter-client-endpoint" value="192.168.0.1"/> 

< !-- �:�^�j�_�k���b���i�h�j�l��NPS --> 

<add key="nps-server-endpoint" value="192.168.0.1:1812"/> 
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<! --Multifactor API --> 

<add key="multifactor-api-url" value="https://api.gos.multifactor.ru"/> 

<add key="multifactor-nas-identifier" value="NAS Identifier �b�a �e�b�q�g�h�]�h �d�Z�[�b�g�_�l�Z 

�F�m�e�v�l�b�n�Z�d�l�h�j�Z"/> 

<add key="multifactor-shared-secret" value="Shared Secret �b�a �e�b�q�g�h�]�h �d�Z�[�b�g�_�l�Z �F�m�e�v�l�b�n�Z�d�l�h�j�Z"/> 

<! -- �M�j�h�\�_�g�v �e�h�]�b�j�h�\�Z�g�b�y: 'Debug', 'Info', 'Warn', 'Error' --> 

<add key="logging-level" value="Debug"/> 

</appSettings> 

</configuration> 

9.5. �G�Z�k�l�j�h�c�d�Z Network Policy Server 

1. �<���j�Z�a�^�_�e�_��Radius Clients �k�h�a�^�Z�c�l�_���g�h�\�h�]�h���d�e�b�_�g�l�Z�� 
Friendly Name: Wifi_MFA 

Address: 192.168.0.1 

Shared secret: �b�a���d�h�g�n�b�]�m�j�Z�p�b�b���Z�^�Z�i�l�_�j�Z 

2. �G�Z�`�f�b�l�_���g�Z��NPS (Local), �\�u�[�_�j�b�l�_���d�h�g�n�b�]�m�j�Z�p�b�x��Radius Server for 
802.1X Wireless or Wired Connections �b �g�Z�`�f�b�l�_ Configure 802.1X: 

�<�u�[�_�j�b�l�_ Secure Wireless Connection, Next 

Next 

�<�u�[�_�j�b�l�_ Microsoft: Protected EAP (PEAP), Next 

�>�h�[�Z�\�v�l�_���]�j�m�i�i�u�����_�k�e�b���g�_�h�[�o�h�^�b�f�h����Next 

Next 

Finish 

9.6. �G�Z�k�l�j�h�c�d�Z���l�h�q�d�b���^�h�k�l�m�i�Z 

�M�d�Z�`�b�l�_���\���g�Z�k�l�j�h�c�d�Z�o��Wi-Fi �k�_�l�b�� 

�A�Z�s�b�l�Z: WPA2 Enterprise 

RADIUS-�k�_�j�\�_�j������������������������������������ 

�K�_�d�j�_�l�g�u�c���d�e�x�q����shared secret �b�a���d�h�g�n�b�]�m�j�Z�p�b�b���Z�^�Z�i�l�_�j�Z 
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�M�k�l�Z�g�h�\�d�Z���k�_�j�l�b�n�b�d�Z�l�h�\��Let's Encrypt  �g�Z��Windows Server 

9.7. �H�[�s�b�_���k�\�_�^�_�g�b�y 

�>�e�y���j�Z�[�h�l�u���k�e�m�`�[���m�^�Z�e�_�g�g�h�]�h���^�h�k�l�m�i�Z��Windows Server, �l�Z�d�b�f���d�Z�d Remote Desktop 

Gateway �b Remote Access VPN �l�j�_�[�m�_�l�k�y���l�j�_�[�m�_�l�k�y���k�_�j�l�b�n�b�d�Z�l�����\�u�^�Z�g�g�u�c���i�m�[�e�b�q�g�u�f��

�m�^�h�k�l�h�\�_�j�y�x�s�b�f���p�_�g�l�j�h�f�� 

�K�_�j�l�b�n�b�d�Z�l���b�k�i�h�e�v�a�m�_�l�k�y���^�e�y���r�b�n�j�h�\�Z�g�b�y���l�j�Z�n�b�d�Z���f�_�`�^�m���d�e�b�_�g�l�h�f���b���k�_�j�\�_�j�h�f����

�Z�� �l�Z�d�`�_�� �^�e�y�� �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� �k�_�j�\�_�j�Z�� ���g�_�� �d�e�b�_�g�l�Z������ �F�h�`�g�h�� �b�k�i�h�e�v�a�h�\�Z�l�v��

�k�Z�f�h�i�h�^�i�b�k�Z�g�g�u�c�� �k�_�j�l�b�n�b�d�Z�l���� �g�h�� �\�� �l�Z�d�h�f�� �k�e�m�q�Z�_�� �\�Z�f�� �i�j�b�^�_�l�k�y�� �m�k�l�Z�g�Z�\�e�b�\�Z�l�v�� �_�]�h�� �g�Z��

�d�Z�`�^�h�_���m�k�l�j�h�c�k�l�\�h���\�Z�r�b�o���i�h�e�v�a�h�\�Z�l�_�e�_�c�� 

�?�k�l�v���[�_�k�i�e�Z�l�g�Z�y���Z�e�v�l�_�j�g�Z�l�b�\�Z���²  �k�_�j�\�b�k��Let's Encrypt, �\���d�h�l�h�j�h�f���f�h�`�g�h���[�_�k�i�e�Z�l�g�h��

�a�Z���g�_�k�d�h�e�v�d�h���f�b�g�m�l���i�h�e�m�q�b�l�v���\�Z�e�b�^�g�u�c���k�_�j�l�b�n�b�d�Z�l�� 

9.7.1. Win-Acme 

�>�e�y�� �j�Z�[�h�l�u�� �k�� �k�_�j�\�_�j�h�f�� �k�_�j�l�b�n�b�d�Z�p�b�b�� �g�_�h�[�o�h�^�b�f�h�� �a�Z�]�j�m�a�b�l�v�� �d�e�b�_�g�l��WinAcme. 

�D�e�b�_�g�l���j�Z�k�i�j�h�k�l�j�Z�g�y�_�l�k�y���[�_�k�i�e�Z�l�g�h�����b�k�o�h�^�g�u�c���d�h�^���^�h�k�l�m�i�_�g���\��GitHub. 

9.7.2. �M�k�l�Z�g�h�\�d�Z���d�e�b�_�g�l�Z 

�A�Z�]�j�m�a�b�l�_���i�h�k�e�_�^�g�x�x���\�_�j�k�b�x��Win-Acme �k���k�Z�c�l�Z https://github.com/win- acme/win-

acme/releases, �\�Z�j�b�Z�g�l��trimmed. �J�Z�k�i�Z�d�m�c�l�_���Z�j�o�b�\���g�Z��Windows �k�_�j�\�_�j�_�����]�^�_���g�_�h�[�o�h�^�b�f�h��

�m�k�l�Z�g�h�\�b�l�v���k�_�j�l�b�n�b�d�Z�l�� 

9.7.3. �M�k�l�Z�g�h�\�d�Z���k�_�j�l�b�n�b�d�Z�l�Z���^�e�y���6�6�7�3���9�3�1 

�I�_�j�_�^���m�k�l�Z�g�h�\�d�h�c�����m�[�_�^�b�l�_�k�v�����q�l�h�� 

�| �Z�^�j�_�k���k�_�j�\�_�j�Z���m�d�Z�a�Z�g���\��DNS 

�| �g�Z���k�_�j�\�_�j�_���m�k�l�Z�g�h�\�e�_�g�Z���j�h�e�v��Direct Access and VPN (RAS) 

�A�Z�i�m�k�l�b�l�_ �k�d�j�b�i�l 

wacs.exe --target manual --host vpn.example.com --certificatestore My -installation iis,script --

installationsiteid 1 --script "Scripts\ImportSSTP.ps1" --scriptparameters "{CertThumbprint}"
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�]�^�_��vpn.example.com �²  �Z�^�j�_�k���\�Z�r�_�]�h���k�_�j�\�_�j�Z�� 

9.7.4. �M�k�l�Z�g�h�\�d�Z���k�_�j�l�b�n�b�d�Z�l�Z���^�e�y���5�H�P�R�W�H���'�H�V�N�W�R�S���*�D�W�H�Z�D�\ 

�I�_�j�_�^���m�k�l�Z�g�h�\�d�h�c�����m�[�_�^�b�l�_�k�v�����q�l�h�� 

�| �Z�^�j�_�k���k�_�j�\�_�j�Z���m�d�Z�a�Z�g���\��DNS 

�| �g�Z���k�_�j�\�_�j�_���m�k�l�Z�g�h�\�e�_�g�Z���j�h�e�v��Remote Desktop Gateway 

�A�Z�i�m�k�l�b�l�_ �k�d�j�b�i�l 

wacs.exe --target manual --host rds.example.com --certificatestore My -installation iis,script --

installationsiteid 1 --script "Scripts\ImportRDGateway.ps1" --scriptparameters "{CertThumbprint}" 

�]�^�_��rds.example.com �²  �Z�^�j�_�k���\�Z�r�_�]�h���k�_�j�\�_�j�Z�� 

9.7.5. �H�[�g�h�\�e�_�g�b�_���k�_�j�l�b�n�b�d�Z�l�h�\ 

   �D���K�<�?�>�?�G�B�X 

�H�[�j�Z�l�b�l�_���\�g�b�f�Z�g�b�_�����k�_�j�l�b�n�b�d�Z�l��Let't Encrypt �\�u�^�Z�_�l�k�y���k�j�h�d�h�f���g�Z�������f�_�k�y�p�Z�����g�h��

�k�d�j�b�i�l���m�k�l�Z�g�h�\�d�b���k�h�a�^�Z�_�l���a�Z�^�Z�q�m���\��Task Scheduler �^�e�y���Z�\�l�h�f�Z�l�b�q�_�k�d�h�]�h���h�[�g�h�\�e�_�g�b�y�� 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���g�Z���k�_�j�\�_�j�_��
Windows �k�h���k�e�m�`�[�h�c��RD Gateway 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Windows �k�_�j�\�_�j�Z���^�e�y���\�d�e�x�q�_�g�b�y���^�\�m�o�n�Z�d�l�h�j�g�h�c��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�j�b���i�h�^�d�e�x�q�_�g�b�b���m�^�Z�e�_�g�g�h�]�h���j�Z�[�h�q�_�]�h���k�l�h�e�Z��(RDP) �k�h���k�e�m�`�[�h�c��RD 

Gateway. 

RD Gateway �²  �d�h�f�i�h�g�_�g�l��Windows �k�_�j�\�_�j�Z�����i�h�a�\�h�e�y�x�s�b�c���i�h�^�d�e�x�q�Z�l�v�k�y���d���j�Z�[�h�q�_�f�m��

�k�l�h�e�m���q�_�j�_�a���r�e�x�a�����d�h�l�h�j�u�c���\�u�i�h�e�g�y�_�l���n�m�g�d�p�b�b��VPN, �Z���b�f�_�g�g�h���k�h�a�^�Z�_�l���a�Z�r�b�n�j�h�\�Z�g�g�h�_��

�i�h�^�d�e�x�q�_�g�b�_���i�h���i�j�h�l�h�d�h�e�m��TLS. 

�I�j�b�f�_�g�b�f�h���d���\�_�j�k�b�y�f�� 

�| WindowsServer2012 R2 

�| WindowsServer 2016 

�| WindowsServer 2019 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#) 

9.8. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d���m�^�Z�e�_�g�g�h�f�m���j�Z�[�h�q�_�f�m���k�l�h�e�m���q�_�j�_�a���r�e�x�a��RD 

Gateway; 

2. RD Gateway �i�j�h�\�_�j�y�_�l���e�h�]�b�g�����i�Z�j�h�e�v�����i�h�e�b�l�b�d�m���Z�\�l�h�j�b�a�Z�p�b�b���j�_�k�m�j�k�h�\��(RAP) �b��

�i�_�j�_�Z�^�j�_�k�h�\�u�\�Z�_�l���a�Z�i�j�h�k���\��Network Policy Server (NPS); 

3. NPS �i�h�e�m�q�Z�_�l���a�Z�i�j�h�k���h�l��RD Gateway, �a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��

�i�h��RADIUS �i�j�h�l�h�d�h�e�m���\���d�h�f�i�h�g�_�g�l�_ MultiFactor Radius Adapter; 

4. �F�m�e�v�l�b�n�Z�d�l�h�j���h�l�i�j�Z�\�e�y�_�l���g�Z���l�_�e�_�n�h�g���i�h�e�v�a�h�\�Z�l�_�e�y���a�Z�i�j�h�k���i�h�^�l�\�_�j�`�^�_�g�b�y���\�o�h�^�Z�� 

5. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���\���l�_�e�_�n�h�g�_���b���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN. 

�>�h�i�h�e�g�b�l�_�e�v�g�u�_���\�h�a�f�h�`�g�h�k�l�b�� 

�‡ �g�Z�k�l�j�h�c�d�Z���^�h�k�l�m�i�Z���g�Z���h�k�g�h�\�_���i�j�b�g�Z�^�e�_�`�g�h�k�l�b���i�h�e�v�a�h�\�Z�l�_�e�y���d���]�j�m�i�i�_���\��Active 

Directory; 

�‡ �b�a�[�b�j�Z�l�_�e�v�g�h�_���\�d�e�x�q�_�g�b�_���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���g�Z���h�k�g�h�\�_���i�j�b�g�Z�^�e�_�`�g�h�k�l�b��

�i�h�e�v�a�h�\�Z�l�_�e�y���d���]�j�m�i�i�_���\��Active Directory; 

�‡ �b�k�i�h�e�v�a�h�\�Z�g�b�_���l�_�e�_�n�h�g�Z���i�h�e�v�a�h�\�Z�l�_�e�y���b�a���i�j�h�n�b�e�y��Active Directory �^�e�y���a�\�h�g�d�Z���g�Z��

�f�h�[�b�e�v�g�u�c���l�_�e�_�n�h�g�� 
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9.9. �L�j�_�[�h�\�Z�g�b�y���d���k�_�j�\�_�j�m 

1. �G�Z���k�_�j�\�_�j�_���^�h�e�`�g�u���[�u�l�v���m�k�l�Z�g�h�\�e�_�g�u���b���g�Z�k�l�j�h�_�g�u���d�h�f�i�h�g�_�g�l�u��Remote Desktop 

Gateway �b��Network Policy and Access Service. 

2. �G�Z���k�_�j�\�_�j�_���k��NPS �g�_�h�[�o�h�^�b�f�h���m�k�l�Z�g�h�\�b�l�v���d�h�f�i�h�g�_�g�l MultiFactor Radius Adapter. 

3. �>�e�y���j�Z�[�h�l�u���F�m�e�v�l�b�n�Z�d�l�h�j�Z���k�_�j�\�_�j�m���g�_�h�[�o�h�^�b�f���^�h�k�l�m�i���d���o�h�k�l�m��

api.gos.multifactor.ru �i�h���i�h�j�l�m����������(TLS). 

9.10. �G�Z�k�l�j�h�c�d�Z��MultiFactor  Radius Adapter 

�J�Z�a�\�_�j�g�b�l�_���d�h�f�i�h�g�_�g�l MultiFactor Radius Adapter, �g�Z�k�l�j�h�c�l�_���n�Z�c�e���d�h�g�n�b�]�m�j�Z�p�b�b��

�k�e�_�^�m�x�s�b�f���h�[�j�Z�a�h�f�� 

<?xml version="1.0" encoding="utf-8"?> 

<configuration> 

<configSections> 

<section name="RadiusReply" 

type="MultiFactor.Radius.Adapter.RadiusReplyAttributesSection, 

MultiFactor.Radius.Adapter" /> 

</configSections> 

<appSettings> 

<! -- This service radius server endpoint --> 

<add key="adapter-server-endpoint" value="127.0.0.1:1812"/> 

<! -- Shared secret between this service and radius client --> 

<add key="radius-shared-secret" value="SHARED_SECRET"/> 

<add key="first-factor-authentication-source" value="None"/> 

<! -- Multifactor API --> 

<add key="multifactor-api-url" value="https://api.gos.multifactor.ru"/> 

<add key="multifactor-nas-identifier" value="NAS Identifier �b�a �e�b�q�g�h�]�h �d�Z�[�b�g�_�l�Z 

�F�m�e�v�l�b�n�Z�d�l�h�j�Z"/> 

<add key="multifactor-shared-secret" value="Shared Secret �b�a �e�b�q�g�h�]�h �d�Z�[�b�g�_�l�Z �F�m�e�v�l�b�n�Z�d�l�h�j�Z"/> 

<! -- Minimal log level: 'Debug', 'Info', 'Warn', 'Error' --> 

<add key="logging-level" value="Debug"/> 

<! -- �>�h�i�h�e�g�b�l�_�e�v�g�u�_ �g�Z�k�l�j�h�c�d�b--> 

<! -- Active Directory domain --> 

<! -- <add key="active-directory-domain" value="domain.local"/> --> 

<! -- �J�Z�a�j�_�r�b�l�v���^�h�k�l�m�i���l�h�e�v�d�h���i�h�e�v�a�h�\�Z�l�_�e�y�f���]�j�m�i�i�u��AD --> 
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<! -- <add key="active-directory-group" value="VPN Users"/> --> 

<! -- �I�j�h�\�_�j�y�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���l�h�e�v�d�h���m���i�h�e�v�a�h�\�Z�l�_�e�_�c���b�a���]�j�m�i�i�u��AD --> 

<! -- <add key="active-directory-2fa-group" value="2FA Users"/> --> 

</appSettings> 

</configuration> 

�<�:�@�G�H 

�I�j�b�^�m�f�Z�c�l�_���k�e�h�`�g�h�_���a�g�Z�q�_�g�b�_��SHARED_SECRET �b���a�Z�i�b�r�b�l�_���\��

�d�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�c���n�Z�c�e�� 

9.11. �G�Z�k�l�j�h�c�d�Z��NPS 

1. �<���j�Z�a�^�_�e�_��Remote RADIUS Server Groups �k�h�a�^�Z�c�l�_���g�h�\�m�x���]�j�m�i�i�m�� 

�‡ Group name: MFA 

�‡ �G�Z�`�f�b�l�_��Add: 
�H��Server: 127.0.0.1 

�H Shared secret: �j�Z�g�_�_ �i�j�b�^�m�f�Z�g�g�u�c SHARED_SECRET 

�H��Load Balancing: �i�h�k�l�Z�\�v�l�_���l�Z�c�f�Z�m�l�u���i�h���������k�_�d�m�g�^ 

  

2. �< �j�Z�a�^�_�e�_ Connection Requests Policies, �h�l�d�j�h�c�l�_ �k�\�h�c�k�l�\�Z �i�h�e�b�l�b�d�b TS 
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GATEWAY AUTHORIZATION POLICY: 

�H �G�Z �\�d�e�Z�^�d�_ Settings: 

�v���\ �j�Z�a�^�_�e�_ Authentication �\�u�[�_�j�b�l�_ �\�Z�j�b�Z�g�l Forward requests to the 

following remote RADIUS server group for authentication: MFA 

 

9.12. �?�k�e�b���q�l�h-�l�h���g�_���j�Z�[�h�l�Z�_�l 

�| �>�e�y���i�j�h�\�_�j�d�b���i�j�b�g�Z�^�e�_�`�g�h�k�l�b���i�h�e�v�a�h�\�Z�l�_�e�y���d���]�j�m�i�i�Z�f���[�_�a�h�i�Z�k�g�h�k�l�b��Active 

Directory, �Z�^�Z�i�l�_�j���^�h�e�`�_�g���[�u�l�v���a�Z�i�m�s�_�g���i�h�^���i�h�e�v�a�h�\�Z�l�_�e�_�f�����b�f�_�x�s�b�f���^�h�k�l�m�i���g�Z��

�q�l�_�g�b�_���d���^�h�f�_�g�m�����h�[�u�q�g�h���e�x�[�h�c���i�h�e�v�a�h�\�Z�l�_�e�v���b�a���^�h�f�_�g�Z���� 

�| �I�j�h�\�_�j�v�l�_ �`�m�j�g�Z�e Windows, �j�Z�a�^�_�e Custom Views -> Server Roles -> Network 

Policy And Access Services 

�| �I�j�h�\�_�j�v�l�_ �`�m�j�g�Z�e �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�| �I�j�h�\�_�j�v�l�_���`�m�j�g�Z�e �F�m�e�v�l�b�n�Z�d�l�h�j�Z 
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10. �G�Z�k�l�j�h�c�d�Z �^�\�m�o�n�Z�d�l�h�j�g�h�c �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b Windows 
VPN �k Routing and Remote Access Service (RRAS) 

10.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���k�e�m�`�[�u��Microsoft Routing and Remote Access Service 

(RRAS) �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��VPN c �^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c���I�j�b�f�_�g�b�f�h���d��

�\�_�j�k�b�y�f�� 

�| Windows Server 2012 R2 

�| Windows Server 2016 

�| Windows Server 2019 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�x �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�x �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#) 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

10.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �D�e�b�_�g�l��VPN �i�h�^�d�e�x�q�Z�_�l�k�y���d��RRAS �k�_�j�\�_�j�m�����m�d�Z�a�u�\�Z�_�l���e�h�]�b�g���b���i�Z�j�h�e�v�� 

2. RRAS �k�_�j�\�_�j���i�_�j�_�Z�^�j�_�k�h�\�u�\�Z�_�l���a�Z�i�j�h�k���d�h�f�i�h�g�_�g�l�m MultiFactor Radius Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\���^�h�f�_�g�_��ActiveDirectory �b��

�h�l�i�j�Z�\�e�y�_�l���g�Z���l�_�e�_�n�h�g���i�h�e�v�a�h�\�Z�l�_�e�y���a�Z�i�j�h�k���i�h�^�l�\�_�j�`�^�_�g�b�y���\�o�h�^�Z�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���\���l�_�e�_�n�h�g�_���b���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN. 

10.3. �M�k�l�Z�g�h�\�d�Z �b �g�Z�k�l�j�h�c�d�Z Routing and Remote Access 
Service (RRAS) 

10.3.1. �M�k�l�Z�g�h�\�d�Z���k�e�m�`�[�u 

1. �H�l�d�j�h�c�l�_ Server Manager, �\ �f�_�g�x Manage �\�u�[�_�j�b�l�_ "Add Roles and Features 

Wizard". 

2. �< �j�Z�a�^�_�e�_ Server Roles �h�l�f�_�l�v�l�_ "Remote Access" -> "Direct Access and VPN (RAS)" 

3. �A�Z�\�_�j�r�b�l�_���m�k�l�Z�g�h�\�d�m�� 
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10.3.2. �G�Z�k�l�j�h�c�d�Z���k�e�m�`�[�u 

1. �< Server Manager, �\ �f�_�g�x Tools �\�u�[�_�j�b�l�_ "Routing and Remote Access" 

2. �I�j�Z�\�h�c �d�g�h�i�d�h�c �g�Z �b�f�_�g�b �k�_�j�\�_�j�Z, �^�Z�e�_�_ "Configure and Enable Routing and Remote 

Access" 

 

3. �<�u�[�_�j�b�l�_ �i�m�g�d�l "Custom Configuration" 
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4. �>�Z�e�_�_ �h�l�f�_�l�v�l�_ �i�m�g�d�l "VPN". 

 
5. �A�Z�\�_�j�r�b�l�_���g�Z�k�l�j�h�c�d�m�� 

10.3.3. �I�j�h�l�h�d�h�e���i�h�^�d�e�x�q�_�g�b�y 

RRAS �i�j�_�^�e�Z�]�Z�_�l���g�_�k�d�h�e�v�d�h���i�j�h�l�h�d�h�e�h�\���^�e�y��VPN �k�h�_�^�b�g�_�g�b�c����PPTP, L2TP/IPSec �b��

SSTP: 

�‡ PPTP �y�\�e�y�_�l�k�y���m�k�l�Z�j�_�\�r�b�f���b���g�_�[�_�a�h�i�Z�k�g�u�f�� 
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�‡ L2TP/IPSec �b��IKEv2 �[�_�a�h�i�Z�k�g�u�����g�h���b�k�i�h�e�v�a�m�x�l���g�_�k�l�Z�g�^�Z�j�l�g�u�_���i�h�j�l�u���b���\�Z�r�b��

�i�h�e�v�a�h�\�Z�l�_�e�b���f�h�]�m�l���b�k�i�u�l�u�\�Z�l�v���i�j�h�[�e�_�f�u���i�j�b���i�h�^�d�e�x�q�_�g�b�b���b�a���^�h�f�Z�r�g�b�o���b��

�i�m�[�e�b�q�g�u�o���k�_�l�_�c�� 

�‡ SSTP �²  �[�_�a�h�i�Z�k�g�u�c���i�j�h�l�h�d�h�e�����d�h�l�h�j�u�c���b�k�i�h�e�v�a�m�_�l��TCP �i�h�j�l��443 (TLS) �b���y�\�e�y�_�l�k�y��

�g�Z�b�[�h�e�_�_���m�^�Z�q�g�u�f���\�Z�j�b�Z�g�l�h�f�� 

�>�e�y���l�h�]�h�����q�l�h�[���m�[�j�Z�l�v���g�_�g�m�`�g�u�_���i�j�h�l�h�d�h�e�u�����g�Z�`�f�b�l�_���i�j�Z�\�h�c���d�g�h�i�d�h�c���g�Z��Ports �b��

�\�u�[�_�j�b�l�_��Properties. �>�Z�e�_�_���g�Z�`�f�b�l�_��Configure �^�e�y���d�Z�`�^�h�]�h���l�b�i�Z���i�h�j�l�Z���d�j�h�f�_��SSTP �b��

�k�g�b�f�b�l�_���\�k�_���n�e�Z�`�d�b��  

 

10.3.4. �G�Z�k�l�j�h�c�d�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

�G�Z�`�f�b�l�_���i�j�Z�\�h�c���d�g�h�i�d�h�c���g�Z���b�f�_�g�b���k�_�j�\�_�j�Z�����\�u�[�_�j�b�l�_��Properties. �>�Z�e�_�_ �g�Z �\�d�e�Z�^�d�_ 

"Security" �\ �d�Z�q�_�k�l�\�_ Authentication Provider �m�d�Z�`�b�l�_ "RADIUS Authentication" �b 

�g�Z�`�f�b�l�_ "Configure". �<���k�i�b�k�h�d��RADIUS �k�_�j�\�_�j�h�\���^�h�[�Z�\�v�l�_���g�h�\�u�c���k�_�j�\�_�j�� 

�‡ Server name: IP �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�‡ Shared Secret: �h�[�s�b�c���k�_�d�j�_�l���k���d�h�f�i�h�g�_�g�l�h�f 

�‡ Timout: 60 �k�_�d�m�g�^ 

�‡ Port: 1812 

�‡ �I�h�k�l�Z�\�v�l�_ �n�e�Z�`�h�d "Always use message authenticator" 
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�K�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_�� 

�>�Z�e�_�_���g�Z�`�f�b�l�_���g�Z���d�g�h�i�d�m��"Authentication methods" �b���h�k�l�Z�\�v�l�_���h�^�b�g���\�Z�j�b�Z�g�l 
�²  "Unencrypted password (PAP)". 
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�K�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_�� 

�I�J�B�F�?�Q�:�G�B�? 

�I�h���[�h�e�v�r�h�f�m���k�q�_�l�m���\�k�_���i�j�_�^�e�h�`�_�g�g�u�_���\�Z�j�b�Z�g�l�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\���l�h�c���b�e�b���b�g�h�c��
�k�l�_�i�_�g�b���m�y�a�\�b�f�u�����i�h�w�l�h�f�m���l�h�e�v�d�h���b�k�i�h�e�v�a�h�\�Z�g�b�_���[�_�a�h�i�Z�k�g�h�]�h���i�j�h�l�h�d�h�e�Z��
�i�h�^�d�e�x�q�_�g�b�y��(SSTP) �a�Z�s�b�s�Z�_�l���h�l���i�_�j�_�o�\�Z�l�Z���i�Z�j�h�e�y�� 

10.3.5. �<�u�[�h�j���k�_�j�l�b�n�b�d�Z�l�Z���k�_�j�\�_�j�Z 

�>�e�y���r�b�n�j�h�\�Z�g�b�y���l�j�Z�n�b�d�Z���f�_�`�^�m���d�e�b�_�g�l�h�f���b���k�_�\�_�j�h�f�����Z���l�Z�d�`�_���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��
�k�_�j�\�_�j�Z�����g�_�h�[�o�h�^�b�f���k�_�j�l�b�n�b�d�Z�l�����\�u�^�Z�g�g�u�c���i�m�[�e�b�q�g�u�f���m�^�h�k�l�h�\�_�j�y�x�s�_�f���p�_�g�l�j�h�f��
�k�_�j�l�b�n�b�d�Z�p�b�b�����<�u���f�h�`�_�l�_���d�m�i�b�l�v���l�Z�d�h�c���k�_�j�l�b�n�b�d�Z�l���b�e�b���i�h�e�m�q�b�l�v���[�_�k�i�e�Z�l�g�h���\��Let's  
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�<�u�[�_�j�b�l�_���k�_�j�l�b�n�b�d�Z�l���\���j�Z�a�^�_�e�_��SSL Certificate Binding 
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10.4. �G�Z�k�l�j�h�c�d�Z���d�e�b�_�g�l�Z 

�H�l�d�j�h�c�l�_���I�Z�j�Z�f�_�l�j�u��-> �K�_�l�v���b���b�g�l�_�j�g�_�l��-> VPN. 

 

�>�h�[�Z�\�v�l�_���g�h�\�h�_��VPN �i�h�^�d�e�x�q�_�g�b�_�� 

�‡ �I�h�k�l�Z�\�s�b�d���m�k�e�m�]����Windows ���\�k�l�j�h�_�g�g�u�_���� 

�‡ �B�f�y���i�h�^�d�e�x�q�_�g�b�y�����i�j�h�b�a�\�h�e�v�g�h�_�� 

�‡ �B�f�y���b�e�b���Z�^�j�_�k���k�_�j�\�_�j�Z�����Z�^�j�_�k���\�Z�r�_�]�h���k�_�j�\�_�j�Z�� 

�‡ �L�b�i��VPN: �I�j�h�l�h�d�h�e��SSTP 
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�>�Z�e�_�_���i�_�j�_�c�^�b�l�_���\���g�Z�k�l�j�h�c�d�b���i�Z�j�Z�f�_�l�j�h�\���Z�^�Z�i�l�_�j�Z�����b���h�l�d�j�h�c�l�_���k�\�h�c�k�l�\�Z���i�h�^�d�e�x�q�_�g�b�y����

�G�Z���\�d�e�Z�^�d�_���;�_�a�h�i�Z�k�g�h�k�l�v���\�u�[�_�j�b�l�_�����J�Z�a�j�_�r�b�l�v���k�e�_�^�m�x�s�b�_���i�j�h�l�h�d�h�e�u������

�G�_�a�Z�r�b�n�j�h�\�Z�g�g�u�c���i�Z�j�h�e�v��(PAP).  

 

�K�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_�� 

�A�Z�i�m�k�l�b�l�_���k�h�_�^�b�g�_�g�b�_�����\�\�_�^�b�l�_���e�h�]�b�g���b���i�Z�j�h�e�v�����H�l���F�m�e�v�l�b�n�Z�d�l�h�j�Z���i�j�b�^�_�l���a�Z�i�j�h�k���g�Z��

�l�_�e�_�n�h�g���k���i�h�^�l�\�_�j�`�^�_�g�b�_�f 
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11. �>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y��Atlassian 
Cloud 

11.1. �H�[�s�b�_���k�\�_�^�_�g�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���_�^�b�g�h�]�h���\�o�h�^�Z��(Single Sign-On) �\���i�j�h�^�m�d�l�u��Atlassian 

Cloud (Jira, Confluence) �k���f�g�h�]�h�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c��Multifactor. 

Atlassian Cloud �i�h�^�^�_�j�`�b�\�Z�_�l���n�_�^�_�j�Z�l�b�\�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���i�h���i�j�h�l�h�d�h�e�m��SAML �k��

�b�k�i�h�e�v�a�h�\�Z�g�b�_�f���F�m�e�v�l�b�n�Z�d�l�h�j�Z���\���d�Z�q�_�k�l�\�_���i�h�k�l�Z�\�s�b�d�Z���m�q�z�l�g�u�o���a�Z�i�b�k�_�c�����W�l�h��

�i�h�a�\�h�e�y�_�l���p�_�g�l�j�Z�e�b�a�h�\�Z�g�g�h���m�i�j�Z�\�e�y�l�v���^�h�k�l�m�i�h�f���b���h�[�_�k�i�_�q�b�\�Z�_�l���a�Z�s�b�l�m���h�l��

�g�_�k�Z�g�d�p�b�h�g�b�j�h�\�Z�g�g�h�]�h���^�h�k�l�m�i�Z���d���k�b�k�l�_�f�_���a�Z���k�q�z�l���f�g�h�]�h�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�I�h�k�d�h�e�v�d�m���F�m�e�v�l�b�n�Z�d�l�h�j���g�_���a�Z�i�j�Z�r�b�\�Z�_�l���b���g�_���o�j�Z�g�b�l���i�Z�j�h�e�b���\�Z�r�b�o���i�h�e�v�a�h�\�Z�l�_�e�_�c����

�i�_�j�\�u�f���n�Z�d�l�h�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����e�h�]�b�g���b���i�Z�j�h�e�v�����f�h�]�m�l���\�u�k�l�m�i�Z�l�v���k�e�_�^�m�x�s�b�_��

�i�h�k�l�Z�\�s�b�d�b���m�q�z�l�g�u�o���a�Z�i�b�k�_�c�� 

�| Active Directory 

�| Yandex 

�| Google 

�| �E�h�d�Z�e�v�g�u�_���i�h�e�v�a�h�\�Z�l�_�e�b���F�m�e�v�l�b�n�Z�d�l�h�j�����l�h�e�v�d�h��e-mail) 

�| �>�j�m�]�b�_���\�g�_�r�g�b�_��SAML �i�h�k�l�Z�\�s�b�d�b���m�q�z�l�g�u�o���a�Z�i�b�k�_�c 

11.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. Atlassian Cloud �m�k�l�Z�g�Z�\�e�b�\�Z�_�l���^�h�\�_�j�b�_���k���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����i�h�e�m�q�Z�y���_�]�h���i�m�[�e�b�q�g�u�c��

�k�_�j�l�b�n�b�d�Z�l���b���Z�^�j�_�k���_�^�b�g�h�]�h���\�o�h�^�Z��(Sigle Sign-On); 

2. �I�j�b���a�Z�i�j�h�k�_���g�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x����Atlassian Cloud �i�_�j�_�Z�^�j�_�k�m�_�l���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z��

�k�l�j�Z�g�b�p�m���F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 

3. �F�m�e�v�l�b�n�Z�d�l�h�j���h�l�i�j�Z�\�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z���k�l�j�Z�g�b�p�m���i�h�k�l�Z�\�s�b�d�Z���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��

(Active Directory, Google, �Y�g�^�_�d�k�����\�g�_�r�g�b�c��SAML �i�h�k�l�Z�\�s�b�d���� 

4. �I�h�k�e�_���i�h�^�l�\�_�j�`�^�_�g�b�y���i�_�j�\�h�]�h���n�Z�d�l�h�j�Z�����F�m�e�v�l�b�n�Z�d�l�h�j���a�Z�i�j�Z�r�b�\�Z�_�l��

�^�\�m�o�n�Z�d�l�h�j�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���b���\�h�a�\�j�Z�s�Z�_�l���i�h�^�i�b�k�Z�g�g�u�c���a�Z�i�j�h�k���\��Atlassian 

Cloud; 

5. Atlassian Cloud �i�j�_�^�h�k�l�Z�\�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�x���^�h�k�l�m�i���d���a�Z�i�j�Z�r�b�\�Z�_�f�h�f�m���j�_�k�m�j�k�m�� 

11.3. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\���e�b�q�g�u�c���d�Z�[�b�g�_�l�����\���j�Z�a�^�_�e�_���
�J�_�k�m�j�k�u�
���k�h�a�^�Z�c�l�_���g�h�\�u�c���
�K�Z�c�l�
��-> 'SAML 

�i�j�b�e�h�`�_�g�b�_�
�� 
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�H���G�Z�a�\�Z�g�b�_�����i�j�h�b�a�\�h�e�v�g�h�_ 

�H���:�^�j�_�k�����>�h�i�p�b�h�g�Z�e�v�g�h�@���Z�^�j�_�k��Atlassian Cloud 

�H���I�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c�� 

�v Active Directory �²  �^�e�y �m�q�_�l�g�u�o �a�Z�i�b�k�_�c �^�h�f�_�g�Z Active Directory; 

�v Google �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Google; 

�v Yandex �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���Y�g�^�_�d�k�Z�� 

�v �L�h�e�v�d�h��e-mail �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���e�h�d�Z�e�v�g�u�o���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�����l�h�e�v�d�h��e-mail, �[�_�a���i�Z�j�h�e�y���� 

�v �>�j�m�]�h�c �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���i�j�_�^�g�Z�k�l�j�h�_�g�g�u�o���\�g�_�r�g�b�o��

�i�h�k�l�Z�\�s�b�d�h�\���\���j�Z�a�^�_�e�_�����G�Z�k�l�j�h�c�d�b����-�!�����I�h�k�l�Z�\�s�b�d�b���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���� 

 �:�^�j�_�k���i�h�j�l�Z�e�Z�� 

�v �_�k�e�b���\�u�[�j�Z�g���i�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Active Directory, �l�h���m�d�Z�`�b�l�_��

�Z�^�j�_�k�����\�g�_�r�g�b�c���b�e�b���\�g�m�l�j�_�g�g�b�c�����i�j�_�^�\�Z�j�b�l�_�e�v�g�h���g�Z�k�l�j�h�_�g�g�h�]�h �i�h�j�l�Z�e�Z��

�k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j; 

2. �K�h�o�j�Z�g�b�l�_���g�Z�k�l�j�h�c�d�b�� 

3. �K�h�o�j�Z�g�b�l�_���b�e�b���h�l�d�j�h�c�l�_���i�h���k�k�u�e�d�_���n�Z�c�e���b�a���i�h�e�y���
�F�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z�
�����h�g��

�i�h�g�Z�^�h�[�b�l�k�y���^�e�y���^�Z�e�v�g�_�c�r�_�c���g�Z�k�l�j�h�c�d�b��Atlassian; 

4. �I�h�e�_���
�I�h�k�l�Z�\�s�b�d���m�k�e�m�]�
���i�h�d�Z���h�k�l�Z�\�v�l�_���i�m�k�l�u�f�����f�u���\�_�j�g�_�f�k�y���d���g�_�f�m���i�h�a�`�_���i�h�k�e�_��

�g�Z�k�l�j�h�c�d�b��Atlassian. 

11.4. �G�Z�k�l�j�h�c�d�Z��Atlassian 

�G�Z�k�l�j�h�c�d�Z��SAML �d�h�g�n�b�]�m�j�Z�p�b�b 

1. �A�Z�c�^�b�l�_ �\ �j�Z�a�^�_�e 'Security' -> 'Identity providers' -> 'Other Provider (Choose)': 

�H��Directory name: �a�Z�^�Z�c�l�_���e�x�[�h�_���a�g�Z�q�_�g�b�_���g�Z�a�\�Z�g�b�y���^�b�j�_�d�l�h�j�b�b��



 
�J�H�N���������������������������������������������J�:  01 

113 
 

 

�A�Z�i�m�k�l�b�l�_���f�Z�k�l�_�j���g�Z�k�l�j�h�c�d�b��SAML �d�h�g�n�b�]�m�j�Z�p�b�b�����g�Z�`�Z�\��'Set up SAML single sign-on' 
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 �G�Z �r�Z�]�_ 'Add SAML': 
�h Identity provider Entity ID: 

�v �K�k�u�e�d�Z���g�Z���f�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z���b�a���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_��SAML �j�_�k�m�j�k�Z��

�\���i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�� 

�v �I�j�b�f�_�j���a�g�Z�q�_�g�b�y����https://idp.gos.multifactor.ru/rs_<identifier> ; 

O Identity provider SSO URL: 

�v �K�k�u�e�d�Z���g�Z���f�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z���b�a���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_ SAML �j�_�k�m�j�k�Z��

�\���i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j������/login/ ; 

�v �I�j�b�f�_�j���a�g�Z�q�_�g�b�y�� 

https://idp.gos.multifactor.ru/rs_<identifier>/login/ ; 

�H��Public x509 certificate: 

�v �&�d�h�i�b�j�m�c�l�_�� �a�g�Z�q�_�g�b�_�� �\�g�m�l�j�b�� �l�w�]�Z��<X509Certificate> �b�a�� �n�Z�c�e�Z�� �f�_�l�Z�^�Z�g�g�u�o��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�����I�h�f�_�k�l�b�l�_���_�]�h���f�_�`�^�m���l�w�]�Z�f�b��-BEGIN CERTIFICATE  �b��

 END CERTIFICATE -----------  ; 

�v �I�j�b�f�_�j���3�(�0-�k�_�j�l�b�n�b�d�Z�l�Z�� 

 ------- BEGIN CERTIFICATE ---------  
���A�Z�d�h�^�b�j�h�\�Z�g�g�u�c���\���n�h�j�f�Z�l�_��Base64 �k�_�j�l�b�n�b�d�Z�l�! 
 ------- END CERTIFICATE --------  

�G�Z�`�f�b�l�_ 'Next'.
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�G�Z �r�Z�]�_ 'Copy URLs': 

 

�ƒ���K�h�o�j�Z�g�b�l�_ �k�k�u�e�d�b 'Service provider entity URL' �b 'Service provider assertion 

consumer service URL';  
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�K�h�a�^�Z�c�l�_ XML �n�Z�c�e sp_metadata.xml 
 

<?xml version="1.0"?> 
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 
                     entityID="ENTITY_URL"> 
    <md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false" 
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 
        <md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified</md:NameIDFormat> 
        <md:AssertionConsumerService 
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 
                                     Location="ASSERTION_CONSUMER_SERVICE_URL" 
                                     index="1" /> 
    </md:SPSSODescriptor> 
</md:EntityDescriptor> 

 

 
 
�]�^�_�� 

�x ENTITY_URL - �a�g�Z�q�_�g�b�_���
�6�H�U�Y�L�F�H���S�U�R�Y�L�G�H�U���H�Q�W�L�W�\���8�5�/�
�� 
�x ASSERTION_CONSUMER_SERVICE_URL - �a�g�Z�q�_�g�b�_���
�6�H�U�Y�L�F�H���S�U�R�Y�L�G�H�U���D�V�V�H�U�W�L�R�Q��

consumer service URL'. 
�x �K�h�o�j�Z�g�b�l�_���n�Z�c�e��sp_metadata.xml �b���a�Z�]�j�m�a�b�l�_���_�]�h���\���i�h�e�_���
�I�h�k�l�Z�\�s�b�d���m�k�e�m�]�
���\��

�i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����\���g�Z�k�l�j�h�c�d�Z�o���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_��SAML 
�j�_�k�m�j�k�Z�� 

 
3. �G�Z���r�Z�]�_��'Link domain' �\�u�[�_�j�b�l�_���^�h�f�_�g���^�e�y���Z�k�k�h�p�b�Z�p�b�b���k���i�h�k�l�Z�\�s�b�d�h�f���m�q�z�l�g�u�o��

�a�Z�i�b�k�_�c�����?�k�e�b���m���\�Z�k���g�_���i�h�^�l�\�_�j�`�^�_�g�h���g�b���h�^�g�h�]�h���^�h�f�_�g�Z�����g�_�h�[�o�h�^�b�f�h���^�h�[�Z�\�b�l�v���b��
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�\�_�j�b�n�b�p�b�j�h�\�Z�l�v���g�_�h�[�o�h�^�b�f�u�c���^�h�f�_�g���\���g�Z�k�l�j�h�c�d�Z�o��Atlassian. �G�Z�`�f�b�l�_��'Next'; 

4. �&�h�o�j�Z�g�b�l�_���d�h�g�n�b�]�m�j�Z�p�b�x�����g�Z�`�Z�\��'Stop and save SAML'; 

 

 
�G�Z�k�l�j�h�c�d�Z���i�h�e�b�l�b�d�b���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

1. �A�Z�c�^�b�l�_���\���g�Z�k�l�j�h�c�d�b���j�Z�g�_�_���k�h�a�^�Z�g�g�h�]�h���i�h�k�l�Z�\�s�b�d�Z���m�q�z�l�g�u�o���a�Z�i�b�k�_�c���\���j�Z�a�^�_�e�_��

'Security' -> 'Identity Providers'; 

2. �I�_�j�_�c�^�b�l�_ �\ 'Authentication policies' -> 'View policies' -> 'Add policy': 

O Policy name: Enforce SSO; 

3. �G�Z �\�d�e�Z�^�d�_ 'Settings' �\�d�e�x�q�b�l�_ 'Enforce single sign-on', �g�Z�`�f�b�l�_ 'Update'; 

4. �G�Z���\�d�e�Z�^�_��'Members' �g�Z�`�f�b�l�_��'Add members', �^�h�[�Z�\�v�l�_���k�i�b�k�h�d���i�h�e�v�a�h�\�Z�l�_�e�_�c�� 

5. �K�h�o�j�Z�g�b�l�_���d�h�g�n�b�]�m�j�Z�p�b�x�� 
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�>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���+�X�D�Z�H�L���&�O�R�X�G 

11.5. �H�[�s�b�_���k�\�_�^�_�g�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���^�e�y���i�m�[�e�b�q�g�h�]�h��

�h�[�e�Z�d�Z��Huawei Cloud. 

Huawei Cloud �i�h�^�^�_�j�`�b�\�Z�_�l���n�_�^�_�j�Z�l�b�\�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���i�h���i�j�h�l�h�d�h�e�m��SAML, 

�d�h�l�h�j�Z�y���k�h�\�f�_�k�l�g�h���k���F�m�e�v�l�b�n�Z�d�l�h�j�h�f���i�h�a�\�h�e�y�_�l���b�k�i�h�e�v�a�h�\�Z�l�v���_�^�b�g�m�x���[�Z�a�m��

�i�h�e�v�a�h�\�Z�l�_�e�_�c���b���p�_�g�l�j�Z�e�b�a�h�\�Z�g�g�h���m�i�j�Z�\�e�y�l�v���^�h�k�l�m�i�h�f���k���f�m�e�v�l�b�n�Z�d�l�h�j�g�h�c��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�����I�j�b���w�l�h�f���e�h�d�Z�e�v�g�u�c���\�o�h�^���i�h-�i�j�_�`�g�_�f�m���[�m�^�_�l���j�Z�[�h�l�Z�l�v���^�e�y��

�Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�u�o���p�_�e�_�c�� 

�I�h�k�d�h�e�v�d�m���F�m�e�v�l�b�n�Z�d�l�h�j���g�_���a�Z�i�j�Z�r�b�\�Z�_�l���b���g�_���o�j�Z�g�b�l���i�Z�j�h�e�b���\�Z�r�b�o���i�h�e�v�a�h�\�Z�l�_�e�_�c����

�i�_�j�\�u�f���n�Z�d�l�h�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����e�h�]�b�g���b���i�Z�j�h�e�v�������\���a�Z�\�b�k�b�f�h�k�l�b���h�l���g�Z�k�l�j�h�c�d�b����

�f�h�]�m�l���[�u�l�v�� 

�| Active Directory 

�| Yandex 

�| Google 

�| �E�h�d�Z�e�v�g�u�_���i�h�e�v�a�h�\�Z�l�_�e�b���F�m�e�v�l�b�n�Z�d�l�h�j�����l�h�e�v�d�h��e-mail) 

�| �>�j�m�]�b�_���\�g�_�r�g�b�_��SAML �i�h�k�l�Z�\�s�b�d�b���m�q�z�l�g�u�o���a�Z�i�b�k�_�c 

11.6. �K�o�_�f�Z���j�Z�[�h�l�u 

1. Huawei Cloud �b���F�m�e�v�l�b�n�Z�d�l�h�j���m�k�l�Z�g�Z�\�e�b�\�Z�x�l���\�a�Z�b�f�g�h�_���^�h�\�_�j�b�_���i�m�l�_�f���h�[�f�_�g�Z��

�i�m�[�e�b�q�g�u�f�b���k�_�j�l�b�n�b�d�Z�l�Z�f�b���b���g�Z�k�l�j�h�c�d�h�c���_�^�b�g�h�]�h���Z�^�j�_�k�Z���\�o�h�^�Z��(Sigle Sign On) �b��

�_�^�b�g�h�]�h���Z�^�j�_�k�Z���\�u�o�h�^�Z��(Signle LogOut); 

2. �I�j�b���a�Z�i�j�h�k�_���g�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x����Huawei Cloud �i�_�j�_�Z�^�j�_�k�m�_�l���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z��

�k�l�j�Z�g�b�p�m���F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 

3. �F�m�e�v�l�b�n�Z�d�l�h�j���h�l�i�j�Z�\�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z���k�l�j�Z�g�b�p�m���i�h�k�l�Z�\�s�b�d�Z���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��

(Google, �Y�g�^�_�d�k���b�e�b��Active Directory); 

4. �I�h�k�e�_���i�h�^�l�\�_�j�`�^�_�g�b�y���i�_�j�\�h�]�h���n�Z�d�l�h�j�Z�����F�m�e�v�l�b�n�Z�d�l�h�j���a�Z�i�j�Z�r�b�\�Z�_�l��

�^�\�m�o�n�Z�d�l�h�j�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���b���\�h�a�\�j�Z�s�Z�_�l���i�h�^�i�b�k�Z�g�g�u�c���a�Z�i�j�h�k���\��Huawei 

Cloud. 

11.7. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\���e�b�q�g�u�c���d�Z�[�b�g�_�l�����\���j�Z�a�^�_�e�_�����J�_�k�m�j�k�u�����k�h�a�^�Z�c�l�_���g�h�\�u�c���K�Z�c�l- >SAML 

�i�j�b�e�h�`�_�g�b�_�� 

o �G�Z�a�\�Z�g�b�_�����i�j�h�b�a�\�h�e�v�g�h�_ 
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o �:�^�j�_�k�����>�h�i�p�b�h�g�Z�e�v�g�h�@���Z�^�j�_�k��Huawei Cloud 

�‡ �I�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c�� 

o Active Directory �²  �^�e�y �m�q�_�l�g�u�o �a�Z�i�b�k�_�c �^�h�f�_�g�Z Active Directory; 

o Google �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Google; 

o Yandex �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���Y�g�^�_�d�k�Z�� 

o �L�h�e�v�d�h��e-mail �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���e�h�d�Z�e�v�g�u�o���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�����l�h�e�v�d�h��e-mail, �[�_�a���i�Z�j�h�e�y���� 

o �>�j�m�]�h�c] �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���i�j�_�^�g�Z�k�l�j�h�_�g�g�u�o��

�\�g�_�r�g�b�o���i�h�k�l�Z�\�s�b�d�h�\���\���j�Z�a�^�_�e�_�����G�Z�k�l�j�h�c�d�b����-�!�����I�h�k�l�Z�\�s�b�d�b���m�q�_�l�g�u�o��

�a�Z�i�b�k�_�c���� 

�‡ �:�^�j�_�k���i�h�j�l�Z�e�Z�� 

 �_�k�e�b���\�u�[�j�Z�g���i�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Active Directory, �l�h���m�d�Z�`�b�l�_���Z�^�j�_�k��

���\�g�_�r�g�b�c���b�e�b���\�g�m�l�j�_�g�g�b�c�����i�j�_�^�\�Z�j�b�l�_�e�v�g�h���g�Z�k�l�j�h�_�g�g�h�]�h �i�h�j�l�Z�e�Z��

�k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j; 

2. �K�h�o�j�Z�g�b�l�_���g�Z�k�l�j�h�c�d�b�� 

3. �G�Z�`�f�b�l�_�����A�Z�]�j�m�a�b�l�v���f�_�l�Z�^�Z�g�g�u�_�����b���m�d�Z�`�b�l�_���Z�^�j�_�k�� 
�H���K�W�W�S�V�������>�H�F�?�G�B�H�;�E�:�D�:�B�+�8�$�:�(�,���D�X�W�K�X�L���V�D�P�O���P�H�W�D�G�D�W�D���[�P�O 

  

4. �K�h�o�j�Z�g�b�l�_���b�e�b���h�l�d�j�h�c�l�_���i�h���k�k�u�e�d�_���n�Z�c�e���b�a���i�h�e�y���
�F�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z�
�����h�g��

�i�h�g�Z�^�h�[�b�l�k�y���^�e�y���^�Z�e�v�g�_�c�r�_�c���g�Z�k�l�j�h�c�d�b�� 

11.8. �G�Z�k�l�j�h�c�d�Z���+�X�D�Z�H�L���&�O�R�X�G 

1. �A�Z�c�^�b�l�_ �\ �j�Z�a�^�_�e "Management & Deployment" -> "Identity and Access Management". 

2. �<���f�_�g�x��"Identity Providers" �k�h�a�^�Z�c�l�_���g�h�\�h�]�h���i�j�h�\�Z�c�^�_�j�Z�� 

�H���g�Z�a�\�Z�g�b�_�����F�m�e�v�l�b�n�Z�d�l�h�j 

�H���i�j�h�l�h�d�h�e����SAML 

�H���k�h�o�j�Z�g�b�l�_ 
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3. �<���f�_�g�x��"Identity Providers" �g�Z�`�f�b�l�_��Modify �g�Z�i�j�h�l�b�\���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

�H�� �k�h�o�j�Z�g�b�l�_��Login Link �²  �w�l�h�� �Z�^�j�_�k�� �^�e�y�� �\�o�h�^�Z�� �k�� �f�m�e�v�l�b�n�Z�d�l�h�j�g�h�c��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c 

�H�� �a�Z�]�j�m�a�b�l�_�� �\�� �j�Z�a�^�_�e��"Metadata Configuration" �n�Z�c�e�� �k�� �f�_�l�Z�^�Z�g�g�u�f�b��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z 

4. �K�h�o�j�Z�g�b�l�_���b�a�f�_�g�_�g�b�y 

�K�h�i�h�k�l�Z�\�e�_�g�b�_���j�h�e�_�c���b���i�h�e�v�a�h�\�Z�l�_�e�_�c 

�I�h���m�f�h�e�q�Z�g�b�x���i�h�e�v�a�h�\�Z�l�_�e�b�����i�h�^�d�e�x�q�_�g�g�u�_���q�_�j�_�a���n�_�^�_�j�Z�l�b�\�g�u�c���^�h�k�l�m�i���b�f�_�x�l���i�j�Z�\�Z��

�l�h�e�v�d�h���g�Z���q�l�_�g�b�_�����>�e�y���g�Z�k�l�j�h�c�d�b���j�h�e�_�c���\�h�k�i�h�e�v�a�m�c�l�_�k�v���j�Z�a�^�_�e�h�f��"Identity Conversion 

Rules" �i�h �b�g�k�l�j�m�d�p�b�b��Huawei Cloud. 

11.9. �I�j�h�\�_�j�d�Z 

�<�u�c�^�b�l�_���b�a���d�h�g�k�h�e�b���m�i�j�Z�\�e�_�g�b�y���h�[�e�Z�d�h�f��Huawei �b���h�l�d�j�h�c�l�_���k�k�u�e�d�m��Login Link. 
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12. �J�_�]�b�k�l�j�Z�p�b�y���i�h�e�v�a�h�\�Z�l�_�e�_�c���\���k�b�k�l�_�f�_ 

12.1. �K�i�h�k�h�[�u���j�_�]�b�k�l�j�Z�p�b�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z 

�F�m�e�v�l�b�n�Z�d�l�h�j���i�j�_�^�e�Z�]�Z�_�l���g�_�k�d�h�e�v�d�h���i�j�h�k�l�u�o���\���g�Z�k�l�j�h�c�d�_���b���b�k�i�h�e�v�a�h�\�Z�g�b�b���f�_�l�h�^�h�\��

�j�_�]�b�k�l�j�Z�p�b�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�� 

�I�j�b���\�u�[�h�j�_���h�j�b�_�g�l�b�j�m�c�l�_�k�v���g�Z���l�b�i���a�Z�s�b�s�Z�_�f�h�c���k�b�k�l�_�f�u�����Z���l�Z�d�`�_���l�j�_�[�h�\�Z�g�b�y���i�h��

�i�h�^�^�_�j�`�d�_���h�i�j�_�^�_�e�z�g�g�u�o���f�_�l�h�^�h�\���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���b���b�k�l�h�q�g�b�d�h�\���m�q�z�l�g�u�o���a�Z�i�b�k�_�c�� 

# �K�i�h�k�h�[��

�j�_�]�b�k�l�j�Z�p�b�b��2FA 

�I�h�^�o�h�^�b�l��

�^�e�y���k�b�k�l�_�f 

�F�_�l�h�^�u��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

�B�k�l�h�q�g�b�d���m�q�z�l�g�u�o���a�Z�i�b�k�_�c 

1 �<���j�_�`�b�f�_���^�b�Z�e�h�]�Z��

�k���i�h�e�v�a�h�\�Z�l�_�e�_�f 

VPN �b��VDI 

�d�e�b�_�g�l�u 

- Multifactor 
Push 

- OTP 
- SMS 

- ActiveDirectory 

- RADIUS (NPS) 

- �E�h�d�Z�e�v�g�u�_���m�q�z�l�g�u�_���a�Z�i�b�k�b 

2 �<���\�_�[ 
�i�j�b�e�h�`�_�g�b�y�o 

- Web �b 

SAML 

�i�j�b�e�h�`�_�g�b

�y - Outlook 

Web Access 

(OWA) 

- �<�k�_���^�h�k�l�m�i�g�u�_ 
- ActiveDirectory 

- �<�g�_�r�g�b�_ IdP 

- RADIUS (NPS) 

- �E�h�d�Z�e�v�g�u�_ �m�q�z�l�g�u�_ �a�Z�i�b�k�b 

3 �G�Z���i�h�j�l�Z�e�_��

�k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y 

�E�x�[�u�_ 

 

- �<�k�_���^�h�k�l�m�i�g�u�_ 
 
- �F�h�`�_�l���j�Z�[�h�l�Z�l�v�� 
�d�Z�d���_�^�b�g�Z�y���l�h�q�d�Z 
 �\�o�h�^�Z��SSO 

  
 

- ActiveDirectory 

4 �I�h��

�d�h�g�n�b�]�m�j�Z�p�b�h�g�g�h�c��

�k�k�u�e�d�_����

�\�u�k�u�e�Z�_�f�h�c���g�Z��

email 

�E�x�[�u�_ �<�k�_���^�h�k�l�m�i�g�u�_ - ActiveDirectory 

- �<�g�_�r�g�b�_ IdP 

- RADIUS (NPS) 

- �E�h�d�Z�e�v�g�u�_ �m�q�z�l�g�u�_ �a�Z�i�b�k�b 

5 �:�\�l�h�f�Z�l�b�q�_�k�d�Z�y��

�j�_�]�b�k�l�j�Z�p�b�y��SMS 

�E�x�[�u�_ SMS - ActiveDirectory 
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�:�\�l�h�f�Z�l�b�a�Z�p�b�y 
�<���^�Z�g�g�h�f���j�Z�a�^�_�e�_���i�j�b�\�_�^�_�g�u���i�j�b�f�_�j�u���3�R�Z�H�U�6�K�H�O�O-�Z�\�l�h�f�Z�l�b�a�Z�p�b�b���^�e�y���j�_�]�b�k�l�j�Z�p�b�b��

�i�h�e�v�a�h�\�Z�l�_�e�_�c���b���j�Z�k�k�u�e�d�b���d�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�o���k�k�u�e�h�d���g�Z��email. 

12.1.1. �W�d�k�i�h�j�l���i�h�e�v�a�h�\�Z�l�_�e�_�c���b�a��Active Directory  

�W�d�k�i�h�j�l�� �\�k�_�o�� �i�h�e�v�a�h�\�Z�l�_�e�_�c���� �b�f�_�x�s�b�o�� �H-�P�D�L�O�� �Z�^�j�_�k�� �\�� �^�h�f�_�g�_��multifactor.local �\��

CSV-�n�Z�c�e��C:\temp\ADusers.csv . 

# ## start export 

Get-ADUser -Filter { mail -like '*'} -SearchBase "CN=Users,DC=multifactor,DC=local" -Properties * | 

Select -Property samaccountname,EmailAddress,DisplayName | Export-CSV "C:\\temp\\ADusers.csv" -

NoTypeinformation -Encoding UTF8 

# ## end export 

12.1.2. �B�f�i�h�j�l���i�h�e�v�a�h�\�Z�l�_�e�_�c���q�_�j�_�a��API  �b���h�l�i�j�Z�\�d�Z���d�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�o��
email 

�B�f�i�h�j�l���\�k�_�o���i�h�e�v�a�h�\�Z�l�_�e�_�c�����b�f�_�x�s�b�o��e-mail �Z�^�j�_�k���\���^�h�f�_�g�_��multifactor.local �\��API 

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�� �k�� �h�^�g�h�\�j�_�f�_�g�g�h�c�� �h�l�i�j�Z�\�d�h�c�� �k�k�u�e�d�b�� �^�e�y�� �g�Z�k�l�j�h�c�d�b�� �\�l�h�j�h�]�h�� �n�Z�d�l�h�j�Z��

�k�j�h�d�h�f��3 �q�Z�k�Z�� 

# ## start import 

[Net.ServicePointManager]::SecurityProtocol = 

[Net.SecurityProtocolType]::Tls12 

$apiKey = "<API Key>" 

$apiSecret = "<API Secret>" 

$encodedCredentials = 

[Convert]::ToBase64String([Text.Encoding]::ASCII.GetBytes(("{0}:{1}" -f $apiKey, $apiSecret))) 

$parameters = @{  

Uri = 'https://api.gos.multifactor.ru/users' 

Headers = @{ 'Authorization' = "Basic $encodedCredentials" }  

Method = 'POST' 
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ContentType = 'application/json; charset=utf-8' 

}  

$users = Get-ADUser -Filter { mail -like '*'} -SearchBase 

"CN=Users,DC=multifactor,DC=local" -Properties SamAccountName, Mail, DisplayName 

$users | ForEach-Object {  

$body = @{  

Identity = $_.SamAccountName 

Email = $_.Mail 

Name = $_.DisplayName 

EnrollmentLink = @{ To = "email" 

Ttl = 180 

}  

} | ConvertTo-JsonInvoke-RestMethod @parameters -Body $body }  

## end import 



 
�J�H�N���������������������������������������������J�:  01 

125 
 

 

�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�j�b���\�o�h�^�_���\��
MacOS 

�>�Z�g�g�Z�y���k�l�Z�l�v�y���h�i�b�k�u�\�Z�_�l���g�Z�k�l�j�h�c�d�m���\�o�h�^�Z���g�Z���j�Z�[�h�q�m�x���k�l�Z�g�p�b�x���b�e�b���k�_�j�\�_�j���g�Z���h�k�g�h�\�_��

�h�i�_�j�Z�p�b�h�g�g�h�c���k�b�k�l�_�f�u��MacOS �k���e�h�]�b�g�h�f���b���i�Z�j�h�e�_�f�����b���\�l�h�j�u�f���n�Z�d�l�h�j�h�f���k��

�b�k�i�h�e�v�a�h�\�Z�g�b�_�f��Radius �k�_�j�\�_�j�Z��Multifactor. 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�‡ �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#) 

12.2. �K�o�_�f�Z���j�Z�[�h�l�u 

�‡ �K�b�k�l�_�f�g�u�_���k�e�m�`�[�u���Z�\�l�h�j�b�a�Z�p�b�b��MacOS �b�k�i�h�e�v�a�m�x�l���f�h�^�m�e�v��PAM_RADIUS �^�e�y��

�i�j�h�\�_�j�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���i�h�^�e�b�g�g�h�k�l�b�� 

�‡ �F�h�^�m�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���i�h��RADIUS �i�j�h�l�h�d�h�e�m���d���h�[�e�Z�q�g�h�f�m���k�_�j�\�_�j�m���F�m�e�v�l�b�n�Z�d�l�h�j��

�b�e�b���d���m�k�l�Z�g�h�\�e�_�g�g�h�f�m���\���k�_�l�b RADIUS �Z�^�Z�i�l�_�j�m; 

�‡ �F�m�e�v�l�b�n�Z�d�l�h�j���h�l�i�j�Z�\�e�y�_�l��PUSH �m�\�_�^�h�f�e�_�g�b�_���b�e�b���k�h�\�_�j�r�Z�_�l���a�\�h�g�h�d��

�i�h�e�v�a�h�\�Z�l�_�e�x���^�e�y���i�h�^�l�\�_�j�`�^�_�g�b�y���^�h�k�l�m�i�Z�� 

�‡ �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l��PUSH �b�e�b���a�\�h�g�h�d���b���\�o�h�^�b�l���\���h�i�_�j�Z�p�b�h�g�g�m�x���k�b�k�l�_�f�m�� 

12.3. �L�j�_�[�h�\�Z�g�b�y���^�e�y���m�k�l�Z�g�h�\�d�b���d�h�f�i�h�g�_�g�l�Z 

�‡ �J�Z�[�h�q�Z�y���k�l�Z�g�p�b�y��MacOS �g�Z���[�Z�a�_���i�j�h�p�_�k�k�h�j�Z��Intel, �g�Z�q�b�g�Z�y���k���\�_�j�k�b�b��OS X Lion; 

�‡ �K�_�l�_�\�h�c���^�h�k�l�m�i���d��radius.gos.multifactor.ru �b�e�b��RADIUS �Z�^�Z�i�l�_�j�m�����m�k�l�Z�g�h�\�e�_�g�g�h�f�m��

�\���e�h�d�Z�e�v�g�h�c���k�_�l�b�� 

12.4. �K�p�_�g�Z�j�b�c���b�k�i�h�e�v�a�h�\�Z�g�b�y 

�A�Z�s�b�l�Z���e�h�d�Z�e�v�g�h�]�h���^�h�k�l�m�i�Z���d���j�Z�[�h�q�_�c���k�l�Z�g�p�b�b��MacOS �^�h�i�h�e�g�b�l�_�e�v�g�u�f���n�Z�d�l�h�j�h�f��

�^�h�k�l�m�i�Z�� 

12.5. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

�<���\�_�j�k�b�y�o��OS X El Capitan �b�e�b���\�u�r�_�����^�b�j�_�d�l�h�j�b�y���k��PAM �f�h�^�m�e�y�f�b���i�h���m�f�h�e�q�Z�g�b�x��

/usr/lib/pam �a�Z�s�b�s�_�g�Z���g�Z���a�Z�i�b�k�v���l�_�o�g�h�e�h�]�b�_�c System Integrity Protection (SIP). 

�>�e�y���p�_�e�_�c���^�Z�g�g�h�]�h���j�m�d�h�\�h�^�k�l�\�Z���b�k�i�h�e�v�a�m�_�l�k�y���g�Z�o�h�^�y�s�Z�y�k�y���\���b�k�d�e�x�q�_�g�b�y�o��SIP 

�^�b�j�_�d�l�h�j�b�y��/usr/local/lib ) �����?�k�e�b���\�u���o�h�l�b�l�_���b�k�i�h�e�v�a�h�\�Z�l�v���k�b�k�l�_�f�g�m�x���^�b�j�_�d�l�h�j�b�x����

�h�l�d�e�x�q�b�l�_��SIP. 

   �<�:�@�G�H 
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�M�k�l�Z�g�h�\�b�l�_���i�Z�j�h�e�v���i�j�h�r�b�\�d�b �m�k�l�j�h�c�k�l�\�Z�����q�l�h�[�u���b�k�d�e�x�q�b�l�v���\�h�a�f�h�`�g�h�k�l�v��

�g�_�Z�\�l�h�j�b�a�h�\�Z�g�g�h�]�h���^�h�k�l�m�i�Z���d���j�Z�a�^�_�e�m���\�h�k�k�l�Z�g�h�\�e�_�g�b�y��Recovery OS. �I�Z�j�h�e�v��

�a�Z�i�j�Z�r�b�\�Z�_�l�k�y���i�j�b���i�h�i�u�l�d�_���k�f�_�g�u���a�Z�]�j�m�a�h�q�g�h�]�h���^�b�k�d�Z�� 

12.6. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\���:�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���i�Z�g�_�e�v���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����\���j�Z�a�^�_�e�_�����J�_�k�m�j�k�u����

�k�h�a�^�Z�c�l�_���j�_�k�m�j�k���l�b�i�Z�����K�_�j�\�_�j����- "Linux �k�_�j�\�_�j���� 

2. �A�Z�i�h�e�g�b�l�_�����G�Z�a�\�Z�g�b�_���������:�^�j�_�k�����b�����Y�a�u�d�����i�h���\�Z�r�_�f�m���m�k�f�h�l�j�_�g�b�x�����M�k�l�Z�g�h�\�b�l�_��

�i�_�j�_�d�e�x�q�Z�l�_�e�v���\�����A�Z�i�j�_�l�b�l�v���^�h�k�l�m�i�����\���j�Z�a�^�_�e�_�����I�j�b���i�h�^�d�e�x�q�_�g�b�b���[�_�a��

�g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���� 

3. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

4. ���H�i�p�b�h�g�Z�e�v�g�h�����M�k�l�Z�g�h�\�b�l�_���b���g�Z�k�l�j�h�c�l�_ Radius �Z�^�Z�i�l�_�j�����\���k�e�m�q�Z�_���_�k�e�b���\�u���g�_��

�o�h�l�b�l�_���j�Z�[�h�l�Z�l�v���q�_�j�_�a���h�[�e�Z�q�g�u�c��RADIUS �k�_�j�\�_�j��Multifactor. 

�M�[�_�^�b�l�_�k�v�����q�l�h���Z�^�Z�i�l�_�j���g�Z�k�l�j�h�_�g���g�Z���j�Z�[�h�l�m���[�_�a���i�j�h�\�_�j�d�b���i�_�j�\�h�]�h �n�Z�d�l�h�j�Z����<add 

key="first-factor-authentication-source" value="None"/> ; 

12.7. �M�k�l�Z�g�h�\�d�Z���b���g�Z�k�l�j�h�c�d�Z���f�h�^�m�e�y���3�$�0�B�5�$�'�,�8�6 

�A�Z�]�j�m�a�b�l�_���b�k�o�h�^�g�u�c���d�h�^���f�h�^�m�e�y 

$ wget 
https://github.com/FreeRADIUS/pam_radius/archive/release_2_0_0.tar.gz 
$ tar -xzvf release_2_0_0.tar.gz 

�K�d�h�f�i�b�e�b�j�m�c�l�_���f�h�^�m�e�v��pam_radius_auth.so 

$ cd pam_radius-release_2_0_0 
$ ./configure 
$ make 

�K�d�h�i�b�j�m�c�l�_���f�h�^�m�e�v���\��/usr/local/lib 

$ cp pam_radius_auth.so /usr/local/lib 

�>�Z�e�_�_ �k�h�a�^�Z�c�l�_ �n�Z�c�e �d�h�g�n�b�]�m�j�Z�p�b�b 

$ sudo vi /etc/pam_radius_auth.conf 
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�<�i�b�r�b�l�_���\���g�_�]�h���g�Z�k�l�j�h�c�d�b��RADIUS �k�_�j�\�_�j�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����F�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_��

�j�_�^�Z�d�l�h�j��(:x) 

host SHARED_SECRET 40 

�]�^�_�� 

�‡ host: �Z�^�j�_�k���k�_�j�\�_�j�Z�����h�[�e�Z�q�g�u�c��radius.gos.multifactor.ru �b�e�b���e�h�d�Z�e�v�g�u�c���� 

�‡ SHARED_SECRET: �k�d�h�i�b�j�m�c�l�_�� �k�h�h�l�\�_�l�k�l�\�m�x�s�b�c�� �i�Z�j�Z�f�_�l�j��Shared Secret �b�a 

�g�Z�k�l�j�h�_�d���j�_�k�m�j�k�Z��MacOS Logon �F�m�e�v�l�b�n�Z�d�l�h�j�� 

�‡ ���������l�Z�c�f�Z�m�l���h�`�b�^�Z�g�b�y���a�Z�i�j�h�k�Z���k���a�Z�i�Z�k�h�f�� 

�<���n�Z�c�e�_���o�j�Z�g�b�l�k�y���k�_�d�j�_�l�g�u�c���d�e�x�q�����i�h�w�l�h�f�m���m�k�l�Z�g�h�\�b�l�_���g�Z���g�_�]�h���i�j�Z�\�Z���^�h�k�l�m�i�Z���g�Z��

�q�l�_�g�b�_���l�h�e�v�d�h���i�h�e�v�a�h�\�Z�l�_�e�x��root 

$ sudo chmod 0600 /etc/pam_radius_auth.conf 

12.8. �G�Z�k�l�j�h�c�d�Z���3�$�0���f�h�^�m�e�_�c 

�H�l�d�j�h�c�l�_���^�e�y �j�_�^�Z�d�l�b�j�h�\�Z�g�b�y���d�h�g�n�b�]�m�j�Z�p�b�h�g�g�u�c���n�Z�c�e���k�e�m�`�[�u��authorization 

$ sudo vi /etc/pam.d/authorization 

�< �n�Z�c�e�_ �a�Z�f�_�g�b�l�_ �k�l�j�h�d�m 

auth required pam_opendirectory.so use_first_pass nullok 

�g�Z 

 
�N�e�Z�]��requisite �h�k�l�Z�g�h�\�b�l���i�j�h�\�_�j�d�m���\���k�e�m�q�Z�_���\�\�h�^�Z���g�_�i�j�Z�\�b�e�v�g�h�]�h���i�Z�j�h�e�y���b���b�k�d�e�x�q�b�l��

�e�b�r�g�b�c���a�Z�i�j�h�k���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�� 

�<���d�h�g�p�_���n�Z�c�e�Z���^�h�[�Z�\�v�l�_���k�e�_�^�m�x�s�m�x���k�l�j�h�d�m 
auth required /usr/local/lib/pam_radius_auth.so skip_passwd client_id=NAS_Identifier 

conf=/etc/pam_radius_auth.conf 

auth  requisite  pam_opendirectory.so use_first_pass nullok  
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�]�^�_�� 

�‡ NAS_Identifier: �k�d�h�i�b�j�m�c�l�_���k�h�h�l�\�_�l�k�l�\�m�x�s�b�c���i�Z�j�Z�f�_�l�j��NAS Identifier  �b�a��

�g�Z�k�l�j�h�_�d���j�_�k�m�j�k�Z��MacOS Logon �F�m�e�v�l�b�n�Z�d�l�h�j�� 

�K�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_���n�Z�c�e��(:x). 

�>�Z�e�_�_���l�Z�d�b�f���`�_���f�_�l�h�^�h�f���h�l�j�_�^�Z�d�l�b�j�m�c�l�_���b���k�h�o�j�Z�g�b�l�_���n�Z�c�e��screensaver . 

�<���b�l�h�]�_���n�Z�c�e�u��authorization �b��screensaver �^�h�e�`�g�u���\�u�]�e�y�^�_�l�v���i�h�^�h�[�g�u�f���h�[�j�Z�a�h�f�� 

Authorization Screensaver 

�‡ authorization: auth account 
auth optional pam_krb5.so use_first_pass use_kcminit 
auth optional pam_ntlm.so use_first_pass 
auth requisite pam_opendirectory.so use_first_pass nullok 
account required pam_opendirectory.so 
auth required /usr/local/lib/pam_radius_auth.so skip_passwd 
client_id=rs_a71f0eb03b3daba6b4823fa025603 conf=/etc/pam_radius_auth.conf 

   �<�:�@�G�H 

�&�e�m�`�[�Z��authorization �b�k�i�h�e�v�a�m�_�l�k�y���g�_���l�h�e�v�d�h���g�Z���w�d�j�Z�g�_���\�o�h�^�Z���\��MacOS. �K�b�k�l�_�f�g�u�_��

�^�b�Z�e�h�]�b���Z�\�l�h�j�b�a�Z�p�b�b��c �i�Z�j�h�e�_�f���l�Z�d���`�_���[�m�^�m�l���l�j�_�[�h�\�Z�l�v���i�h�^�l�\�_�j�`�^�_�g�b�y���\�l�h�j�u�f��

�n�Z�d�l�h�j�h�f�� 

12.9. �I�j�h�\�_�j�d�Z 

�<�h�c�^�b�l�_���\���h�i�_�j�Z�p�b�h�g�g�m�x���k�b�k�l�_�f�m���i�h�^���i�h�e�v�a�h�\�Z�l�_�e�_�f�����d�h�l�h�j�h�f�m���g�Z�k�l�j�h�b�e�b���\�l�h�j�h�c��

�n�Z�d�l�h�j�� 

�‡ �?�k�e�b���m���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z�k�l�j�h�_�g�h���i�h�^�l�\�_�j�`�^�_�g�b�_���k���i�m�r�_�f�����F�m�e�v�l�b�n�Z�d�l�h�j���i�j�b�r�e�z�l��

�i�m�r���\�u�[�j�Z�g�g�u�f���f�_�l�h�^�h�f�����Z���d�h�f�i�h�g�_�g�l���[�m�^�_�l���h�`�b�^�Z�l�v���i�h�^�l�\�_�j�`�^�_�g�b�y���b�e�b���h�l�d�Z�a�Z��

�h�l���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�‡ �?�k�e�b���m���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z�k�l�j�h�_�g�h���i�h�^�l�\�_�j�`�^�_�g�b�_���a�\�h�g�d�h�f�����F�m�e�v�l�b�n�Z�d�l�h�j���k�h�\�_�j�r�b�l��

�a�\�h�g�h�d���g�Z���g�h�f�_�j���i�h�e�v�a�h�\�Z�l�_�e�y�����^�e�y���i�h�^�l�\�_�j�`�^�_�g�b�y 

�g�_�h�[�o�h�^�b�f�h���h�l�\�_�l�b�l�v���b���g�Z�`�Z�l�v�����������Z���d�h�f�i�h�g�_�g�l���[�m�^�_�l���h�`�b�^�Z�l�v���i�h�^�l�\�_�j�`�^�_�g�b�y���b�e�b��

�h�l�d�Z�a�Z���h�l���i�h�e�v�a�h�\�Z�l�_�e�y�� 
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12.10. �?�k�e�b���q�l�h-�l�h���g�_���j�Z�[�h�l�Z�_�l 

�I�h�k�e�_�^�h�\�Z�l�_�e�v�g�h���i�j�h�\�_�j�v�l�_�����q�l�h���\�u���g�b�q�_�]�h���g�_���m�i�m�k�l�b�e�b�� 

�‡ �K���j�Z�[�h�q�_�c���k�l�Z�g�p�b�b���h�l�d�j�u�l���^�h�k�l�m�i���i�h��UDP �i�h�j�l�m�������������g�Z���Z�^�j�_�k��

radius.gos.multifactor.ru �b�e�b���\�Z�r���e�h�d�Z�e�v�g�u�c��Radius �Z�^�Z�i�l�_�j�� 

�‡ �I�Z�j�Z�f�_�l�j�u��NAS Identifier �b��Shared Secret �m�d�Z�a�Z�g�u���d�h�j�j�_�d�l�g�h�� 

�‡ �I�h�e�v�a�h�\�Z�l�_�e�x���g�Z�k�l�j�h�_�g���o�h�l�y���[�u���h�^�b�g���\�l�h�j�h�c���n�Z�d�l�h�j�� 

�‡ �I�j�h�\�_�j�v�l�_���`�m�j�g�Z�e�u��Radius �Z�^�Z�i�l�_�j�Z�� 

�‡ �I�j�h�\�_�j�v�l�_���`�m�j�g�Z�e�����A�Z�i�j�h�k�u���^�h�k�l�m�i�Z�����\���E�b�q�g�h�f���d�Z�[�b�g�_�l�_ �F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 

�‡ �?�k�e�b���\�u���j�Z�a�f�_�s�Z�_�l�_��pam �f�h�^�m�e�v���\���k�b�k�l�_�f�g�h�c���^�b�j�_�d�l�h�j�b�b���a�Z�s�b�s�_�g�g�h�c��SIP, 

�h�l�d�e�x�q�b�l�_��SIP �i�_�j�_�^���d�h�i�b�j�h�\�Z�g�b�_�f���f�h�^�m�e�y�� 

�‡ �H�l�d�e�x�q�b�l�v���i�j�h�\�_�j�d�m���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���\��/etc/pam.d/authorization �b��

/etc/pam.d/screensaver �f�h�`�g�h���i�j�b���a�Z�]�j�m�a�d�_���b�a���j�Z�a�^�_�e�Z���\�h�k�k�l�Z�g�h�\�e�_�g�b�y���b�a��

�l�_�j�f�b�g�Z�e�Z�� 

�?�k�e�b���g�b�q�_�]�h���g�_���k�j�Z�[�h�l�Z�e�h�����h�[�j�Z�s�Z�c�l�_�k�v�����i�h�f�h�`�_�f�� 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�j�b���\�o�h�^�_���\��
Windows 

MULTIFACTOR Logon �²  �i�j�h�]�j�Z�f�f�g�u�c���d�h�f�i�h�g�_�g�l�����w�d�j�Z�g���\�o�h�^�Z���\���h�i�_�j�Z�p�b�h�g�g�m�x��

�k�b�k�l�_�f�m��Windows. �J�Z�[�h�l�Z�_�l���d�Z�d���i�j�b���e�h�d�Z�e�v�g�h�f���\�o�h�^�_���\���h�i�_�j�Z�p�b�h�g�g�m�x���k�b�k�l�_�f�m�����l�Z�d���b��

�i�j�b���i�h�^�d�e�x�q�_�g�b�b���q�_�j�_�a���m�^�Z�e�z�g�g�u�c���j�Z�[�h�q�b�c���k�l�h�e�� 

�D�h�f�i�h�g�_�g�l���\���\�b�^�_ �m�k�l�Z�g�h�\�h�q�g�h�]�h���n�Z�c�e�Z�� �j�Z�k�i�h�e�Z�]�Z�_�l�k�y �g�Z��USB-�g�h�k�b�l�_�e�_. 

�>�Z�g�g�Z�y���k�l�Z�l�v�y���h�i�b�k�u�\�Z�_�l���g�Z�k�l�j�h�c�d�m���\�o�h�^�Z���g�Z���j�Z�[�h�q�m�x���k�l�Z�g�p�b�x���b�e�b���k�_�j�\�_�j���g�Z���h�k�g�h�\�_��

�h�i�_�j�Z�p�b�h�g�g�h�c���k�b�k�l�_�f�u��Windows �k���e�h�]�b�g�h�f���b���i�Z�j�h�e�_�f���b���\�l�h�j�u�f���n�Z�d�l�h�j�h�f���k��

�b�k�i�h�e�v�a�h�\�Z�g�b�_�f���m�k�l�Z�g�h�\�e�_�g�g�h�]�h���\���\�Z�r�_�c���k�_�l�b RADIUS �Z�^�Z�i�l�_�j�Z�����e�b�[�h���q�_�j�_�a���h�[�e�Z�q�g�u�c��

�k�_�j�\�_�j��radius.gos.multifactor.ru. 

�D�Z�d���i�j�Z�\�b�e�h�����e�h�d�Z�e�v�g�u�c���b���m�^�Z�e�z�g�g�u�c���\�o�h�^���g�Z���j�Z�[�h�q�m�x���k�l�Z�g�p�b�x���a�Z�s�b�s�z�g���l�h�e�v�d�h��

�e�h�]�b�g�h�f���b���i�Z�j�h�e�_�f�����<���k�h�\�j�_�f�_�g�g�u�o���h�i�_�j�Z�p�b�h�g�g�u�o���k�b�k�l�_�f�Z�o���^�h�[�Z�\�e�y�x�l�k�y���g�h�\�u�_��

�f�_�l�h�^�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����l�Z�d�b�_���d�Z�d���k�h�q�_�l�Z�g�b�_���e�h�]�b�g�Z���k��PIN �d�h�^�h�f�����]�j�Z�n�b�q�_�k�d�b�f��

�d�e�x�q�h�f�����o�j�Z�g�b�e�b�s�_�f���k�_�j�l�b�n�b�d�Z�l�Z���b�e�b���[�b�h�f�_�l�j�b�q�_�k�d�b�f���^�Z�l�q�b�d�h�f�����L�Z�d�Z�y��

�d�h�g�n�b�]�m�j�Z�p�b�y���j�_�Z�e�b�a�m�_�l���l�h�e�v�d�h���h�^�b�g���n�Z�d�l�h�j���i�j�h�\�_�j�d�b���i�h�^�e�b�g�g�h�k�l�b���b���m�y�a�\�b�f�Z��

�g�Z�k�l�h�e�v�d�h�����g�Z�k�d�h�e�v�d�h���g�Z�^�_�`�g�h���a�Z�s�b�s�z�g���i�_�j�\�u�c���n�Z�d�l�h�j���g�Z���d�e�b�_�g�l�k�d�h�f���m�k�l�j�h�c�k�l�\�_����

�I�_�j�_�o�\�Z�l���Z�m�l�_�g�l�b�n�b�d�Z�p�b�h�g�g�u�o���^�Z�g�g�u�o���f�h�`�g�h���h�k�m�s�_�k�l�\�b�l�v�����g�Z�i�j�b�f�_�j�����i�j�b���b�o��

�i�_�j�_�^�Z�q�_���i�h���g�_�a�Z�s�b�s�z�g�g�u�f���d�Z�g�Z�e�Z�f���k�\�y�a�b���b�e�b���i�m�l�z�f���g�Z�[�e�x�^�_�g�b�y���a�Z���h�i�_�j�Z�l�h�j�h�f���\��

�f�h�f�_�g�l���b�o���\�\�h�^�Z�� 

�B�k�i�h�e�v�a�h�\�Z�g�b�_���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���g�_���m�k�e�h�`�g�y�_�l���i�j�h�p�_�k�k���i�h�^�d�e�x�q�_�g�b�y���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�y����

�a�g�Z�q�b�l�_�e�v�g�h���k�h�d�j�Z�s�Z�y���j�b�k�d���g�_�i�j�Z�\�h�f�_�j�g�h�]�h���^�h�k�l�m�i�Z�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�‡ �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�‡ �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�‡ �K�F�K 
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12.11. �L�j�_�[�h�\�Z�g�b�y���^�e�y���m�k�l�Z�g�h�\�d�b���d�h�f�i�h�g�_�g�l�Z 

�‡ �>�_�k�d�l�h�i�g�Z�y���H�K��Windows �����b�e�b���\�u�r�_�� 

�‡ �K�_�j�\�_�j�g�Z�y���H�K��Windows Server �����������b�e�b���\�u�r�_�� 

�‡ �H�l�d�j�u�l�u�c���b�k�o�h�^�y�s�b�c���i�h�j�l������������UDP �^�e�y���h�l�i�j�Z�\�d�b���a�Z�i�j�h�k�h�\���i�h��RADIUS 

�i�j�h�l�h�d�h�e�m�� 

�‡ �K�_�l�_�\�h�c���^�h�k�l�m�i���d��radius.gos.multifactor.ru �b�e�b RADIUS �Z�^�Z�i�l�_�j�m�����m�k�l�Z�g�h�\�e�_�g�g�h�f�m���\��

�e�h�d�Z�e�v�g�h�c���k�_�l�b�� 

�‡ �K�\�_�`�Z�y �\�_�j�k�b�y Microsoft Visual C++ Redistributable x64 �b�e�b x86. 

12.12. �I�j�b�g�p�b�i���j�Z�[�h�l�u 

1. �D�h�f�i�h�g�_�g�l���m�k�l�Z�g�Z�\�e�b�\�Z�_�l�k�y���g�Z���p�_�e�_�\�m�x���h�i�_�j�Z�p�b�h�g�g�m�x���k�b�k�l�_�f�m�����a�Z�f�_�g�y�y��

�k�l�Z�g�^�Z�j�l�g�u�c���f�_�l�h�^���\�o�h�^�Z�� 

2. �I�j�h�\�_�j�d�Z���e�h�]�b�g�Z-�i�Z�j�h�e�y���i�h�e�v�a�h�\�Z�l�_�e�y���i�j�h�b�k�o�h�^�b�l���k�l�Z�g�^�Z�j�l�g�u�f�b���f�_�l�h�^�Z�f�b��

�h�i�_�j�Z�p�b�h�g�g�h�c���k�b�k�l�_�f�u�� 

3. �I�j�h�\�_�j�d�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���i�j�h�b�k�o�h�^�b�l���i�h��RADIUS �i�j�h�l�h�d�h�e�m���e�b�[�h���q�_�j�_�a��

�m�k�l�Z�g�h�\�e�_�g�g�u�c���\���\�Z�r�_�c���k�_�l�b RADIUS �Z�^�Z�i�l�_�j�����e�b�[�h���q�_�j�_�a���h�[�e�Z�q�g�u�c���k�_�j�\�_�j��

radius.gos.multifactor.ru; 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���i�h�e�m�q�_�g�g�u�c���a�Z�i�j�h�k���g�Z���i�h�^�d�e�x�q�_�g�b�_���b�e�b���\�\�h�^�b�l��

�k�]�_�g�_�j�b�j�h�\�Z�g�g�u�c���h�^�g�h�j�Z�a�h�\�u�c���d�h�^���\���n�h�j�f�m���\�o�h�^�Z���b���i�h�^�d�e�x�q�Z�_�l�k�y���d���j�Z�[�h�q�_�f�m��

�f�_�k�l�m�� 

12.13. �I�h�^�^�_�j�`�b�\�Z�_�f�u�_���l�b�i�u���m�q�z�l�g�u�o���a�Z�i�b�k�_�c 

 
�<�o�h�^���k���e�h�d�Z�e�v�g�h�c���m�q�_�l�g�h�c���a�Z�i�b�k�v�x���g�Z���e�h�d�Z�e�v�g�h�f���w�d�j�Z�g�_���\�o�h�^�Z���b�e�b���w�d�j�Z�g�_���[�e�h�d�b�j�h�\�d�b��

Windows �f�h�`�_�l���h�k�m�s�_�k�l�\�e�y�l�v�k�y���\���h�^�g�h�f���n�h�j�f�Z�l�h�\�� 

1. <computername>\<username> 

2. .\<username> 

�I�j�b���\�o�h�^�_���k���e�h�d�Z�e�v�g�h�c���m�q�z�l�g�h�c���a�Z�i�b�k�v�x���e�h�]�b�g���i�h�e�v�a�h�\�Z�l�_�e�y���[�m�^�_�l���i�_�j�_�^�Z�g���g�Z��RADIUS 

�k�_�j�\�_�j���\���n�h�j�f�Z�l�_��<username>@<pcname> . 

12.14. �>�h�i�h�e�g�b�l�_�e�v�g�u�_���\�h�a�f�h�`�g�h�k�l�b���b���h�]�j�Z�g�b�q�_�g�b�y 

�I�h�^�^�_�j�`�b�\�Z�_�l���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���q�_�j�_�a���g�_�k�d�h�e�v�d�h��RADIUS �k�_�j�\�_�j�h�\�����b�k�i�h�e�v�a�m�y��

Status-Server �����������a�Z�i�j�h�k���^�e�y���f�h�g�b�l�h�j�b�g�]�Z���^�h�k�l�m�i�g�h�k�l�b�� 

�E�h�d�Z�e�v�g�u�_ 

�i�h�e�v�a�h�\�Z�l�_�e�b 

�I�h�e�v�a�h�\�Z�l�_�e�b��Active  
Directory  

�M�q�z�l�g�u�_���a�Z�i�b�k�b 
Microsoft  
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�I�h�a�\�h�e�y�_�l���d�h�g�n�b�]�m�j�b�j�h�\�Z�l�v���^�h�k�l�m�i�g�u�_���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�y���f�_�l�h�^�u��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�H�]�j�Z�g�b�q�_�g�b�y���i�j�b���j�Z�[�h�l�_���q�_�j�_�a��radius.gos.multifactor .ru  

�G�_���i�j�b�g�b�f�Z�_�l���d�b�j�b�e�e�b�q�_�k�d�b�_���b�f�_�g�Z���m�q�z�l�g�u�o���a�Z�i�b�k�_�c���i�j�b���j�Z�[�h�l�_���q�_�j�_�a��

radius.gos.multifactor.ru; 

�G�Z�k�l�j�h�c�d�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���\���j�_�`�b�f�_���^�b�Z�e�h�]�Z���k���i�h�e�v�a�h�\�Z�l�_�e�_�f���g�_���j�Z�[�h�l�Z�_�l���i�j�b��

�b�k�i�h�e�v�a�h�\�Z�g�b�b��radius.gos.multifactor.ru. 

�<�:�@�G�H���I�H�F�G�B�L�V 

�G�_���a�Z�\�_�j�r�Z�c�l�_���k�_�k�k�b�x���l�_�d�m�s�_�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���^�h���l�_�o���i�h�j�����i�h�d�Z���g�_���m�[�_�^�b�l�_�k�v�����q�l�h���\�k�z��

�d�h�j�j�_�d�l�g�h���g�Z�k�l�j�h�_�g�h���b���j�Z�[�h�l�Z�_�l�� 

12.15. �G�Z�k�l�j�h�c�d�Z���0�8�/�7�,�)�$�&�7�2�5 

1. �A�Z�c�^�b�l�_���\ �Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���i�Z�g�_�e�v�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b���k�h�a�^�Z�c�l�_���g�h�\�u�c��

�j�_�k�m�j�k���l�b�i�Z�����H�K�������K�_�j�\�_�j����- "Windows"; 

2. �A�Z�i�h�e�g�b�l�_�����G�Z�a�\�Z�g�b�_���������:�^�j�_�k�����b�����Y�a�u�d�����i�h���\�Z�r�_�f�m���m�k�f�h�l�j�_�g�b�x�����m�k�l�Z�g�h�\�b�l�_��

�i�_�j�_�d�e�x�q�Z�l�_�e�v���\�����A�Z�i�j�_�l�b�l�v���^�h�k�l�m�i�����\���j�Z�a�^�_�e�_�����I�j�b���i�h�^�d�e�x�q�_�g�b�b���[�_�a��

�g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���� 

3. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���k�e�_�^�m�x�s�_�]�h���r�Z�]�Z�� 

4. �?�k�e�b���i�e�Z�g�b�j�m�_�l�_���j�Z�a�f�_�s�Z�l�v���k�_�j�\�_�j��RADIUS �\���e�h�d�Z�e�v�g�h�c���k�_�l�b�����m�k�l�Z�g�h�\�b�l�_���b��

�g�Z�k�l�j�h�c�l�_ RADIUS �Z�^�Z�i�l�_�j�����I�_�j�_�b�f�_�g�m�c�l�_���n�Z�c�e���r�Z�[�e�h�g�Z��

Clients/winlogon.config.template �\��Clients/winlogon.config �b���g�Z�k�l�j�h�c�l�_���_�]�h��

�k�e�_�^�m�x�s�b�f���h�[�j�Z�a�h�f�� 

<! -- �B�^�_�g�l�b�n�b�p�b�j�h�\�Z�l�v���d�e�b�_�g�l�h�\���i�h���a�Z�^�Z�g�g�h�f�m��RADIUS �Z�j�l�b�[�m�l�m��NAS- Identifier --> 

<add key="radius-client-nas-identifier" value="windows"/> 

<! -- Shared secret �h�[�s�b�c �^�e�y WinLogon �b �Z�^�Z�i�l�_�j�Z --> 

<add key="radius-shared-secret" value="SHARED_SECRET"/> 

<! -- �=�^�_���i�j�h�\�_�j�y�l�v���i�_�j�\�u�c���n�Z�d�l�h�j����None ���g�_���i�j�h�\�_�j�y�l�v����--> 

<add key="first-factor-authentication-source" value="None"/> 

<! -- Multifactor API --> 

<add key="multifactor-nas-identifier" value="NAS Identifier �b�a �e�b�q�g�h�]�h �d�Z�[�b�g�_�l�Z MULTIFACTOR"/> 

<add key="multifactor-shared-secret" value="Shared Secret �b�a �e�b�q�g�h�]�h 

�d�Z�[�b�g�_�l�Z��MULTIFACTOR"/> 
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< !-- �>�h�i�h�e�g�b�l�_�e�v�g�u�_���g�Z�k�l�j�h�c�d�b���^�e�y��Windows-�\�_�j�k�b�b��RADIUS �Z�^�Z�i�l�_�j�Z��--> 
< !-- Active Directory domain --> 
< !-- <add key="active-directory-domain" value="domain.local"/> --> 

< !-- �J�Z�a�j�_�r�b�l�v���^�h�k�l�m�i���l�h�e�v�d�h���i�h�e�v�a�h�\�Z�l�_�e�y�f���]�j�m�i�i�u��AD --> 
<! -- <add key="active-directory-group" value="VPN Users"/> --> 

< !-- �I�j�h�\�_�j�y�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���l�h�e�v�d�h���m���i�h�e�v�a�h�\�Z�l�_�e�_�c���b�a���]�j�m�i�i�u��AD --> 
< !-- <add key="active-directory-2fa-group" value="2FA Users"/> --> 

�?�k�e�b���\�u���i�e�Z�g�b�j�m�_�l�_���b�k�i�h�e�v�a�h�\�Z�l�v���h�[�e�Z�q�g�u�c���k�_�j�\�_�j��radius.gos.multifactor.ru, �i�j�h�i�m�k�l�b�l�_��

�w�l�h�l���r�Z�]�� 

5. �G�Z���j�Z�[�h�q�_�c���k�l�Z�g�p�b�b���m�k�l�Z�g�h�\�b�l�_���i�j�b�e�h�`�_�g�b�_��MultifactorLogonSetup.exe�����I�h�k�e�_��

�a�Z�\�_�j�r�_�g�b�y���m�k�l�Z�g�h�\�d�b���[�m�^�_�l���a�Z�i�m�s�_�g���d�h�g�n�b�]�m�j�Z�l�h�j�����?�k�e�b���\�u���k�g�y�e�b���]�Z�e�h�q�d�m��"Run 

Config" �\�h���\�j�_�f�y���a�Z�\�_�j�r�_�g�b�y���m�k�l�Z�g�h�\�d�b�����a�Z�i�m�k�l�b�l�_���d�h�g�n�b�]�m�j�Z�l�h�j��mfLogonConfig.exe 

�h�l���b�f�_�g�b���Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z���\���i�Z�i�d�_���k���m�k�l�Z�g�h�\�e�_�g�g�u�f���d�h�f�i�h�g�_�g�l�h�f�� 

�G�Z���\�d�e�Z�^�d�_��General: 

Hosts �²  �m�d�Z�`�b�l�_��ip �b�e�b���b�f�_�g�Z���o�h�k�l�h�\���k���g�Z�k�l�j�h�_�g�g�u�f�b���Z�^�Z�i�l�_�j�Z�f�b�� 

Port �²  �i�h�j�l���g�Z�k�l�j�h�_�g�g�h�]�h���Z�^�Z�i�l�_�j�Z�����^�h�e�`�_�g���[�u�l�v���h�^�b�g�Z�d�h�\�u�o���^�e�y���\�k�_�o���o�h�k�l�h�\�� 

Timeout(sec.) �²  �l�Z�c�f�Z�m�l���a�Z�i�j�h�k�Z���^�h�k�l�m�i�Z������������ 

Retransmit count �²  �d�h�e�b�q�_�k�l�\�h���i�h�i�u�l�h�d���a�Z�i�j�h�k�Z���^�h�k�l�m�i�Z���������� 

Shared Secret �²  �M�d�Z�a�u�\�Z�c�l�_���a�g�Z�q�_�g�b�_���\���a�Z�\�b�k�b�f�h�k�l�b���h�l���l�b�i�Z���j�Z�a�\�_�j�l�u�\�Z�g�b�y�� 

i. �E�h�d�Z�e�v�g�u�c RADIUS �Z�^�Z�i�l�_�j��c �g�Z�k�l�j�h�_�g�g�h�c �b�^�_�g�l�b�n�b�d�Z�p�b�_�c �d�e�b�_�g�l�h�\: 

�m�d�Z�`�b�l�_���a�g�Z�q�_�g�b�_�����a�Z�^�Z�g�g�h�_���\���i�Z�j�Z�f�_�l�j�_��radius-shared- secret �\���d�e�b�_�g�l�k�d�h�f��

�n�Z�c�e�_���d�h�g�n�b�]�m�j�Z�p�b�b�� 

<add key="radius-shared-secret" value="SHARED_SECRET"/> 

ii. �E�h�d�Z�e�v�g�u�c RADIUS �Z�^�Z�i�l�_�j���[�_�a �b�^�_�g�l�b�n�b�d�Z�p�b�b���d�e�b�_�g�l�h�\�����m�d�Z�`�b�l�_���a�g�Z�q�_�g�b�_����

�a�Z�^�Z�g�g�h�_���\���i�Z�j�Z�f�_�l�j�_��radius-shared-secret �\���d�h�j�g�_�\�h�f���n�Z�c�e�_���d�h�g�n�b�]�m�j�Z�p�b�b�� 

<add key="radius-shared-secret" value="SHARED_SECRET"/> 

iii. �H�[�e�Z�q�g�u�c radius.gos.multifactor.ru: �m�d�Z�`�b�l�_ Shared Secret (�i.3) �b�a �j�_�k�m�j�k�Z 

WinLogon �\ �i�Z�g�_�e�b �Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z Multifactor. 

Nas Identifier  �²  �b�k�i�h�e�v�a�m�_�l�k�y���^�e�y���b�^�_�g�l�b�n�b�d�Z�p�b�b���d�e�b�_�g�l�Z�����M�d�Z�a�Z�g�g�h�_���a�g�Z�q�_�g�b�_��

�i�_�j�_�^�Z�_�l�k�y���\���a�Z�i�j�h�k�_���^�h�k�l�m�i�Z���g�Z��RADIUS �k�_�j�\�_�j���\��RADIUS- �Z�l�j�b�[�m�l�_��NAS-

Identifier. �M�d�Z�a�u�\�Z�c�l�_���a�g�Z�q�_�g�b�_���\���a�Z�\�b�k�b�f�h�k�l�b���h�l���l�b�i�Z���j�Z�a�\�_�j�l�u�\�Z�g�b�y�� 
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i. �E�h�d�Z�e�v�g�u�c RADIUS �Z�^�Z�i�l�_�j��c �g�Z�k�l�j�h�_�g�g�h�c �b�^�_�g�l�b�n�b�d�Z�p�b�_�c �d�e�b�_�g�l�h�\: 

�m�d�Z�`�b�l�_���a�g�Z�q�_�g�b�_�����a�Z�^�Z�g�g�h�_���\���i�Z�j�Z�f�_�l�j�_��radius-client- nas-identifier �\��

�d�e�b�_�g�l�k�d�h�f���n�Z�c�e�_���d�h�g�n�b�]�m�j�Z�p�b�b�� 

<add key="radius-client-nas-identifier" value="windows"/> 

ii. �E�h�d�Z�e�v�g�u�c RADIUS �Z�^�Z�i�l�_�j���[�_�a �b�^�_�g�l�b�n�b�d�Z�p�b�b���d�e�b�_�g�l�h�\�����h�k�l�Z�\�v�l�_���i�m�k�l�u�f�� 

iii. �H�[�e�Z�q�g�u�c��radius.gos.multifactor.ru: �m�d�Z�`�b�l�_��NAS Identifier  ���i���������b�a���j�_�k�m�j�k�Z��

WinLogon �\���i�Z�g�_�e�b���Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z��Multifactor. 

Network Bypass List  �²  �i�h�^�d�e�x�q�_�g�b�y���i�h��RDP �b�a���m�d�Z�a�Z�g�g�u�o���i�h�^�k�_�l�_�c���[�m�^�m�l��

�h�k�m�s�_�k�l�\�e�y�l�v�k�y���[�_�a���a�Z�i�j�h�k�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����I�j�b�f�_�j���a�g�Z�q�_�g�b�y����
10.10.*,192.168.1.0/24,127.0.0.1-127.0.0.5 

Domain �²  �m�d�Z�`�b�l�_���^�h�f�_�g��ActiveDirectory �^�e�y���_�]�h���Z�\�l�h�i�h�^�k�l�Z�g�h�\�d�b���\���i�h�e�_�����E�h�]�b�g����

�g�Z���w�d�j�Z�g�_���[�e�h�d�b�j�h�\�d�b���b���g�Z���e�h�d�Z�e�v�g�h�f���w�d�j�Z�g�_���\�o�h�^�Z�� 

Use Host as StationId �²  �_�k�e�b���\�d�e�x�q�_�g�h���± �i�_�j�_�^�Z�\�Z�l�v���b�f�y���o�h�k�l�Z���d�e�b�_�g�l�Z���\�f�_�k�l�h��IP 

�d�e�b�_�g�l�Z���i�j�b���i�h�^�d�e�x�q�_�g�b�b���q�_�j�_�a��RDP ���\�e�b�y�_�l���l�Z�d�`�_���g�Z���l�_�d�k�l���\���a�Z�i�j�h�k�_���^�h�k�l�m�i�Z���\��

�f�h�[�b�e�v�g�h�f���i�j�b�e�h�`�_�g�b�b���b���7�H�O�H�J�U�D�P-�[�h�l�_��MULTIFACTOR); 

Sign In  Filter  �²  �_�k�e�b���\�d�e�x�q�_�g�h�����\���d�Z�q�_�k�l�\�_���f�_�l�h�^�h�\���\�o�h�^�Z���j�Z�a�j�_�r�_�g�u���l�h�e�v�d�h��

�f�_�l�h�^�u���b�a���[�_�e�h�]�h���k�i�b�k�d�Z�����\�d�e�Z�^�d�Z��White Lists); 

Bypass �²  �_�k�e�b���\�d�e�x�q�_�g�h�����i�j�h�\�_�j�d�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���[�m�^�_�l���i�j�h�i�m�s�_�g�Z���i�j�b��

�g�_�^�h�k�l�m�i�g�h�k�l�b���\�k�_�o��RADIUS �k�_�j�\�_�j�h�\�����>�h�k�l�m�i�g�h�k�l�v���h�i�j�_�^�_�e�y�_�l�k�y���h�l�i�j�Z�\�d�h�c��

RADIUS �a�Z�i�j�h�k�Z��Status-Server �\���f�h�f�_�g�l���i�h�^�d�e�x�q�_�g�b�y�����A�Z�i�j�h�k���h�k�m�s�_�k�l�\�e�y�_�l�k�y��

�i�h�k�e�_�^�h�\�Z�l�_�e�v�g�h���g�Z���d�Z�`�^�u�c��RADIUS �k�_�j�\�_�j���b�a���k�i�b�k�d�Z��Hosts �k���l�Z�c�f�Z�m�l�h�f������

�k�_�d�m�g�^�u���b���d�h�e�b�q�_�k�l�\�h�f���j�_�l�j�Z�g�k�f�b�l�h�\���a�Z�i�j�h�k�Z���± 2; 

Debug Log �²  �_�k�e�b���\�d�e�x�q�_�g�h�����\���i�Z�i�d�_���k���m�k�l�Z�g�h�\�e�_�g�g�u�f���d�h�f�i�h�g�_�g�l�h�f���k�h�a�^�Z�_�l�k�y��

�n�Z�c�e��debuglog.txt �k���h�l�e�Z�^�h�q�g�h�c���b�g�n�h�j�f�Z�p�b�_�c�� 

SkipUsers �²  �k�i�b�k�h�d���i�h�e�v�a�h�\�Z�l�_�e�_�c�����^�e�y���d�h�l�h�j�u�o���i�j�h�\�_�j�d�Z���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���[�m�^�_�l��

�i�j�h�i�m�k�d�Z�l�v�k�y�� 

�I�h�e�v�a�h�\�Z�l�_�e�_�c���g�_�h�[�o�h�^�b�f�h���m�d�Z�a�u�\�Z�l�v���q�_�j�_�a���a�Z�i�y�l�m�x���[�_�a���i�j�h�[�_�e�h�\�� 

�E�h�d�Z�e�v�g�u�_���i�h�e�v�a�h�\�Z�l�_�e�b���m�d�Z�a�u�\�Z�x�l�k�y���\���n�h�j�f�Z�l�_����.\username; 

�>�h�f�_�g�g�u�_���i�h�e�v�a�h�\�Z�l�_�e�b���m�d�Z�a�u�\�Z�x�l�k�y���[�_�a���^�h�f�_�g�Z���\���n�h�j�f�Z�l�_����username; 

Microsoft-�i�h�e�v�a�h�\�Z�l�_�e�b���m�d�Z�a�u�\�Z�x�l�k�y���k���i�h�e�g�u�f���g�Z�a�\�Z�g�b�_�f���Z�d�d�Z�m�g�l�Z�� 

�I�h�^�^�_�j�`�b�\�Z�x�l�k�y���k�e�m�`�_�[�g�u�_���b�f�_�g�Z�� 

local_users �²  �\�k�_���e�h�d�Z�e�v�g�u�_���i�h�e�v�a�h�\�Z�l�_�e�b����domain_users �²  �\�k�_���^�h�f�_�g�g�u�_��

�i�h�e�v�a�h�\�Z�l�_�e�b����microsoft_users �²  �\�k�_��Microsoft �i�h�e�v�a�h�\�Z�l�_�e�b�� 

�‡ Use DOMAIN \user format  �²  �_�k�e�b���h�i�p�b�y���\�d�e�x�q�_�g�Z�����l�h���e�h�]�b�g���^�h�f�_�g�g�u�o��

�i�h�e�v�a�h�\�Z�l�_�e�_�c���[�m�^�_�l���i�_�j�_�^�Z�\�Z�l�v�k�y���g�Z���k�_�j�\�_�j���\���n�h�j�f�Z�l�_��DOMAIN\username. 
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�G�Z���\�d�e�Z�^�d�_��WhiteLists:  

�‡ �?�k�e�b���\�d�e�x�q�_�g���i�Z�j�Z�f�_�l�j��Sign In  Filter , �a�Z�^�Z�c�l�_���j�Z�a�j�_�r�_�g�g�u�_���f�_�l�h�^�u���^�e�y��

�e�h�d�Z�e�v�g�h�]�h���\�o�h�^�Z���b���i�h�^�d�e�x�q�_�g�b�y���q�_�j�_�a��RDP. 

  

6. �I�j�h�l�_�k�l�b�j�m�c�l�_���d�h�g�n�b�]�m�j�Z�p�b�x�����g�Z�`�Z�\���g�Z���d�g�h�i�d�m��Check Settings �g�Z���\�d�e�Z�^�d�_��General. 

�?�k�e�b���k�\�y�a�g�h�k�l�v���k��RADIUS �k�_�j�\�_�j�Z�f�b���g�Z�k�l�j�h�_�g�Z���d�h�j�j�_�d�l�g�h�����l�_�k�l���^�h�e�`�_�g���\�_�j�g�m�l�v��

OK �^�e�y���d�Z�`�^�h�]�h���k�_�j�\�_�j�Z���\���k�i�b�k�d�_��Hosts. 

  

7. �<���:�^�f�b�g�b�k�l�j�Z�l�b�\�g�h�c���i�Z�g�_�e�b���k�h�a�^�Z�c�l�_���i�h�e�v�a�h�\�Z�l�_�e�y�����k���d�h�l�h�j�u�f���[�m�^�_�l�_��

�b�k�i�h�e�v�a�h�\�Z�l�v���\�l�h�j�h�c���n�Z�d�l�h�j�����b���\�u�r�e�b�l�_���_�f�m���k�k�u�e�d�m���g�Z���g�Z�k�l�j�h�c�d�m���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z��

�g�Z���i�h�q�l�m�� 

8. �G�Z�k�l�j�h�c�l�_���\�l�h�j�h�c���n�Z�d�l�h�j���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�y�� 
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9. �K�b�k�l�_�f�Z���]�h�l�h�\�Z���d���b�k�i�h�e�v�a�h�\�Z�g�b�x�� 

12.16. �I�j�h�\�_�j�d�Z 

   �<�:�@�G�H 

�G�_���[�e�h�d�b�j�m�y���b���g�_���\�u�o�h�^�y���b�a���l�_�d�m�s�_�c���k�_�k�k�b�b���i�h�e�v�a�h�\�Z�l�_�e�y�����i�h�^�d�e�x�q�b�l�_�k�v���i�h�^��

�i�h�e�v�a�h�\�Z�l�_�e�_�f�����d�h�l�h�j�h�f�m���g�Z�k�l�j�h�b�e�b���\�l�h�j�h�c���n�Z�d�l�h�j�� 

�‡ �?�k�e�b���\�u�[�j�Z�g���k�i�h�k�h�[���i�h�^�l�\�_�j�`�^�_�g�b�y���k���h�^�g�h�j�Z�a�h�\�u�f���d�h�^�h�f�����i�h�e�v�a�h�\�Z�l�_�e�v���\�\�_�^�_�l��

�_�]�h���\���h�l�^�_�e�v�g�h�f���i�h�e�_�� 

�‡ �?�k�e�b���\�u�[�j�Z�g���k�i�h�k�h�[���i�h�^�l�\�_�j�`�^�_�g�b�y���k���i�m�r�_�f����MULTIFACTOR �i�j�b�r�e�z�l���i�m�r��

�\�u�[�j�Z�g�g�u�f���f�_�l�h�^�h�f�����Z���d�h�f�i�h�g�_�g�l���[�m�^�_�l���h�`�b�^�Z�l�v���i�h�^�l�\�_�j�`�^�_�g�b�y 

�b�e�b���h�l�d�Z�a�Z���h�l���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�A�Z�]�j�m�a�d�Z���\���[�_�a�h�i�Z�k�g�h�f���j�_�`�b�f�_ 

�I�h���m�f�h�e�q�Z�g�b�x�����d�h�f�i�h�g�_�g�l��Windows Logon �g�_���[�e�h�d�b�j�m�_�l���\�o�h�^���i�j�b���a�Z�]�j�m�a�d�_���k�b�k�l�_�f�u���\��

�[�_�a�h�i�Z�k�g�h�f���j�_�`�b�f�_�����<�u���f�h�`�_�l�_���g�Z�k�l�j�h�b�l�v���i�j�b�g�m�^�b�l�_�e�v�g�u�c���a�Z�i�j�h�k���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z��

�i�j�b���a�Z�]�j�m�a�d�_���\���[�_�a�h�i�Z�k�g�h�f���j�_�`�b�f�_�����\�g�_�k�y���b�a�f�_�g�_�g�b�y���\���k�b�k�l�_�f�g�u�c���j�_�_�k�l�j�� 

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authenticatio Providers] 

"ProhibitFallbacks"=dword:1 

�M�[�_�^�b�l�_�k�v�����q�l�h�� 

1. �F�Z�r�b�g�Z���i�h�^�d�e�x�q�_�g�Z���d���k�_�l�b���q�_�j�_�a��LAN (WiFi �g�_���i�h�^�d�e�x�q�b�l�k�y���\���[�_�a�h�i�Z�k�g�h�f��

�j�_�`�b�f�_���� 

2. RADIUS �:�^�Z�i�l�_�j���g�_���m�k�l�Z�g�h�\�e�_�g���e�h�d�Z�e�v�g�h���g�Z���h�^�g�h�c���f�Z�r�b�g�_���k��Windows Logon. �<��

�[�_�a�h�i�Z�k�g�h�f���j�_�`�b�f�_���k�e�m�`�[�Z���Z�^�Z�i�l�_�j�Z���g�_���[�m�^�_�l���a�Z�i�m�s�_�g�Z�� 

�<�G�B�F�:�G�B�? 

�I�j�h�l�_�k�l�b�j�m�c�l�_���d�h�g�n�b�]�m�j�Z�p�b�x���\���j�_�`�b�f�_��Bypass, �q�l�h�[�u���g�_���i�h�l�_�j�y�l�v���^�h�k�l�m�i���d��

�k�b�k�l�_�f�_���\���k�e�m�q�Z�_���g�_�\�_�j�g�h�c���g�Z�k�l�j�h�c�d�b�� 

12.17. �?�k�e�b���q�l�h-�l�h���g�_���j�Z�[�h�l�Z�_�l 

�I�h�k�e�_�^�h�\�Z�l�_�e�v�g�h���i�j�h�\�_�j�v�l�_�����q�l�h���\�u���g�b�q�_�]�h���g�_���m�i�m�k�l�b�e�b�� 



 
�J�H�N���������������������������������������������J�:  01 

137 
 

 

�‡ �M�k�l�Z�g�h�\�e�_�g�Z���k�\�_�`�Z�y���\�_�j�k�b�y Microsoft Visual C++ Redistributable x64 �b�e�b��x86; 

�‡ �K���j�Z�[�h�q�_�c���k�l�Z�g�p�b�b���h�l�d�j�u�l���^�h�k�l�m�i���i�h��UDP �i�h�j�l�m�������������g�Z���Z�^�j�_�k�Z���\�Z�r�_�]�h��RADIUS 

�Z�^�Z�i�l�_�j�Z���b�e�b��radius.gos.multifactor.ru; 

�‡ �H�i�_�j�Z�p�b�h�g�g�Z�y���k�b�k�l�_�f�Z���b�f�_�_�l���������[�b�l�g�m�x���j�Z�a�j�y�^�g�h�k�l�v�����j�_�d�h�f�_�g�^�m�_�l�k�y���� 

�‡ �I�Z�j�Z�f�_�l�j�u��Nas Identifier �b��Shared Secret �m�d�Z�a�Z�g�u���d�h�j�j�_�d�l�g�h�� 

�‡ �I�h�e�v�a�h�\�Z�l�_�e�x���g�Z�k�l�j�h�_�g���o�h�l�y���[�u���h�^�b�g���\�l�h�j�h�c���n�Z�d�l�h�j�� 

�‡ �I�j�h�\�_�j�v�l�_���`�m�j�g�Z�e�����A�Z�i�j�h�k�u���^�h�k�l�m�i�Z�����\���E�b�q�g�h�f���d�Z�[�b�g�_�l�_; 

�‡ �I�j�h�\�_�j�v�l�_���k�h�[�u�l�b�y���\���k�b�k�l�_�f�g�h�f���`�m�j�g�Z�e�_��Windows �h�l���b�k�l�h�q�g�b�d�Z��MultifactorLogon 

�b��LogonUI; 

�‡ �>�h�k�l�m�i���[�_�a���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���^�h�k�l�m�i�_�g���i�j�b���a�Z�]�j�m�a�d�_���\���[�_�a�h�i�Z�k�g�h�f���j�_�`�b�f�_�� 

12.18. �H�[�g�h�\�e�_�g�b�_ 

�M�^�Z�e�b�l�_��"Multifactor Logon" �b�a���k�i�b�k�d�Z���m�k�l�Z�g�h�\�e�_�g�g�h�]�h���\���h�i�_�j�Z�p�b�h�g�g�h�c���k�b�k�l�_�f�_���I�H����

�M�k�l�Z�g�h�\�b�l�_���d�h�f�i�h�g�_�g�l���a�Z�g�h�\�h�� 

12.19. �M�^�Z�e�_�g�b�_���d�h�f�i�h�g�_�g�l�Z 

�M�^�Z�e�b�l�_��"Multifactor Logon" �b�a���k�i�b�k�d�Z���m�k�l�Z�g�h�\�e�_�g�g�h�]�h���\���h�i�_�j�Z�p�b�h�g�g�h�c���k�b�k�l�_�f�_���I�H�� 
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ViPNET  

12.20. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�K�b�k�l�_�f�g�u�_���l�j�_�[�h�\�Z�g�b�y�� 

�‡ �I�j�h�p�_�k�k�h�j�����d�h�e�b�q�_�k�l�\�h���y�^�_�j�����²  �g�_���f�_�g�_�_��2; 

�‡ �H�[�t�_�f���h�i�_�j�Z�l�b�\�g�h�c���i�Z�f�y�l�b���²  �g�_���f�_�g�_�_��8 �=�[�Z�c�l�� 

�‡ �K�\�h�[�h�^�g�h�_���f�_�k�l�h���g�Z���`�_�k�l�d�h�f���^�b�k�d�_���²  �g�_���f�_�g�_�_��20 �=�[�Z�c�l�� 

�‡ �H�i�_�j�Z�p�b�h�g�g�Z�y���k�b�k�l�_�f�Z���h�^�g�h�]�h���b�a���^�b�k�l�j�b�[�m�l�b�\�h�\����1 Astra Linux Special Edition 

���©�K�f�h�e�_�g�k�d�ª����1.7 2 Ubuntu 22.04 LTS 

�‡ �I�H ViPNet �²  ViPNet Client 4U for Linux 4.15 (�^�Z�e�_�_ �²  ViPNet Client 4U); 

�‡ MultiFactor Radius Adapter, �^�e�y �d�h�l�h�j�h�]�h �h�l�d�j�u�l�u �k�_�l�_�\�u�_ �i�h�j�l�u �^�e�y 

�i�h�^�d�e�x�q�_�g�b�y: 1 �d �k�e�m�`�[�Z�f Active Directory/AD LDS 2 �d �h�[�e�Z�q�g�h�f�m �k�_�j�\�b�k�m 

�f�g�h�]�h�n�Z�d�l�h�j�g�h�c �Z�m�l�_�g�l�b�n�b�d�Z�p�b�b Multifactor. �?�k�e�b���\�u���o�h�l�b�l�_���m�k�l�Z�g�h�\�b�l�v���k�_�j�\�_�j��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���g�Z���h�^�g�h���m�k�l�j�h�c�k�l�\�h���k��MultiFactor Radius Adapter, �b�k�i�h�e�v�a�m�c�l�_��

MultiFactor Radius Adapter �^�e�y��Linux, �i�h�l�h�f�m���q�l�h���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���j�Z�[�h�l�Z�_�l��

�l�h�e�v�d�h���g�Z��Linux. �I�j�b�f�_�q�Z�g�b�_����LDAP �Z�^�Z�i�l�_�j���g�_���i�h�^�^�_�j�`�b�\�Z�_�l�k�y�����K�h�\�f�_�k�l�b�f�h�k�l�v���k��

�I�H��ViPNet �<�u���f�h�`�_�l�_���b�k�i�h�e�v�a�h�\�Z�l�v���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���^�e�y���f�g�h�]�h�n�Z�d�l�h�j�g�h�c��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�h�e�v�a�h�\�Z�l�_�e�_�c�� 

�‡ �>�e�y Android ViPNet Client 4U for Android �\�_�j�k�b�b 4.3.0 �b �\�u�r�_ 

�‡ �>�e�y Windows ViPNet Client 4U for Windows 4.14.2898 �b �\�u�r�_ 

�‡ �>�e�y��MacOS �\���j�Z�a�j�Z�[�h�l�d�_ 

�‡ �>�e�y��Linux �\���j�Z�a�j�Z�[�h�l�d�_ 

�K�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���i�j�b�g�b�f�Z�_�l���a�Z�i�j�h�k�u���h�l��ViPNet Client 4U, �i�j�_�h�[�j�Z�a�m�_�l���b�o���b��

�h�l�i�j�Z�\�e�y�_�l���g�Z��MultiFactor Radius Adapter. �A�Z�l�_�f���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���h�l�i�j�Z�\�e�y�_�l��

�h�l�\�_�l���h�l��MultiFactor Radius Adapter �h�[�j�Z�l�g�h��ViPNet Client 4U. 

�<�k�_���i�Z�j�Z�f�_�l�j�u���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���g�Z�k�l�j�Z�b�\�Z�x�l�k�y���\���h�[�e�Z�q�g�h�f���k�_�j�\�b�k�_��

Multifactor, �k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���l�h�e�v�d�h���i�_�j�_�^�Z�_�l���d�h�f�Z�g�^�u�� 
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�A�Z�s�b�s�z�g�g�u�c���d�h�g�l�m�j���d�h�j�i�h�j�Z�l�b�\�g�h�c���k�_�l�b���²  �a�h�g�Z���k���h�]�j�Z�g�b�q�_�g�g�u�f���k�i�b�k�d�h�f���^�h�k�l�m�i�Z����

�d�h�l�h�j�m�x���d�h�g�l�j�h�e�b�j�m�_�l���k�b�k�l�_�f�g�u�c���Z�^�f�b�g�b�k�l�j�Z�l�h�j���h�j�]�Z�g�b�a�Z�p�b�b�����<���a�Z�s�b�s�_�g�g�h�f��

�d�h�g�l�m�j�_���j�Z�a�f�_�k�l�b�l�_�� 

�‡ �a�Z�s�b�s�_�g�g�u�c���m�a�_�e��ViPNet Client �k���k�_�j�\�_�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

�‡ MultiFactor Radius Adapter 

�‡ �k�e�m�`�[�m���d�Z�l�Z�e�h�]�h�\���G�Z���]�j�Z�g�b�p�Z�o���k�_�l�b���m�k�l�Z�g�h�\�b�l�_���d�h�h�j�^�b�g�Z�l�h�j���b�e�b���h�l�^�_�e�v�g�u�c��

�f�_�`�k�_�l�_�\�h�c���w�d�j�Z�g�����G�Z���m�a�e�_���k���k�_�j�\�_�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���m�k�l�Z�g�h�\�b�l�_��ViPNet Client. 

12.21. �G�Z�k�l�j�h�c�d�Z���0�X�O�W�L�I�D�F�W�R�U 

  �I�J�B�F�?�Q�:�G�B�? 

�G�_���b�a�f�_�g�y�c�l�_���y�a�u�d���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\���h�[�e�Z�q�g�h�f���k�_�j�\�b�k�_��Multifactor. �<��

�i�Z�j�Z�f�_�l�j�Z�o���j�_�k�m�j�k�Z���^�h�e�`�_�g���[�u�l�v���Z�g�]�e�b�c�k�d�b�c���y�a�u�d 

1. �M�k�l�Z�g�h�\�b�l�v���b���g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter; 

2. �>�e�y MultiFactor Radius Adapter �g�Z�k�l�j�h�c�l�_: 

�‡ �^�h�k�l�m�i �d api.gos.multifactor.ru �i�h TCP-�i�h�j�l�m 443 (TLS) �g�Z�i�j�y�f�m�x �b�e�b �q�_�j�_�a HTTP 

proxy 

�‡ �^�h�k�l�m�i���d���k�_�j�\�_�j�m���^�h�f�_�g�Z���i�h���7�&�3-�i�h�j�l�m�������������k�o�_�f�Z��LDAP) �b�e�b�������������k�o�_�f�Z��LDAPS) 

�^�e�y���\�a�Z�b�f�h�^�_�c�k�l�\�b�y���k��Active Directory 

12.22. �G�Z�k�l�j�h�c�d�Z���9�L�S�1�(�7 

1. �<���m�i�j�Z�\�e�y�x�s�_�f���I�H���k�h�a�^�Z�c�l�_���/�L�Q�X�[-�d�e�b�_�g�l���k���b�f�_�g�_�f��Client Auth Server �^�e�y���m�a�e�Z���k��

�k�_�j�\�_�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

2. �M�k�l�Z�g�h�\�b�l�_���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���b��watchdog 

$ dpkg -i infotecs-vmfa-server-<ver>.deb 
$ dpkg -i infotecs-vmfa-watchdog-<ver>.deb 

  �I�J�B�F�?�Q�:�G�B�? 

�J�Z�a�\�h�j�Z�q�b�\�Z�c�l�_���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\���a�Z�s�b�s�_�g�g�h�f���d�h�g�l�m�j�_���d�h�j�i�h�j�Z�l�b�\�g�h�c��

�k�_�l�b�����G�Z���m�a�e�_���k���k�_�j�\�_�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���^�h�e�`�_�g���[�u�l�v���m�k�l�Z�g�h�\�e�_�g��ViPNet Client 4U. 

3. �G�Z���m�a�e�_���k���k�_�j�\�_�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���m�k�l�Z�g�h�\�b�l�_��ViPNet Client 4U. 

  �I�J�B�F�?�Q�:�G�B�? 

�G�Z���m�a�e�_���k���k�_�j�\�_�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���^�h�e�`�g�u���[�u�l�v�����‡��ViPNet Client 4U, �‡���b�f�y��Client 
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Auth Server. �B�g�Z�q�_���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���g�_���[�m�^�_�l���j�Z�[�h�l�Z�l�v 

4. �H�l�j�_�^�Z�d�l�b�j�m�c�l�_���n�Z�c�e���g�Z�k�l�j�h�c�d�b���\�a�Z�b�f�h�^�_�c�k�l�\�b�y���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���k��

MultiFactor Radius Adapter: /opt/vmfa- server/etc/user.properties: 

�h��SET_SERV_TIMEOUT �²  �\�j�_�f�y���h�`�b�^�Z�g�b�y���h�l�\�_�l�Z���h�l���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��

�\��ViPNet Client 4U. �I�h���m�f�h�e�q�Z�g�b�x���²  �������k�_�d�m�g�^�����A�Z�^�Z�c�l�_���l�Z�d�h�_���`�_���a�g�Z�q�_�g�b�_���\��

�g�Z�k�l�j�h�c�d�_���<�j�_�f�y���d�w�r�b�j�h�\�Z�g�b�y��Radius �a�Z�i�j�h�k�Z���\���h�[�e�Z�q�g�h�f���k�_�j�\�b�k�_��Multifactor. 

�?�k�e�b���a�Z�^�Z�g�u���j�Z�a�g�u�_���a�g�Z�q�_�g�b�y�����[�m�^�_�l���b�k�i�h�e�v�a�h�\�Z�l�v�k�y���g�Z�b�f�_�g�v�r�_�_�� 

�H��ALLOW_RESTART_IN �²  �\�j�_�f�y�����q�_�j�_�a���d�h�l�h�j�h�_���^�h�k�l�m�i�g�Z���i�h�\�l�h�j�g�Z�y��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���\��ViPNet Client 4U. �I�h���m�f�h�e�q�Z�g�b�x���²  �������k�_�d�m�g�^�� 

�H��SERVER_PORT �²  �i�h�j�l���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����I�h���m�f�h�e�q�Z�g�b�x���²  8070. 

�H��SERVER_HOST �²  �Z�^�j�_�k���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

  �I�J�B�F�?�Q�:�G�B�? 

�I�h���m�f�h�e�q�Z�g�b�x���i�m�k�l�h�c���i�Z�j�Z�f�_�l�j�����k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���b�k�i�h�e�v�a�m�_�l���k�_�l�_�\�h�c��

�b�g�l�_�j�n�_�c�k���k�h�[�k�l�\�_�g�g�h�]�h���m�a�e�Z���a�Z�s�b�s�_�g�g�h�c���k�_�l�b�����h�[�u�q�g�h��tun0). �G�_���b�a�f�_�g�y�c�l�_���w�l�h�l��

�i�Z�j�Z�f�_�l�j�� 

�‡ RADIUS_HOST �²  �Z�^�j�_�k���m�a�e�Z�����g�Z���d�h�l�h�j�h�f���j�Z�a�\�_�j�g�m�l��MultiFactor Radius Adapter. 

�‡ RADIUS_PORT �²  �i�h�j�l �^�e�y �i�h�^�d�e�x�q�_�g�b�y �d MultiFactor Radius Adapter. 

�B�k�i�h�e�v�a�m�_�l�k�y���^�e�y���i�j�b�_�f�Z���a�Z�i�j�h�k�h�\���h�l���i�h�e�v�a�h�\�Z�l�_�e�_�c��ViPNet Client 4U, �d�h�l�h�j�u�f��

�g�Z�a�g�Z�q�_�g�Z���f�g�h�]�h�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y�����J�_�d�h�f�_�g�^�m�_�f�h�_���a�g�Z�q�_�g�b�_���²  1812. 

�‡ RADIUS_SECRET �²  �k�_�d�j�_�l�g�Z�y���n�j�Z�a�Z���^�e�y���j�Z�[�h�l�u���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���k��

MultiFactor Radius Adapter. �B�k�i�h�e�v�a�m�c�l�_���k�e�h�`�g�m�x 

�k�_�d�j�_�l�g�m�x���n�j�Z�a�m�����q�l�h�[�u���b�k�d�e�x�q�b�l�v���j�b�k�d���g�_�k�Z�g�d�p�b�h�g�b�j�h�\�Z�g�g�h�]�h���^�h�k�l�m�i�Z���d��

�^�Z�g�g�u�f�����A�Z�^�Z�c�l�_���l�Z�d�m�x���`�_���k�_�d�j�_�l�g�m�x���n�j�Z�a�m���\���g�Z�k�l�j�h�c�d�Z�o��MultiFactor Radius 

Adapter. 

�I�j�b�f�_�j �n�Z�c�e�Z user.properties: 

SET_SERV_TIMEOUT=45 
ALLOW_RESTART_IN=15 
SERVER_PORT=8070 
SERVER_HOST= 
RADIUS_HOST=<�Z�^�j�_�k MultiFactor Radius Adapter> 
RADIUS_PORT=1812 
RADIUS_SECRET=<�k�_�d�j�_�l�g�Z�y �n�j�Z�a�Z> 

�A�Z�i�m�k�l�b�l�_���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���b��watchdog: 
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$ service vmfa-server start 
$ service vmfa-watchdog start 

�Q�l�h�[�u���h�k�l�Z�g�h�\�b�l�v���j�Z�[�h�l�m���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

$ service vmfa-server stop 

12.22.1. �I�j�h�k�f�h�l�j���k�h�k�l�h�y�g�b�y 

�Q�l�h�[�u���i�h�k�f�h�l�j�_�l�v���k�h�k�l�h�y�g�b�_���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

$ service vmfa-server status 

�< �k�l�j�h�d�_ Active �h�l�h�[�j�Z�a�b�l�k�y �k�l�Z�l�m�k: 

�‡ active (running) �²  �\�d�e�x�q�_�g���b���j�Z�[�h�l�Z�_�l�� 

�‡ inactive (dead) �²  �h�k�l�Z�g�h�\�e�_�g�� 

12.22.2. �M�^�Z�e�_�g�b�_ 

�Q�l�h�[�u���m�^�Z�e�b�l�v���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

$ dpkg -r vmfa-server 

�N�Z�c�e�u���d�h�g�n�b�]�m�j�Z�p�b�b���m�^�Z�e�b�l�_���\�j�m�q�g�m�x���b�a��/opt/vmfa-server/ 

12.22.3. �E�h�]�b�j�h�\�Z�g�b�_ 

logback.xml �²  �g�Z�k�l�j�h�c�d�b���e�h�]�b�j�h�\�Z�g�b�y�����I�h���m�f�h�e�q�Z�g�b�x�� 

�‡ �f�Z�d�k�b�f�Z�e�v�g�u�c���j�Z�a�f�_�j���n�Z�c�e�Z���`�m�j�g�Z�e�Z���²  ���������F�[�Z�c�l�� 

�‡ �j�h�l�Z�p�b�y���n�Z�c�e�h�\���`�m�j�g�Z�e�Z���\�u�i�h�e�g�y�_�l�k�y���Z�\�l�h�f�Z�l�b�q�_�k�d�b���i�h�k�e�_���������n�Z�c�e�h�\�����I�m�l�v���d��

�n�Z�c�e�Z�f���`�m�j�g�Z�e�Z����/opt/vmfa-server/logs/vmfa-server.log. 

�A�Z�i�b�k�u�\�Z�x�l�k�y�� 

�‡ �\�j�_�f�y�� 

�‡ �g�h�f�_�j���k�_�k�k�b�b�� 

�‡ �h�k�g�h�\�g�u�_���i�Z�j�Z�f�_�l�j�u���d�h�f�Z�g�^��ViPNet Client 4U �b���h�l�\�_�l�h�\���k�_�j�\�_�j�Z��Mulifactor. 
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�I�j�b�f�_�j���n�Z�c�e�Z��logback: 

<configuration> 

<property name="LOGS_HOME" value="/opt/vmfa-server/logs" /> 

<appender name="STD" class="ch.qos.logback.core.ConsoleAppender"> 
<encoder> 

<pattern>%d [%thread] %-5level %logger{36} - %msg%n</pattern> 
</encoder> 

</appender> 
<appender name="STDOUT" 

class="ch.qos.logback.core.rolling.RollingFileAppender"> 
<file>${LOGS_HOME}/vmfa-server.log</file> 

<rollingPolicy 
class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy"> 

<fileNamePattern>${LOGS_HOME}/vmfa- 

server.log.%i.zip</fileNamePattern> 
<minIndex>1</minIndex> 

<maxIndex>10</maxIndex> 
</rollingPolicy> 

<triggeringPolicy 
class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy"> 

<maxFileSize>500MB</maxFileSize> 

</triggeringPolicy> 

<encoder> 

<pattern>%d [%thread] %-5level %logger{36} - 

%msg%n</pattern> 

</encoder> 

</appender> 
<root level="info"> 

<appender-ref ref="STDOUT"/> 

</root> 
</configuration> 
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13. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���9�0�Z�D�U�H��
Horizon View (VDI)  

13.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��VMware Horizon View (VDI) �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��

�m�^�Z�e�_�g�g�h�f�m���j�Z�[�h�q�_�f�m���k�l�h�e�m��c �^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

 

13.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d���j�Z�[�h�q�_�f�m���k�l�h�e�m�����\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��Horizon 

View; 

2. VMware Horizon �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��MultiFactor 

Radius Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��Network 

Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_���b�e�b���\�\�h�^�b�l���h�^�g�h�j�Z�a�h�\�u�c��

�d�h�^���\��Horizon View. 

13.3. �G�Z�k�l�j�h�c�d�Z���9�0�Z�D�U�H���+�R�U�L�]�R�Q 

1. �A�Z�c�^�b�l�_���\���Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�m�x���d�h�g�k�h�e�v��VMware Horizon. 

2. �H�l�d�j�h�c�l�_ View Configuration -> Servers -> Connection Servers, �\�u�[�_�j�b�l�_ �k�_�j�\�_�j �b 

�g�Z�`�f�b�l�_ Edit. 

3. �G�Z �\�d�e�Z�^�d�_ "Authentication", �\ �j�Z�a�^�_�e�_ "Advanced Authentication" �\�u�[�_�j�b�l�_ 

"RADIUS" �\ �k�i�b�k�d�_ 2-fa authentication. 

4. �<�d�e�x�q�b�l�_ "Enforce 2-factor and Windows user name matching" �b "Use the same user 

name and password for RADIUS and Windows authentication". 

5. �<�u�[�_�j�b�l�_ "Create New Authenticator" �\ �k�i�b�k�d�_ Authenticator: 

�H��Label: MultiFactor 

�H��Description: �i�j�h�b�a�\�h�e�v�g�h�_���h�i�b�k�Z�g�b�_ 
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�H Hostname/Address: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�H��Authentication port: 1812 

�H Accounting port: 0 

�H��Authentication type: PAP 

�H Shared secret: Shared Secret �b�a �g�Z�k�l�j�h�_�d �d�h�f�i�h�g�_�g�l�Z 

�H Server Timeout: 40 

6. �K�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_�� 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���&�K�H�F�N���3�R�L�Q�W��
Remote Access VPN 

13.4. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Check Point �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��Remote Access VPN c 
�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��
�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

13.5. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\���d�e�b�_�g�l�_��Remote 
Access; 

2. Check Point NGFW �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m MultiFactor Radius Adapter �i�h��
�i�j�h�l�h�d�h�e�m��RADIUS; 

3. �D�h�f�i�h�g�_�g�l���e�b�[�h��Check Point NGFW �i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��
Active Directory �b�e�b��Network Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j��
�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_���b�e�b���\�\�h�^�b�l���h�^�g�h�j�Z�a�h�\�u�c��
�d�h�^���\���d�e�b�_�g�l�_��Remote Access VPN (Endpoint Security/MAB). 

13.5.1. �G�Z�k�l�j�h�c�d�Z���&�K�H�F�N���3�R�L�Q�W���1�*�)�: 

�A�Z�i�m�k�l�b�l�_���d�h�g�k�h�e�v���m�i�j�Z�\�e�_�g�b�y��SmartConsole. 

13.5.2. �G�Z�k�l�j�h�c�d�Z��RADIUS �k�_�j�\�_�j�Z 

�G�_�h�[�o�h�^�b�f�h���k�h�a�^�Z�l�v���g�h�\�u�_���h�[�t�_�d�l���k�_�j�\�_�j�Z��Radius. 

1. �K���i�j�Z�\�h�c���k�l�h�j�h�g�u�����\���j�Z�a�^�_�e�_���h�[�t�_�d�l�h�\�����\�u�[�j�Z�l�v���i�m�g�d�l��New > Server > More > 
RADIUS �b���\�u�i�h�e�g�b�l�v���k�e�_�^�m�x�s�b�_���g�Z�k�l�j�h�c�d�b�� 

�H �G�Z�a�\�Z�g�b�_: Multifactor Radius Server; 
�H��Host: �Z�^�j�_�k���d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter ���k�h�a�^�Z�c�l�_���g�h�\�u�c���h�[�t�_�d�l��

�b�e�b���\�u�[�_�j�b�l�_���k�m�s�_�k�l�\�m�x�s�b�c���� 
�x Service: NEW-RADIUS (port 1812); 
�x Shared Secret: �b�a���g�Z�k�l�j�h�_�d���d�h�f�i�h�g�_�g�l�Z�� 
�x Verison: RADIUS Ver. 2.0; 
�x Authentication method: PAP. 
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13.5.3. �G�Z�k�l�j�h�c�d�Z Remote Access VPN �\ Check Point 

2. �H�l�d�j�h�c�l�_���g�Z�k�l�j�h�c�d�b���h�[�t�_�d�l�Z���r�e�x�a�Z���[�_�a�h�i�Z�k�g�h�k�l�b��Check Point, �j�Z�a�^�_�e��Mobile 

�I�h�\�l�h�j�b�l�_���g�Z�k�l�j�h�c�d�m���^�e�y��VPN Clients -> Authentication. �<���b�l�h�]�_���d�h�g�n�b�]�m�j�Z�p�b�y���\��

�h�[�h�b�o���j�Z�a�^�_�e�Z�o���^�h�e�`�g�Z���\�u�]�e�y�^�_�l�v���k�e�_�^�m�x�s�b�f���h�[�j�Z�a�h�f�� 
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13.5.4. �G�Z�k�l�j�h�c�d�Z���]�j�m�i�i�u���i�h�e�v�a�h�\�Z�l�_�e�_�c 

�K���i�j�Z�\�h�c���k�l�h�j�h�g�u�����\���j�Z�a�^�_�e�_���h�[�t�_�d�l�h�\�����\�u�[�j�Z�l�v���i�m�g�d�l��New > More > User > Access 

Role. �A�Z�^�Z�l�v���i�Z�j�Z�f�_�l�j�u���^�e�y���g�h�\�h�]�h���h�[�t�_�d�l�Z���b���m�d�Z�a�Z�l�v���b�k�l�h�q�g�b�d���^�Z�g�g�u�o���h��

�i�h�e�v�a�h�\�Z�l�_�e�y�o�� 

13.5.5. �G�Z�k�l�j�h�c�d�Z���i�h�e�b�l�b�d�b���^�h�k�l�m�i�Z 

�<���j�Z�a�^�_�e�_��Security policies > Policy > �k�h�a�^�Z�c�l�_���g�h�\�m�x���i�h�e�b�l�b�d�m���^�e�y���^�h�k�l�m�i�Z��

�i�h�e�v�a�h�\�Z�l�_�e�_�c��Remote Access VPN �d���\�g�m�l�j�_�g�g�_�c���k�_�l�b�� 

* Source: <�K�h�a�^�Z�g�g�Z�y �j�Z�g�g�_�_ Access Role> 
* VPN: RemoteAccess 

13.5.6. �G�Z�k�l�j�h�c�d�Z���l�Z�c�f�Z�m�l�Z��RADIUS �k�_�j�\�_�j�Z 

1. �G�Z�`�f�b�l�_���g�Z���b�d�h�g�d�m���\���e�_�\�h�f���\�_�j�o�g�_�f���m�]�e�m�����\�u�[�_�j�b�l�_��Global Properties -> 
Advanced -> Configure -> FireWall-1 -> Authentication -> RADIUS  
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2. �M�\�_�e�b�q�v�l�_ radius_retrant_timeout �^�h 60 �k�_�d�m�g�^. 
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14. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���&�L�V�F�R���$�6�$��
AnyConnect VPN 

14.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Cisco ASA AnyConnect �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d 

VPN c �^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

  

14.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��AnyConnect; 

2. Cisco ASA �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m MultiFactor Radius 

Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��Network 

Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_���b�e�b���\�\�h�^�b�l���h�^�g�h�j�Z�a�h�\�u�c��

�d�h�^���\��AnyConnect. 

14.3. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e���J�_�k�m�j�k�u���b��

�k�h�a�^�Z�c�l�_���g�h�\�u�c���j�_�k�m�j�k���l�b�i�Z�����K�_�l�_�\�h�c���w�d�j�Z�g����- "Cisco"; 

2. �A�Z�i�h�e�g�b�l�_�����G�Z�a�\�Z�g�b�_�����b�����:�^�j�_�k�����i�h���\�Z�r�_�f�m���m�k�f�h�l�j�_�g�b�x�����I�Z�j�Z�f�_�l�j�����I�j�b��

�i�h�^�d�e�x�q�_�g�b�b���[�_�a���g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����h�l�\�_�q�Z�_�l���a�Z���\�h�a�f�h�`�g�h�k�l�v��

�g�Z�k�l�j�h�b�l�v���\�l�h�j�h�c���n�Z�d�l�h�j���g�_�i�h�k�j�_�^�k�l�\�_�g�g�h���\���d�e�b�_�g�l�_��AnyConnect �i�j�b��

�i�h�^�d�e�x�q�_�g�b�b���i�h�e�v�a�h�\�Z�l�_�e�y���[�_�a���g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���^�h�k�l�m�i�Z�� 

3. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

4. �M�k�l�Z�g�h�\�b�l�_���b���g�Z�k�l�j�h�c�l�_ MultiFactor Radius Adapter. 
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14.4. �G�Z�k�l�j�h�c�d�Z���&�L�V�F�R���$�6�$ 

14.4.1. ADSM Configuration  

1. �<�u�[�_�j�b�l�_���i�h�^�d�e�x�q�_�g�b�_���^�e�y���d�h�l�h�j�h�]�h���l�j�_�[�m�_�l�k�y���^�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y�� 

2. �G�Z�`�f�b�l�_��Edit -> Basic; 

3. �< �j�Z�a�^�_�e�_ Authentication �g�Z�`�f�b�l�_ Manage; 

4. �< �j�Z�a�^�_�e�_ "AAA Server Groups" �g�Z�`�f�b�l�_ Add; 

5. �K�h�a�^�Z�c�l�_���g�h�\�m�x���]�j�m�i�i�m���k�_�j�\�_�j�h�\�� 

�H���g�Z�a�\�Z�g�b�_����MFA Radius Servers 

�H���i�j�h�l�h�d�h�e����RADIUS 

�H���k�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_ 

6. �>�Z�e�_�_���k�h�a�^�Z�c�l�_���g�h�\�u�c���k�_�j�\�_�j���\���]�j�m�i�i�_�� 

�H��IP �Z�^�j�_�k�����Z�^�j�_�k���d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�H Server Secret Key: Shared Key �b�a �g�Z�k�l�j�h�_�d �d�h�f�i�h�g�_�g�l�Z 

�H Timeout: �������k�_�d�m�g�^ 

�H �k�g�b�f�b�l�_ �n�e�Z�`�h�d "Microsoft CHAPv2 Capable" 

�H���k�h�o�j�Z�g�b�l�_���b���a�Z�d�j�h�c�l�_�� 

7. �< �j�Z�a�^�_�e�_ Authentication, �m�d�Z�`�b�l�_ �^�e�y AAA Server Group �]�j�m�i�i�m "MFA Radius 

Servers". 

14.4.2. CLI Configuration  

aaa-server MFA protocol radius 

aaa-server MFA (inside) host 10.105.130.51 key *****  

tunnel-group TEST type remote-access 

tunnel-group TEST general-attributes 

address-pool test 

authentication-server-group (inside) MFA 

tunnel-group TEST webvpn-attributes group-alias TEST enable 

ip local pool test 192.168.1.1-192.168.1.10 mask 255.255.255.0  
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15. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���D�h�g�l�b�g�_�g�l��
4 VPN 

15.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���k�_�j�\�_�j�Z���^�h�k�l�m�i�Z���D�h�g�l�b�g�_�g�l�������^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��VPN �\���d�e�b�_�g�l�_��

�D�h�g�l�b�g�_�g�l-�:�I���k���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 
�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��Multifactor 
�‡ �A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v������ 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��
�g�Z�k�l�j�h�b�l�v��MultiFactor LDAP Adapter. 

15.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\���d�e�b�_�g�l�_���D�h�g�l�b�g�_�g�l��
�:�I��  

2. �K�_�j�\�_�j���^�h�k�l�m�i�Z���D�h�g�l�b�g�_�g�l�������i�h���i�j�h�l�h�d�h�e�m��LDAP �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��
MultiFactor LDAP Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b���^�j�m�]�h�f��
LDAP-�d�Z�l�Z�e�h�]�_���b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f��
�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

15.2.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�_�����J�_�k�m�j�k�u����
�k�h�a�^�Z�c�l�_���g�h�\�h�_��LDAP �i�j�b�e�h�`�_�g�b�_. 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 
Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_��MultiFactor LDAP Adapter. 

15.2.2. �G�Z�k�l�j�h�c�d�Z���D�h�g�l�b�g�_�g�l 

�A�Z�c�^�b�l�_���\���f�_�g�_�^�`�_�j���d�h�g�n�b�]�m�j�Z�p�b�b���D�h�g�l�b�g�_�g�l�� 

�<���j�Z�a�^�_�e�_���=�e�Z�\�g�Z�y��-> �:�^�f�b�g�b�k�l�j�b�j�h�\�Z�g�b�_��-> LDAP �g�Z�`�f�b�l�_���K�h�a�^�Z�l�v��LDAP 
�i�j�h�n�b�e�v: 

�‡ �G�Z�a�\�Z�g�b�_����Multifactor; 
�‡ �B�f�y: domain.local (DNS �b�f�y �^�h�f�_�g�Z); 
�‡ �;�Z�a�Z �i�h�b�k�d�Z: DC=domain,DC=local (Base DN); 
�‡ �E�h�]�b�g����user@domain.local ���m�q�z�l�g�Z�y���a�Z�i�b�k�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���� 
�‡ �I�Z�j�h�e�v�����i�Z�j�h�e�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�� 
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�<���i�h�^�j�Z�a�^�_�e�_�����K�_�j�\�_�j�u�����g�Z�`�f�b�l�_���b�d�h�g�d�m�����>�h�[�Z�\�b�l�v���� 

�‡ �K�_�j�\�_�j����dc.domain.local ���b�f�y���k�_�j�\�_�j�Z���� 
�‡ �:�^�j�_�k�������������������������������Z�^�j�_�k���d�h�f�i�h�g�_�g�l�Z��MultiFactor LDAP Adapter); 
�‡ �I�h�j�l������������(LDAPS �i�h�j�l���d�h�f�i�h�g�_�g�l�Z��MultiFactor LDAP Adapter). 
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16. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���)�R�U�W�L�*�D�W�H��
VPN 

16.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��FortiGate �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��VPN c 

�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v��

�b���g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

 

16.2. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��Forticlient; 

2. FortiGate �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m MultiFactor 

Radius Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��

Network Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_���b�e�b���\�\�h�^�b�l��

�h�^�g�h�j�Z�a�h�\�u�c���d�h�^���\��Forticlient. 

16.2.1. �G�Z�k�l�j�h�c�d�Z���)�R�U�W�L�*�D�W�H 

�H�l�d�j�h�c�l�_���d�h�g�k�h�e�v���m�i�j�Z�\�e�_�g�b�y��FortiGate. 

16.2.2. �G�Z�k�l�j�h�c�d�Z���5�$�'�,�8�6���k�_�j�\�_�j�Z 

�< �j�Z�a�^�_�e�_ User & Device > Authentication > RADIUS Servers �b�a�f�_�g�b�l�_ 

�g�Z�k�l�j�h�c�d�b RADIUS: 

�‡ �g�Z�a�\�Z�g�b�_����MFA_Radius 

�‡ Primary Server IP/Name: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�‡ Primary Server Secret: Shared Secret �b�a �g�Z�k�l�j�h�_�d �d�h�f�i�h�g�_�g�l�Z 

�‡ Authentication method: PAP 



 
�J�H�N���������������������������������������������J�:  01 

154 
 

 
   �D���K�<�?�>�?�G�B�X



 
�J�H�N���������������������������������������������J�:  01 

155 
 

 

�M�[�_�^�b�l�_�k�v�����q�l�h���\���k�i�b�k�d�_���l�h�e�v�d�h���h�^�b�g��RADIUS �k�_�j�\�_�j�����b�g�Z�q�_��FortiGate 
�[�m�^�_�l���h�l�i�j�Z�\�e�y�l�v���a�Z�i�j�h�k�u���\�h���\�k�_���i�h�h�q�_�j�_�^�g�h�� 

16.2.3. �G�Z�k�l�j�h�c�d�Z���]�j�m�i�i�u���i�h�e�v�a�h�\�Z�l�_�e�_�c 

�<���j�Z�a�^�_�e�_��User & Device > User > User Group �k�h�a�^�Z�c�l�_���]�j�m�i�i�m���i�h�e�v�a�h�\�Z�l�_�e�_�c��

SSL VPN Users �b���^�h�[�Z�\�v�l�_��MFA_Radius �\��Remote Servers. 

16.2.4. �G�Z�k�l�j�h�c�d�Z���i�h�e�b�l�b�d�b���^�h�k�l�m�i�Z 

�<���j�Z�a�^�_�e�_��Policy & Objects > Policy > IPv4 �k�h�a�^�Z�c�l�_���g�h�\�m�x���i�h�e�b�l�b�d�m���^�e�y��

�^�h�k�l�m�i�Z���i�h�e�v�a�h�\�Z�l�_�e�_�c��SSL VPN �d���\�g�m�l�j�_�g�g�_�c���k�_�l�b�� 

�‡ Incoming interface: ssl.root (SSL VPN interface) 

�‡ Source Users: SSL VPN Users 

16.2.5. �L�Z�c�f�Z�m�l���h�`�b�^�Z�g�b�y���h�l�\�_�l�Z���h�l��RADIUS �k�_�j�\�_�j�Z 

�>�e�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���q�_�j�_�a��PUSH �m�\�_�^�h�f�e�_�g�b�y�����m�\�_�e�b�q�v�l�_���\�j�_�f�y���h�`�b�^�Z�g�b�y��

�h�l�\�_�l�Z��RADIUS. 

1. �H�l�d�j�h�c�l�_���d�h�g�k�h�e�v��(CLI) 

2. �<�u�i�h�e�g�b�l�_���d�h�f�Z�g�^�u 

�| config system global 

set remoteauthtimeout 60 end 

�| config user radius edit MFA_Radius set timeout 60 

end 

.
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�N�I�K�M-�,�3���D�e�b�_�g�l 

16.3. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�I�j�b�f�_�g�b�f�h���d���\�_�j�k�b�y�f�� 

�| �N�I�K�M-IP �\�_�j�k�b�b��4.0 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���N�I�K�M-IP �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��VPN c 

�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡���F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��Multifactor 
 

�‡���A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#  

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v��

�b���g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

16.4. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �©�I�h�e�v�a�h�\�Z�l�_�e�v���a�Z�i�m�k�d�Z�_�l���i�j�h�]�j�Z�f�f�m���^�e�y��VPN-�i�h�^�d�e�x�q�_�g�b�y�����N�I�K�M-IP/ 

�D�e�b�_�g�l�����<�u�i�h�e�g�y�_�l���d�h�f�Z�g�^�m���©�k�h�_�^�b�g�b�l�v�k�y�ª�����g�Z�q�b�g�Z�y���i�h�^�d�e�x�q�_�g�b�_���d��

VPN-�r�e�x�a�m���N�I�K�M-IP.; 

2. �I�h�e�v�a�h�\�Z�l�_�e�v���\�\�h�^�b�l��PIN-�d�h�^���^�h�k�l�m�i�Z���^�e�y���k�h�_�^�b�g�_�g�b�y���k���N�I�K�M-IP; 

3. �I�h�e�v�a�h�\�Z�l�_�e�v���\�\�h�^�b�l���\���b�g�l�_�j�n�_�c�k�_���N�I�K�M-IP���D�e�b�_�g�l�Z���e�h�]�b�g�����i�Z�j�h�e�v���b��

�\�l�h�j�h�c���n�Z�d�l�h�j���^�e�y���Z�\�l�h�j�b�a�Z�p�b�b�� 

4. �N�I�K�M-IP �i�h���i�j�h�l�h�d�h�e�m��radius �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��MultiFactor 

Radius Adapter; 

5. �D�h�f�i�h�g�_�g�l��MultiFactor Radius Adapter �i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v��

�i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��Network Policy Server �b���i�j�h�\�_�j�y�_�l��

�\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

6. �D�h�f�i�h�g�_�g�l��MultiFactor Radius Adapter �h�l�\�_�q�Z�_�l���N�I�K�M-IP �j�_�a�m�e�v�l�Z�l�h�f��

�i�j�h�\�_�j�d�b�� 

16.4.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�_��

���J�_�k�m�j�k�u�����k�h�a�^�Z�c�l�_���j�_�k�m�j�k���>�j�m�]�h�c���\���j�Z�a�^�_�e�_���K�_�l�_�\�h�c���w�d�j�Z�g. 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��
Shared Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\���A�Z�]�j�m�a�b�l�_����
�g�Z�k�l�j�h�c�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor Radius Adapter. 
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16.4.2. �G�Z�k�l�j�h�c�d�Z���N�I�K�M-IP 

�>�e�y���i�h�e�m�q�_�g�b�y���^�h�i�h�e�g�b�l�_�e�v�g�h�c���b�g�n�h�j�f�Z�p�b�b���h���d�e�b�_�g�l�_�����g�m�`�g�h���^�h�[�Z�\�b�l�v��VSA 

�Z�l�j�b�[�m�l�u���:�F�B�D�H�G���\���g�Z�k�l�j�h�c�d�b���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����:�l�j�b�[�m�l�u���f�h�`�g�h���^�h�[�Z�\�b�l�v��

�\���n�Z�c�e��Content\radius.dictonary 

# VendorId 37249 (Amicon) 

   

VendorSpecificAttribute 37249 1 Amicon-SysID integer  

VendorSpecificAttribute 37249 2 Amicon-GroupID integer  

VendorSpecificAttribute 37249 3 Amicon-UserID integer  

VendorSpecificAttribute 37249 4 Amicon-KeySerie integer  

VendorSpecificAttribute 37249 5 Amicon-KeyGen integer  

VendorSpecificAttribute 37249 6 Amicon-Flags integer  

VendorSpecificAttribute 37249 7 Amicon-ClientMAC string 

VendorSpecificAttribute 37249 8 Amicon-ClientIP string 
 

VendorSpecificAttribute 37249 9 Amicon-FWVer string 
 

VendorSpecificAttribute 37249 10 Amicon-SWVer string  

VendorSpecificAttribute 37249 11 Amicon-OSVer string  

VendorSpecificAttribute 37249 12 Amicon-ClientLic string 
VendorSpecificAttribute 37249 13 Amicon-ClientLicExp string 

VendorSpecificAttribute 37249 14 Amicon-ClientDCN string 

VendorSpecificAttribute 37249 15 Amicon-ClientDGUID string 

VendorSpecificAttribute 37249 16 Amicon-Certificate-ID octets 

VendorSpecificAttribute 37249 17 Amicon-Certificate-CN string 
VendorSpecificAttribute 37249 18 Amicon-Certificate-IssuerKID 

octets     

VendorSpecificAttribute 37249 19 Amicon-Certificate-Serial 
octets     

VendorSpecificAttribute 37249 20 Amicon-Certificate-Issuer 
string 
VendorSpecificAttribute 37249 21 Amicon-Certificate-Alg string 

 

�I�h�^�j�h�[�g�Z�y���^�h�d�m�f�_�g�l�Z�p�b�y���i�h���g�Z�k�l�j�h�c�d�_���N�I�K�M-�,�3���b���N�I�K�M-�,�3���D�e�b�_�g�l�Z��

�^�h�k�l�m�i�g�Z���g�Z���i�h�j�l�Z�e�_���^�h�d�m�f�_�g�l�Z�p�b�b���:�F�B�D�H�G https://wiki .amicon.ru/ 

�G�Z�k�l�j�h�c�d�Z���N�I�K�M-�,�3���^�e�y���\�a�Z�b�f�h�^�_�c�k�l�\�b�y���k���5�$�'�,�8�6-�k�_�j�\�_�j�h�f���J�Z�[�h�l�Z���k��

�F�m�e�v�l�b�n�Z�d�l�h�j���i�h�^�l�\�_�j�`�^�_�g�Z���\���N�I�K�M-�,�3���\�_�j�k�b�b�������������>�e�y���d�h�j�j�_�d�l�g�h�c���j�Z�[�h�l�u��

�g�_�h�[�o�h�^�b�f�h���h�[�g�h�\�b�l�v���N�I�K�M-�,�3���^�h���i�h�k�e�_�^�g�_�c���Z�d�l�m�Z�e�v�g�h�c���\�_�j�k�b�b��������

�<�a�Z�b�f�h�^�_�c�k�l�\�b�_���N�I�K�M-�,�3���k��RADIUS �k�_�j�\�_�j�h�f���g�Z�k�l�j�Z�b�\�Z�_�l�k�y���\��

�d�h�g�n�b�]�m�j�Z�l�h�j�_���N�I�K�M-�,�3���k�j�_�^�k�l�\�Z�f�b���i�j�h�]�j�Z�f�f�u���p�_�g�l�j�Z�e�b�a�h�\�Z�g�g�h�]�h��

�m�i�j�Z�\�e�_�g�b�y���©�M�^�Z�e�_�g�g�u�c���Z�^�f�b�g�b�k�l�j�Z�l�h�j���N�I�K�M�ª�����e�b�[�h���i�j�b���e�h�d�Z�e�v�g�h�f��
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�i�h�^�d�e�x�q�_�g�b�b���d���N�I�K�M-�,�3�����I�h�j�y�^�h�d���^�_�c�k�l�\�b�c���\���d�h�g�n�b�]�m�j�Z�p�b�b���N�I�K�M-IP: 

�B�a�f�_�g�b�l�v���d�h�g�n�b�]�m�j�Z�p�b�x���± �D�e�b�_�g�l�u���± �N�I�K�M-�D�e�b�_�g�l�u���± �\�u�[�j�Z�l�v���]�j�m�i�i�m��

�d�e�b�_�g�l�h�\���± �\�u�[�j�Z�l�v���h�i�b�k�Z�g�b�_���± �:�[�h�g�_�g�l�u���± �G�Z�k�l�j�h�c�d�b��RADIUS �± �J�_�^�Z�d�l�h�j��

�k�_�j�\�_�j�h�\

 

 

�K�h�a�^�Z�_�f���h�i�b�k�Z�g�b�_��RADIUS �k�_�j�\�_�j�Z�����<���d�Z�q�_�k�l�\�_���h�k�g�h�\�g�h�]�h���Z�^�j�_�k�Z��RADIUS 

�k�_�j�\�_�j�Z���m�d�Z�a�u�\�Z�_�f���Z�^�j�_�k��Multifactor RADIUS Adapter. �K�h�o�j�Z�g�y�_�f���h�i�b�k�Z�g�b�_����

�<�u�[�b�j�Z�_�f���k�h�a�^�Z�g�g�u�c���k�_�j�\�_�j���^�e�y���:�m�l�_�g�l�b�n�b�d�Z�p�b�b���b���:�d�d�Z�m�g�l�b�g�]�Z�����<�u�[�b�j�Z�_�f��

�b�k�i�h�e�v�a�h�\�Z�l�v���©�H�L�3���i�Z�j�h�e�v�ª���b�e�b���©�>�h�f�_�g�g�u�c���i�Z�j�h�e�v�ª���\���a�Z�\�b�k�b�f�h�k�l�b���h�l��

�b�k�i�h�e�v�a�m�_�f�h�]�h���f�_�l�h�^�Z���i�j�h�\�_�j�d�b���i�h�e�v�a�h�\�Z�l�_�e�y�� 
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�K�h�o�j�Z�g�y�_�f���g�Z�k�l�j�h�c�d�b��  
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��Huawei 
SSL VPN 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Huawei Firewall �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d��SSL VPN c 

�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�| �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�| �K�F�K 

�| �:�i�i�Z�j�Z�l�g�u�_��OTP �l�h�d�_�g�u 

�| �I�j�b�e�h�`�_�g�b�y OTP: Google Authenticator �b�e�b �Y�g�^�_�d�k.�D�e�x�q 
 

 

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

16.5. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��SecoClient; 

2. Huawei Firewall �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��MultiFactor 

Radius Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory, AD LDS �b�e�b��

Network Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_�� 

16.5.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�u�c���j�_�k�m�j�k���K�_�l�_�\�h�c���w�d�j�Z�g��-> �>�j�m�]�h�c: 

�‡ �G�Z�a�\�Z�g�b�_����Huawei SSL VPN 

�‡ �I�j�b���i�h�^�d�e�x�q�_�g�b�b���[�_�a���g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����A�Z�i�j�_�l�b�l�v���^�h�k�l�m�i 

�G�Z�`�f�b�l�_���K�h�o�j�Z�g�b�l�v 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor Radius Adapter. 
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16.5.2. �G�Z�k�l�j�h�c�d�Z��Huawei (Web UI) 

�A�Z�c�^�b�l�_���\��Web UI �i�h�^���Z�d�d�Z�m�g�l�h�f���Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z�� 

1. �G�Z�k�l�j�h�c�d�Z���i�h�e�b�l�b�d�b���[�_�a�h�i�Z�k�g�h�k�l�b 

�<���j�Z�a�^�_�e�_��Policy -> Security Policy -> Security Policy �g�Z�`�f�b�l�_��Add Security Policy �b��

�^�h�[�Z�\�v�l�_���g�h�\�m�x���i�h�e�b�l�b�d�m���[�_�a�h�i�Z�k�g�h�k�l�b���^�e�y���l�j�Z�n�b�d�Z���f�_�`�^�m��FW �b���k�_�j�\�_�j�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��RADIUS: 

�‡ Name: fw to auth-server 

�‡ Source Zone: local 

�‡ Destination Zone: dmz (�a�h�g�Z �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter) 

�‡ Destination Address/Region: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter 

�‡ Service: radius 

�‡ Action: Permit 

�G�Z�`�f�b�l�_���H�D 

  



 
�J�H�N���������������������������������������������J�:  01 

162 
 

 

2. �G�Z�k�l�j�h�c�d�Z���k�_�j�\�_�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��RADIUS 

�<���j�Z�a�^�_�e�_��Object -> Authentication Server -> RADIUS �g�Z�`�f�b�l�_��Add �b���^�h�[�Z�\�v�l�_���g�h�\�u�c��

�k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ Name: MF 

�‡ Primary Authentication Server IP Address: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius 

Adapter 

�‡ Authentication port: 1812 (�i�h�j�l �d�h�f�i�h�g�_�g�l�Z MultiFactor Radius Adapter) 

�‡ Retransmission Attempts: 5 

�‡ Reply Timeout: 10 seconds 

�‡ User Name Format: Without Authentication Domain 

�>�e�y���i�j�h�\�_�j�d�b���g�Z�`�f�b�l�_��Test, �\�\�_�^�b�l�_ 

�‡ Test Account: �b�f�y���i�h�e�v�a�h�\�Z�l�_�e�y 

�‡ Password: �i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y 

�‡ Authentication Type: PAP 

�<���k�e�m�q�Z�_���i�j�Z�\�b�e�v�g�h�c���g�Z�k�l�j�h�c�d�b���\���Z�^�Z�i�l�_�j���i�h�k�l�m�i�b�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���^�e�y���i�h�e�v�a�h�\�Z�l�_�e�y�����Z��

�\���i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j���i�h�y�\�b�l�k�y���g�h�\�u�c 

�i�h�e�v�a�h�\�Z�l�_�e�v�� 

�G�Z�`�f�b�l�_��OK. 

�>�h�i�h�e�g�b�l�_�e�v�g�h���g�_�h�[�o�h�^�b�f�h���g�Z�k�l�j�h�b�l�v���i�Z�j�Z�f�_�l�j��max-unresponsive-interval 

�G�Z�k�l�j�h�c�d�Z���^�h�k�l�m�i�g�Z���q�_�j�_�a��cli: 

<USG6500E> system-view 
[USG6500E] radius-server max-unresponsive-interval 60 
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3. �G�Z�k�l�j�h�c�d�Z���^�h�f�_�g�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

�<���j�Z�a�^�_�e�_��User -> Authentication Domain �g�Z�`�f�b�l�_��Add �b���^�h�[�Z�\�v�l�_���g�h�\�u�c���^�h�f�_�g��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ Name: domain.com (�\�Z�r �^�h�f�_�g active directory) 

�‡ Associated Group: Domain Name 

�G�Z�`�f�b�l�_��OK. 

 

�<���j�Z�a�^�_�e�_��User �i�h�y�\�b�l�k�y���k�h�a�^�Z�g�g�u�c���^�h�f�_�g�����D�e�b�d�g�b�l�_���i�h���g�_�f�m���b���a�Z�c�^�b�l�_���\��

�j�Z�k�r�b�j�_�g�g�u�_���g�Z�k�l�j�h�c�d�b�� 

�‡ Scenario: �\�d�e�x�q�b�l�_���n�e�Z�`�h�d���^�e�y��SSL VPN access 

�‡ User Location: Authentication Server 

�‡ Authentication Server: RADIUS/MF 

�‡ Reporting Traffic to the Authentication Server: �h�l�d�e�x�q�b�l�_ 
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�‡ Radius Accounting: �h�l�d�e�x�q�b�l�_ 

�‡ Radius Authorization: �\�d�e�x�q�b�l�_ 

�G�Z�k�l�j�h�c�d�Z��SSL VPN 

�<���j�Z�a�^�_�e�_��Network -> SSL VPN �\�u�[�_�j�b�l�_���\�Z�r���r�e�x�a�� 

�G�Z �\�d�e�Z�^�d�_ "Gateway Configuration": 

�‡���$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���'�R�P�D�L�Q�����\�u�[�_�j�b�l�_ �^�h�f�_�g �b�a �r�Z�]�Z 3 

 

�G�Z �\�d�e�Z�^�d�_ "Role Authorization/User":  

�< �j�Z�a�^�_�e�Z�o List of Authorized Roles �b User/User Group List �^�h�[�Z�\�v�l�_ �^�h�f�_�g 
�b�a���r�Z�]�Z������ 
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�G�Z�`�f�b�l�_��OK. 

  

16.5.3. �>�h�i�h�e�g�b�l�_�e�v�g�u�_���\�h�a�f�h�`�g�h�k�l�b 

�K���F�m�e�v�l�b�n�Z�d�l�h�j���\�u���l�Z�d�`�_���k�f�h�`�_�l�_���j�_�Z�e�b�a�h�\�Z�l�v���k�e�_�^�m�x�s�b�_���k�p�_�g�Z�j�b�b�� 

�| �>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���^�e�y��Huawei SecoClient L2TP VPN 

�| �>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���^�e�y��Huawei SecoClient IPSec VPN 

�| �>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���^�e�y��Huawei Web Admin 

�| �>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���^�e�y��Huawei Telnet Admin 

�| �>�\�m�o�n�Z�d�l�h�j�g�Z�y���Z�m�l�_�g�l�b�n�b�d�Z�p�b�y���^�e�y��Huawei SSH Admin 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��MikroTik  L2TP 
VPN 

16.6. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��MikroTik  RADIUS Client �^�e�y���i�h�^�d�e�x�q�_�g�b�y���d 
L2TP VPN c �^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 

�‡ �A�\�h�g�h�d 
�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor Radius Adapter. 

16.7. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��VPN, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���\��MikroTik ; 

2. MikroTik  �i�h���i�j�h�l�h�d�h�e�m��RADIUS �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m MultiFactor Radius 

Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��Network 

Policy Server �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\���l�_�e�_�n�h�g�_���b���\�o�h�^�b�l���\��MikroTik . 

16.7.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e���J�_�k�m�j�k�u���b��

�k�h�a�^�Z�c�l�_���g�h�\�u�c���j�_�k�m�j�k���l�b�i�Z�����K�_�l�_�\�h�c���w�d�j�Z�g����- "Mikrotik". 

2. �A�Z�i�h�e�g�b�l�_�����G�Z�a�\�Z�g�b�_�����b�����:�^�j�_�k�����i�h���\�Z�r�_�f�m���m�k�f�h�l�j�_�g�b�x�����I�Z�j�Z�f�_�l�j�u�����>�_�c�k�l�\�b�_��

�i�j�b���i�h�^�d�e�x�q�_�g�b�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����b�����Y�a�u�d�����h�l�\�_�q�Z�x�l���a�Z���\�h�a�f�h�`�g�h�k�l�v���g�Z�k�l�j�h�b�l�v��

�\�l�h�j�h�c���n�Z�d�l�h�j���g�_�i�h�k�j�_�^�k�l�\�_�g�g�h���\���d�e�b�_�g�l�_��Mikrotik  �i�j�b���i�h�^�d�e�x�q�_�g�b�b��

�i�h�e�v�a�h�\�Z�l�_�e�y���[�_�a���g�Z�k�l�j�h�_�g�g�h�]�h���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���^�h�k�l�m�i�Z�� 

3. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

4. �M�k�l�Z�g�h�\�b�l�_���b���g�Z�k�l�j�h�c�l�_ MultiFactor Radius Adapter. 

16.7.2. �G�Z�k�l�j�h�c�d�Z���0�L�N�U�R�7�L�N 

�H�l�d�j�h�c�l�_���m�l�b�e�b�l�m��Winbox (GUI �^�e�y���Z�^�f�b�g�b�k�l�j�b�j�h�\�Z�g�b�y��RouterOS). 

1. �<���j�Z�a�^�_�e�_��PPP -> Interface -> L2TP Server -> Authentication �\�d�e�x�q�b�l�_���i�j�h�l�h�d�h�e��

�i�j�h�\�_�j�d�b���i�h�^�e�b�g�g�h�k�l�b��pap 
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2. �G�Z�k�l�j�h�c�d�Z���j�h�m�l�_�j�Z���\���d�Z�q�_�k�l�\�_���d�e�b�_�g�l�Z��RADIUS: 

�<���j�Z�a�^�_�e�_��RADIUS �^�h�[�Z�\�v�l�_���\�g�_�r�g�b�c���k�_�j�\�_�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

�‡ Enabled: true 

�‡ Service: ppp, ipsec 

�‡ Address: �Z�^�j�_�k���Z�^�Z�i�l�_�j�Z 

�‡ Protocol: udp 

�‡ Secret: radius-shared-secret �b�a �g�Z�k�l�j�h�_�d �Z�^�Z�i�l�_�j�Z 

�‡ Authentication port: 1812 

�‡ Timeout: 60000 

�G�Z�`�f�b�l�_���H�D  
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3. �< �j�Z�a�^�_�e�_ PPP -> Secret -> PPP Authentication & Accounting �\�d�e�x�q�b�l�_ �]�Z�e�d�m Use 

Radius �b �g�Z�`�f�b�l�_ �H�D: 

  

   �I�J�B�F�?�Q�:�G�B�? 

�?�k�e�b��MikroTik  �b�]�g�h�j�b�j�m�_�l���h�[�j�Z�s�_�g�b�_���\��Radius Adapter, �i�j�b�q�b�g�h�c���f�h�`�_�l���[�u�l�v��

�e�h�d�Z�e�v�g�u�c���k�l�Z�l�m�k���i�h�e�v�a�h�\�Z�l�_�e�y�����>�e�y���b�k�i�j�Z�\�e�_�g�b�y���w�l�h�c���i�j�h�[�e�_�f�u���\���g�Z�k�l�j�h�c�d�Z�o��

�e�h�d�Z�e�v�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y��MikroTik , �i�h�e�_��"Service" �\�u�[�_�j�b�l�_���i�j�h�l�h�d�h�e��L2TP �\�f�_�k�l�h��

any. 
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16.7.3. �G�Z�k�l�j�h�c�d�Z���:�L�Q�%�R�[ 

�G�Z�k�l�j�h�c�d�Z��MikroTik  �^�e�y���\�o�h�^�Z���Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z���\��WinBox �k���b�k�i�h�e�v�a�h�\�Z�g�b�_�f��

�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ �<��Winbox �i�_�j�_�c�^�b�l�_���\��System �b���s�_�e�d�g�b�l�_���i�m�g�d�l���f�_�g�x��Users. �I�h�y�\�b�l�k�y���h�d�g�h���k�h��

�k�i�b�k�d�h�f���i�h�e�v�a�h�\�Z�l�_�e�_�c�� 

�‡ �G�Z�`�f�b�l�_���g�Z���d�g�h�i�d�m���:�:�: �����I�h�y�\�b�l�k�y���h�d�g�h���Z�\�l�h�j�b�a�Z�p�b�b���b���m�q�_�l�Z���i�j�b���\�o�h�^�_�� 

�‡ �M�k�l�Z�g�h�\�b�l�_���n�e�Z�]��Use RADIUS. 

�‡ �G�Z�`�f�b�l�_���d�g�h�i�d�m��Apply �b���H�D. 

  

�‡ �<�d�e�x�q�b�l�_���n�e�Z�]��login �\���h�d�g�_��RADIUS Server.  
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API �m�i�j�Z�\�e�_�g�b�y���i�h�e�v�a�h�\�Z�l�_�e�y�f�b 

API �^�e�y���m�i�j�Z�\�e�_�g�b�y���i�h�e�v�a�h�\�Z�l�_�e�y�f�b�����k�m�[�t�_�d�l�Z�f�b���^�h�k�l�m�i�Z�����\��MULTIFACTOR. 

�>�H�K�L�M�I���D��API  

�I�_�j�_�^���b�k�i�h�e�v�a�h�\�Z�g�b�_�f���^�Z�g�g�h�]�h��API �g�_�h�[�o�h�^�b�f�h���\�d�e�x�q�b�l�v���j�Z�k�r�b�j�_�g�g�h�_��API �\ 

�e�b�q�g�h�f���d�Z�[�b�g�_�l�_�����\���j�Z�a�^�_�e�_�����G�Z�k�l�j�h�c�d�b��API" �b���b�k�i�h�e�v�a�h�\�Z�l�v��API Key �b��API Secret, 

�i�j�_�^�h�k�l�Z�\�e�_�g�g�u�_���\���j�Z�a�^�_�e�_�� 

16.8. �M�i�j�Z�\�e�_�g�b�_���i�h�e�v�a�h�\�Z�l�_�e�y�f�b 

�D�h�e�b�q�_�k�l�\�h���i�h�e�v�a�h�\�Z�l�_�e�_�c���b���e�b�p�_�g�a�b�c 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/count �_���f�_�l�h�^��GET. 

�N�m�g�d�p�b�y���^�e�y���a�Z�i�j�h�k�Z���l�_�d�m�s�_�c���m�l�b�e�b�a�Z�p�b�b���e�b�p�_�g�a�b�c���\���k�b�k�l�_�f�_��MULTIFACTOR. 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

GET https://api.gos.multifactor.ru/users/count 

�I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  

"model": {  
total: 5000, �����d�h�e�b�q�_�k�l�\�h���i�h�e�v�a�h�\�Z�l�_�e�_�c 

limit : 6000 //�d�h�e�b�q�_�k�l�\�h �e�b�p�_�g�a�b�c 

},  
"success": true, 
"message": null 

}  

�K�i�b�k�h�d���i�h�e�v�a�h�\�Z�l�_�e�_�c 

�:�^�j�_�k��https://api.gos.multifactor.ru/users | �f�_�l�h�^��GET. 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z��  
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�>�e�y���i�h�b�k�d�Z���d�h�g�d�j�_�l�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���i�h���e�h�]�b�g�m���b�k�i�h�e�v�a�m�c�l�_���i�Z�j�Z�f�_�l�j���a�Z�i�j�h�k�Z��

Identity: 

GET https://api.gos.multifactor.ru/users?identity=user@example.com 

�>�e�y���\�d�e�x�q�_�g�b�y���\���h�l�\�_�l���k�_�j�\�_�j�Z���g�h�f�_�j�h�\���l�_�e�_�n�h�g�h�\���i�h�e�v�a�h�\�Z�l�_�e�_�c�����i�j�b���g�Z�e�b�q�b�b������

�b�k�i�h�e�v�a�m�c�l�_���i�Z�j�Z�f�_�l�j���a�Z�i�j�h�k�Z��withPhones �k�h���a�g�Z�q�_�g�b�_�f��true: 

GET https://api.gos.multifactor.ru/users?withPhones=true 

�I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  

"model": [ �����k�i�b�k�h�d 

�i�h�e�v�a�h�\�Z�l�_�e�_�c 
{  

"id": "5e3c1058c3a23e55b0579ded", //id �i�h�e�v�a�h�\�Z�l�_�e�y���\ 

MULTIFACTOR 
"identity": "user@example.com", �����e�h�]�b�g���i�h�e�v�a�h�\�Z�l�_�e�y 

�\ �\�Z�r�_�c �k�b�k�l�_�f�_ 

"name": null, "email": null, "isEnrolled": true, 

�����\�l�h�j�h�c���n�Z�d�l�h�j 

�g�Z�k�l�j�h�_�g 

"createdAt": "2020-02-06T13:10:48.139Z" , 

"lastLogin": "2021-06-01T15:42:46.786Z" , 
"isLocked": false, "groups": [ 

�����]�j�m�i�i�u�����\���d�h�l�h�j�u�o 

�k�h�k�l�h�b�l �i�h�e�v�a�h�\�Z�l�_�e�v 

"AllUsers", 

"Super Admin Web" 

], "authenticators": [ �����g�Z�k�l�j�h�_�g�g�u�_���k�i�h�k�h�[�u 
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�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

"Telegram" 
], 

}  

], 

"success": true, 
"message": null 

}  

 

16.8.1. �J�_�]�b�k�l�j�Z�p�b�y���i�h�e�v�a�h�\�Z�l�_�e�y 

�:�^�j�_�k��https://api.gos.multifactor.ru/users �_���f�_�l�h�^��POST. 

�I�h�e�v�a�h�\�Z�l�_�e�b���j�_�]�b�k�l�j�b�j�m�x�l�k�y���Z�\�l�h�f�Z�l�b�q�_�k�d�b���i�j�b���i�_�j�\�h�f���i�h�k�_�s�_�g�b�b���k�l�j�Z�g�b�p�u��

�^�h�k�l�m�i�Z�����g�h���l�Z�d�`�_���i�j�_�^�m�k�f�h�l�j�_�g���\�Z�j�b�Z�g�l���j�_�]�b�k�l�j�Z�p�b�b���q�_�j�_�a��API. 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

{  

 
},  

"Groups": {  

"Add": ["Group1 name", "Group2 name"] �����^�h�[�Z�\�b�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���\���]�j�m�i�i�u�����g�_�h�[�y�a�Z�l�_�e�v�g�h�� 

}  

}  

�I�j�b�f�_�j���h�l�\�_�l�Z�����i�h�e�v�a�h�\�Z�l�_�e�v���a�Z�j�_�]�b�k�l�j�b�j�h�\�Z�g 

{  
"model": {  

"id": "5e3c1058c3a23e55b0579ded", "identity": "user@example.com", "name": "User Name", 

"email": "user@example.com", "isEnrolled": false, 

"Identity": " user@example.com", 

�%���%�&��� �� 

"Email": " user@example.com",  

"Phone": null,  

"Name": "User Name",  

"EnrollmentLink":  

�!���"���3�����&�����0�!�" 

{  

"To": "email",  

"Ttl": 90 

�u�u���"�����!���#�"���0���"�����&�����3�����������,���� 

// e- mail , �!���"���3�����&�����0�!�" 
�u�u�&�������(�"�!�Y���!���"���3�����&�����0�!�" 

�u�u��� �3�Y���!���"���3�����&�����0�!�" 

�u�u�"�&�#�$�������&�0 

�u�u�!�����#�"�+�&�'�Y 

�u�u�%�"���%�$�"���"�  

�%�%�/�����'�������3���!���%�&�$�"�������Y 

�'���������!�!�'�2�����/�,����

�������%�&�����3���p�e��� ���!�'�& 



 
�J�H�N���������������������������������������������J�:  01 

174 
 

 

"createdAt": "2020-03-05T11:55:43.8001916Z", "lastLogin": null, "isLocked": false 

},  

"success": true, "message": null }  

16.8.2. �B�a�f�_�g�_�g�b�_���^�Z�g�g�u�o���i�h�e�v�a�h�\�Z�l�_�e�y 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}  �_���f�_�l�h�^��PUT. 

�I�Z�j�Z�f�_�l�j��id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�B�k�i�h�e�v�a�m�_�l�k�y���^�e�y���b�a�f�_�g�_�g�b�b���^�Z�g�g�u�o�����[�e�h�d�b�j�h�\�d�b���b���j�Z�a�[�e�h�d�b�j�h�\�d�b���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

  

 

{  DELETE https://api.gos.multifactor.ru/users/1234567890 
Identity": "user@example.com", �����_�k�e�b �g�m�`�g�h �b�a�f�_�g�b�l�v���e�h�]�b�g 

Name": "User Name", �����_�k�e�b �g�m�`�g�h �b�a�f�_�g�b�l�v���b�f�y 

Email": "user@example.com", �����_�k�e�b �g�m�`�g�h �b�a�f�_�g�b�l�v���Z�^�j�_�k 

IsLocked": true, Groups": {  

�����_�k�e�b �g�m�`�g�h �a�Z�[�e�h�d�b�j�h�\�Z�l�v 

"Add": ["Group1 name", "Group2 name"], �����_�k�e�b���g�m�`�g�h���^�h�[�Z�\�b�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���\���]�j�m�i�i�u 

"Remove": ["Group3 name", "Group4 name"], �����_�k�e�b���g�m�`�g�h���b�k�d�e�x�q�b�l�v���i�h�e�v�a�h�\�Z�l�_�e�y���b�a���]�j�m�i�i��

���g�_�h�[�y�a�Z�l�_�e�v�g�h�� 

}  

}  

�I�j�b�f�_�j �h�l�\�_�l�Z: 

{  
"model": {  

"id": "5e3c1058c3a23e55b0579ded", "identity": "user@example.com", "name": "User Name", 

"email": "user@example.com", "isEnrolled": false, 

"createdAt": "2020-03-05T11:55:43.8001916Z", "lastLogin": null, "isLocked": true 
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},  

"success": true, "message": null }  

16.8.3. �M�^�Z�e�_�g�b�_ �i�h�e�v�a�h�\�Z�l�_�e�y 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}  �_���f�_�l�h�^��DELETE . 

�‡ �I�Z�j�Z�f�_�l�j��id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

�I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  
"success": true, 
"message": null 

}  

16.8.4. �K�k�u�e�d�Z���^�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}/ enroll �_���f�_�l�h�^��POST. 

�‡ �I�Z�j�Z�f�_�l�j��id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�N�m�g�d�p�b�y���^�e�y���]�_�g�_�j�Z�p�b�b���b���h�l�i�j�Z�\�d�b���g�Z��email �i�h�e�v�a�h�\�Z�l�_�e�y���k�k�u�e�d�b���^�e�y���g�Z�k�l�j�h�c�d�b��

�\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�����?�k�e�b���g�_���m�d�Z�a�Z�l�v���i�Z�j�Z�f�_�l�j��Email, �k�k�u�e�d�Z���[�m�^�_�l���k�]�_�g�_�j�b�j�h�\�Z�g�Z���[�_�a��

�h�l�i�j�Z�\�d�b���i�b�k�v�f�Z���i�h�e�v�a�h�\�Z�l�_�e�x���b���\�h�a�\�j�Z�s�_�g�Z���\���h�l�\�_�l�_���k�_�j�\�_�j�Z�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

{  

"Email": "user@example.com", �����>�h�i�p�b�h�g�Z�e�v�g�h�@���Z�^�j�_�k�����d�m�^�Z���h�l�i�j�Z�\�b�l�v���i�b�k�v�f�h�� 

"Ttl": 90 �����k�j�h�d���^�_�c�k�l�\�b�y���k�k�u�e�d�b�����������f�b�g�m�l�� 

}  

�I�j�b�f�_�j �h�l�\�_�l�Z: 
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{  
"success": true, 
"message": null 

}  

16.8.5. �M�i�j�Z�\�e�_�g�b�_���Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�Z�f�b 

�I�h�^�d�e�x�q�_�g�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}/ authenticators �_���f�_�l�h�^��GET. 

�I�Z�j�Z�f�_�l�j�u�� 

�‡ id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y���I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  

"model": {  

"Telegram": [ {  

"id": "627d3d4f410ae00ede026358", "name": "User Name" 

}  

], 

"TotpToken": [ {  

"id": "627e7ffec027bb87054ea6e3", "name": "�Y�g�^�_�d�k.�D�e�x�q" 

}, {  

"id": "627e8041c027bb87054ea6e4", "name": "Microsoft" 

}  

], 

"HotpToken": [ {  

"id": "62829fb2e0270cb2ea95208c", "name": "YubiKey 1234567" 

}  

] 
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},  

"success": true, "message": null }  

16.8.6. �I�_�j�_�b�f�_�g�h�\�Z�g�b�_���Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�Z 

�:�^�j�_�k 

https://api.gos.multifactor.ru/users/{id}/authenticators/{type}/{authenticatorid } | �f�_�l�h�^ 

PUT. 

�I�Z�j�Z�f�_�l�j�u�� 

�‡ id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 
 
GET https://api.gos.multifactor.ru/users/1234567890/authenticators 

 

type �²  �k�i�h�k�h�[���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b; 

�‡ authenticatorid �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�Z��PUT 

�I�Z�j�Z�f�_�l�j�u���\���l�_�e�_���a�Z�i�j�h�k�Z�� 

{  
Name": ���K�b�g�b�c���j�m�l�h�d�_�g 
}  

�I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  
success": true, message": null 
}  

�M�^�Z�e�_�g�b�_���Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�Z 

�:�^�j�_�k 

 

https://api.gos.multifactor.ru/users/{id}/authenticators/{type}/{authenticatorid } | �f�_�l�h�^ DELETE . 
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�I�Z�j�Z�f�_�l�j�u�� 

�‡ id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�‡ type �²  �k�i�h�k�h�[���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡ authenticatorid �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�Z�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

DELETE 
https://api.gos.multifactor.ru/users/1234567890/authenticators/telegram/2345678 

�I�j�b�f�_�j �h�l�\�_�l�Z: 

{  

"success": true 

"message": null } �F�h�`�g�h �l�Z�d�`�_ �\�u�a�\�Z�l�v �^�Z�g�g�m�x �n�m�g�d�p�b�x �[�_�a �m�d�Z�a�Z�g�b�y authenticatorid. �<���l�Z�d�h�f��

�k�e�m�q�Z�_���[�m�^�m�l���m�^�Z�e�_�g�u���\�k�_���g�Z�k�l�j�h�_�g�g�u�_���Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�u���m�d�Z�a�Z�g�g�h�]�h���k�i�h�k�h�[�Z�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

DELETE 

https://api.gos.multifactor.ru/users/1234567890/authenticators/telegram 

�I�j�b�f�_�j �h�l�\�_�l�Z: 

{  

success": true, message": null 

}  

16.8.7. �J�_�]�b�k�l�j�Z�p�b�y���2�7�3���l�h�d�_�g�Z 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}/ authenticators/{ type}  �_���f�_�l�h�^ 
POST. 

�I�Z�j�Z�f�_�l�j�u�� 
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�‡ id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�‡ type �²  �l�b�i���l�h�d�_�g�Z�� 
�H��totptoken �²  TOTP �l�h�d�_�g�� 

�H��hotptoken �²  HOTP �l�h�d�_�g�� 

�I�h�^�^�_�j�`�b�\�Z�_�f�u�_���Z�e�]�h�j�b�l�f�u���o�w�r�b�j�h�\�Z�g�b�y�� 

�‡ TOTP-�l�h�d�_�g����SHA-1 �������p�b�n�j���� 

�‡ HOTP-�l�h�d�_�g����SHA-1, SHA-256, SHA-512 �������p�b�n�j���� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

POST https://api.gos.multifactor.ru/users/1234567890/authenticators/hotptoken 

�I�Z�j�Z�f�_�l�j�u���\���l�_�e�_���a�Z�i�j�h�k�Z�� 

�^�������i�j�b�f�_�j���j�_�]�b�k�l�j�Z�p�b�b��Rutoken OTP 
"Name": "Rutoken HOTP", �����i�j�h�b�a�\�h�e�v�g�h�_ 

�g�Z�a�\�Z�g�b�_ 

"Key": "673c7514b68e8f09707cc6a4321aa76673a688d4" �����d�e�x�q���\��hex 

�d�h�^�b�j�h�\�d�_���` 

�?�s�_���i�j�b�f�_�j�� 

�^�������i�j�b�f�_�j���j�_�]�b�k�l�j�Z�p�b�b��YubiKey OTP 

 

"Name": "YubiKey 1234567", �����i�j�h�b�a�\�h�e�v�g�h�_ 

�g�Z�a�\�Z�g�b�_ 
 

"Key": "9b617117c2a4862f47caf4fb2e4032ac", �����d�e�x�q���\��hex 

�d�h�^�b�j�h�\�d�_ 
 

"PrivateId": "2fc5120aca42" //uid �\��hex 

�d�h�^�b�j�h�\�d�_ 
 

}   

�I�j�b�f�_�j �h�l�\�_�l�Z:  

{  
"success": true, 
"message": null 

}  
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16.8.8. �I�_�j�_�f�_�s�_�g�b�_���2�7�3���l�h�d�_�g�Z 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}/ authenticators/{ type}/{ tokenid}  
�_���f�_�l�h�^��PUT. 

�I�Z�j�Z�f�_�l�j�u�� 

�‡ id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�‡ type �²  �l�b�i���l�h�d�_�g�Z�� 

o totptoken �²  TOTP �l�h�d�_�g�� 

o hotptoken �²  HOTP �l�h�d�_�g�� 

�‡ tokenid �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���l�h�d�_�g�Z�� 

�N�m�g�d�p�b�y���^�e�y���i�_�j�_�f�_�s�_�g�b�y��OTP �l�h�d�_�g�Z���f�_�`�^�m���i�h�e�v�a�h�\�Z�l�_�e�y�f�b�����I�j�b���i�_�j�_�f�_�s�_�g�b�b��

�l�h�d�_�g���h�l�d�j�_�i�e�y�_�l�k�y���h�l���k�l�Z�j�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���b���i�j�b�d�j�_�i�e�y�_�l�k�y���\���d�Z�q�_�k�l�\�_���f�_�l�h�^�Z��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���d���p�_�e�_�\�h�f�m���i�h�e�v�a�h�\�Z�l�_�e�x�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

PUT 

https://api.gos.multifactor.ru/users/1234567890/authenticators/hotptoken/234567 

�I�Z�j�Z�f�_�l�j�u���\���l�_�e�_���a�Z�i�j�h�k�Z�� 

{  
"user": "1234567890", �����b�^�_�g�l�b�n�b�d�Z�l�h�j���p�_�e�_�\�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y 

"name": ���;�_�e�u�c���j�m�l�h�d�_�g�� �����>�h�i�p�b�h�g�Z�e�v�g�h�@���g�h�\�h�_���g�Z�a�\�Z�g�b�_ 

�Z�m�l�_�g�l�b�n�b�d�Z�l�h�j�Z���` 

�I�j�b�f�_�j���h�l�\�_�l�Z�� 

{  
"success": true, 
"message": null 

}  

16.8.9. �D�h�i�b�j�h�\�Z�g�b�_���2�7�3���l�h�d�_�g�Z 

�:�^�j�_�k��https://api.gos.multifactor.ru/users/{ id}/ authenticators/{ type}/{ tokenId}  �_���f�_�l�h�^��

PATCH. 
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�I�Z�j�Z�f�_�l�j�u�� 

�‡ id �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�‡ type �²  �l�b�i���l�h�d�_�g�Z�� 

�x totptoken �²  TOTP �l�h�d�_�g�� 

�x hotptoken �²  HOTP �l�h�d�_�g�� 

�‡ tokenid �²  �b�^�_�g�l�b�n�b�d�Z�l�h�j���l�h�d�_�g�Z�� 

�N�m�g�d�p�b�y���^�e�y���d�h�i�b�j�h�\�Z�g�b�y��OTP �l�h�d�_�g�Z���b�k�o�h�^�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���h�^�g�h�f�m���b�e�b��

�g�_�k�d�h�e�v�d�b�f���p�_�e�_�\�u�f���i�h�e�v�a�h�\�Z�l�_�e�y�f�����I�j�b���d�h�i�b�j�h�\�Z�g�b�b���l�h�d�_�g���g�_���h�l�d�j�_�i�e�y�_�l�k�y���m��

�b�k�o�h�^�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�� 

�I�j�b�f�_�j���a�Z�i�j�h�k�Z�� 

PATCH 
https://api.gos.multifactor.ru/users/1234567890/authenticators/hotptoken/234567 

�I�Z�j�Z�f�_�l�j�u���\���l�_�e�_���a�Z�i�j�h�k�Z�� 

{  
"users": [ 

"1234567890", �����b�^�_�g�l�b�n�b�d�Z�l�h�j���p�_�e�_�\�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y���� 
"1234567890" �����b�^�_�g�l�b�n�b�d�Z�l�h�j���p�_�e�_�\�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��Ansible AWX  

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Ansible AWX �^�e�y���a�Z�s�b�l�u���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�h�]�h���\�o�h�^�Z���\��

�k�b�k�l�_�f�m���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡���F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡���A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#)  

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor LDAP Adapter. 

�K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��Ansible AWX, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���g�Z���k�l�j�Z�g�b�p�_��

�\�o�h�^�Z�� 

2. LDAP �d�e�b�_�g�l��Ansible AWX �i�h���i�j�h�l�h�d�h�e�m��LDAP �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m 

MultiFactor LDAP Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��

OpenLDAP �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

16.9. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

�M�[�_�^�b�l�_�k�v�����q�l�h���g�Z���k�_�j�\�_�j�_���k��Ansible AWX �h�l�d�j�u�l�u���i�h�j�l��389 TCP (LDAP) �b��636 TCP 

(LDAPS) �^�e�y���h�l�i�j�Z�\�d�b���a�Z�i�j�h�k�h�\���d�h�f�i�h�g�_�g�l�m��MultiFactor LDAP Adapter. 

16.9.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�h�_��LDAP �i�j�b�e�h�`�_�g�b�_; 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor LDAP Adapter.�A�Z�c�^�b�l�_���\���i�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y��
Ansible AWX �k���i�j�Z�\�Z�f�b���Z�^�f�b�g�b�k�l�j�Z�l�h�j�Z�� 

�< �j�Z�a�^�_�e�_ Settings > Authentication > LDAP settings �g�Z�`�f�b�l�_ Edit . 

�‡ LDAP Server URI: �Z�^�j�_�k �b �i�h�j�l �d�h�f�i�h�g�_�g�l�Z MultiFactor LDAP Adapter �\ �n�h�j�f�Z�l�_ 

ldap-url 
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�‡ LDAP Bind Password: �i�Z�j�h�e�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y 

�‡ LDAP Group Type: �<�u�[�_�j�b�l�_ "ActiveDirectoryGroupType" �^�e�y Active Directory 

�‡ LDAP Bind DN: �m�q�z�l�g�Z�y���a�Z�i�b�k�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�����g�Z�i�j�b�f�_�j����

CN=binduser,DC=domain,DC=com) 

�‡ LDAP User Search 

LDAP-�a�Z�i�j�h�k���^�e�y���i�h�b�k�d�Z���i�h�e�v�a�h�\�Z�l�_�e�_�c 

[ 
"CN=Users,DC=domain,DC=local", 
"SCOPE_SUBTREE", 
"(sAMAccountName=%(user)s)" 

] 

�‡ LDAP Group Search 

LDAP-�a�Z�i�j�h�k���^�e�y���i�h�b�k�d�Z���]�j�m�i�i 

[ 
"DC=domain,DC=local", 
"SCOPE_SUBTREE", 
"(objectClass=group)" 

] 

�‡ LDAP User Attribute Map 

�K�h�i�h�k�l�Z�\�e�_�g�b�_���k�o�_�f�u���i�h�e�v�a�h�\�Z�l�_�e�_�c��LDAP �k���Z�l�j�b�[�m�l�Z�f�b���i�h�e�v�a�h�\�Z�l�_�e�_�c��Ansible 

AWX 

{  

"first_name": "givenName", "last_name": "sn", "email": "email" 

}  

�‡ LDAP Organization Map 

�G�Z�k�l�j�h�c�d�Z���Z�\�l�h�f�Z�l�b�q�_�k�d�h�]�h���k�h�a�^�Z�g�b�y���h�j�]�Z�g�b�a�Z�p�b�b��"LDAP Organization" �k��

�j�_�]�b�k�l�j�Z�p�b�_�c���i�h�e�v�a�h�\�Z�l�_�e�_�c���\���d�Z�q�_�k�l�\�_��"team member" �i�j�b���i�_�j�\�h�f���i�h�^�d�e�x�q�_�g�b�b 
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{  
"LDAP Organization": { "remove_users": false, "users": true, "remove_admins": false 

}  

}  

�G�Z�`�f�b�l�_��Save. 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����k-Bitrix 24 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z�����k-Bitrix24 �^�e�y���a�Z�s�b�l�u���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�h�]�h���\�o�h�^�Z���\��

�k�b�k�l�_�f�m���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡���F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡���A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#) 
 
�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor LDAP Adapter. 

16.10. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��Bitrix24, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���g�Z���k�l�j�Z�g�b�p�_���\�o�h�^�Z�� 

2. AD/LDAP �d�e�b�_�g�l��Bitrix24 �i�h���i�j�h�l�h�d�h�e�m��LDAP �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��

MultiFactor LDAP Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��

OpenLDAP �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

16.11. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

1. �M�[�_�^�b�l�_�k�v�����q�l�h���g�Z���k�_�j�\�_�j�_���k��Bitrix24 �h�l�d�j�u�l�u���i�h�j�l��389 TCP (LDAP) �b��636 TCP 

(LDAPS) �^�e�y���h�l�i�j�Z�\�d�b���a�Z�i�j�h�k�h�\���g�Z���k�_�j�\�_�j��MultiFactor LDAP Adapter; 

2. �<��Bitrix24 �m�k�l�Z�g�h�\�e�_�g���f�h�^�m�e�v��"AD/LDAP"; 

16.11.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�h�_��LDAP �i�j�b�e�h�`�_�g�b�_; 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor LDAP Adapter.�A�Z�c�^�b�l�_���\���i�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y��
Bitrix24. 

�K�h�a�^�Z�g�b�_��AD/LDAP �b�g�l�_�]�j�Z�p�b�b 

�<���j�Z�a�^�_�e�_���G�Z�k�l�j�h�c�d�b��> AD/LDAP �g�Z�`�f�b�l�_���>�h�[�Z�\�b�l�v. 
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�<�h���\�d�e�Z�^�d�_�����K�_�j�\�_�j���� 

�‡ �:�d�l�b�\�_�g�����\�d�e�x�q�b�l�_���n�e�Z�`�h�d 

�‡ �G�Z�a�\�Z�g�b�_����Ldap Adapter 

�‡ �K�_�j�\�_�j���i�h�j�l�����Z�^�j�_�k���b���i�h�j�l���d�h�f�i�h�g�_�g�l�Z MultiFactor LDAP Adapter �\���n�h�j�f�Z�l�_��ldap-

url 

�‡ �L�b�i���i�h�^�d�e�x�q�_�g�b�y�����\�u�[�_�j�b�l�_��"SSL" �^�e�y���i�h�j�l�Z�����������b�e�b�����;�_�a���r�b�n�j�h�\�Z�g�b�y�����^�e�y���i�h�j�l�Z��

389 

�‡ �E�h�]�b�g���i�h�e�v�a�h�\�Z�l�_�e�y���k���i�j�Z�\�Z�f�b���^�h�k�l�m�i�Z���g�Z���q�l�_�g�b�_���d���^�_�j�_�\�m�����m�q�z�l�g�Z�y���a�Z�i�b�k�v��

�k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�����g�Z�i�j�b�f�_�j�� 

CN=binduser,DC=domain,DC=com) 

�‡ �I�Z�j�h�e�v�����i�Z�j�h�e�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y 

�‡ �D�h�j�_�g�v �^�_�j�_�\�Z (base DN): DC=domain,DC=com 

�‡ �K�_�l�_�\�h�c���l�Z�c�f�Z�m�l�������� 

�h���I�H�>�K�D�:�A�D�: 

�K�_�j�\�b�k�g�u�c���i�h�e�v�a�h�\�Z�l�_�e�v���^�h�e�`�_�g���[�u�l�v���^�h�[�Z�\�e�_�g���\���k�i�b�k�h�d���k�_�j�\�b�k�g�u�o���m�q�z�l�g�u�o��

�a�Z�i�b�k�_�c���\���g�Z�k�l�j�h�c�d�Z�o MultiFactor LDAP Adapter �^�e�y���b�k�d�e�x�q�_�g�b�y���a�Z�i�j�h�k�Z���m���g�_�]�h��

�\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�� 

 

�<�h���\�d�e�Z�^�d�_�����G�Z�k�l�j�h�c�d�b���i�h�e�_�c����  

1. �<�u�[�_�j�b�l�_���k�o�_�f�m���k�_�j�\�_�j�Z��AD �b�e�b��LDAP; 

2. �<�� �k�_�d�p�b�b�� ���K�h�h�l�\�_�l�k�l�\�b�_�� �i�h�e�_�c�� �i�h�e�v�a�h�\�Z�l�_�e�y���b�� �Z�l�j�b�[�m�l�h�\��LDAP" �a�Z�^�Z�c�l�_�� �l�Z�[�e�b�p�m��

�k�h�h�l�\�_�l�k�l�\�b�y���i�h�e�_�c��LDAP �k�_�j�\�_�j�Z���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�b�f���i�h�e�y�f��Bitrix24. 
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   �<�:�@�G�H 

�?�k�e�b���\���\�Z�r�_�f��AD/LDAP �d�Z�l�Z�e�h�]�_���i�h�e�v�a�h�\�Z�l�_�e�y�f���g�_���i�j�b�k�\�h�_�g���Z�l�j�b�[�m�l��mail/email, �l�h��

�k�h�h�l�\�_�l�k�l�\�b�_���i�h�e�y��email �g�_�h�[�o�h�^�b�f�h���m�^�Z�e�b�l�v�� 

�<�h���\�d�e�Z�^�d�_�����K�b�g�o�j�h�g�b�a�Z�p�b�y�����\�d�e�x�q�b�l�_���n�e�Z�`�h�d�����K�h�a�^�Z�\�Z�l�v���g�_�k�m�s�_�k�l�\�m�x�s�b�o 
�i�h�e�v�a�h�\�Z�l�_�e�_�c���� 

�G�Z�`�f�b�l�_���K�h�o�j�Z�g�b�l�v. 

�G�Z�k�l�j�h�c�d�b���f�h�^�m�e�y��AD/LDAP 

16.11.2. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

�<���j�Z�a�^�_�e�_���G�Z�k�l�j�h�c�d�b��> �G�Z�k�l�j�h�c�d�b���i�j�h�^�m�d�l�Z��> �G�Z�k�l�j�h�c�d�b���f�h�^�m�e�_�c���\���\�u�i�Z�^�Z�x�s�_�f��

�k�i�b�k�d�_���k�\�_�j�o�m���\�u�[�_�j�b�l�_��AD/LDAP �b�g�l�_�]�j�Z�p�b�y. 

�G�Z���\�d�e�Z�^�d�_�����G�Z�k�l�j�h�c�d�b���� 

�‡ E-mail �^�e�y���i�h�e�v�a�h�\�Z�l�_�e�_�c�����m���d�h�l�h�j�u�o���h�g���g�_���m�d�Z�a�Z�g�� nomail@domain.com 

�‡ �K�_�j�\�_�j���^�h�f�_�g�Z���i�h���m�f�h�e�q�Z�g�b�x����Ldap Adapter 

�‡ �K�h�a�^�Z�\�Z�l�v���g�h�\�u�o���i�h�e�v�a�h�\�Z�l�_�e�_�c���i�j�b���i�_�j�\�h�c���m�k�i�_�r�g�h�c���Z�\�l�h�j�b�a�Z�p�b�b�����\�d�e�x�q�b�l�_ 

�‡ �I�j�h�\�_�j�y�l�v���Z�\�l�h�j�b�a�Z�p�b�x���g�Z���\�k�_�o���^�h�k�l�m�i�g�u�o��ldap �k�_�j�\�_�j�Z�o�����_�k�e�b���\���e�h�]�b�g�_���g�_���m�d�Z�a�Z�g��

�i�j�_�n�b�d�k�����\�d�e�x�q�b�l�_ 

�‡ �K�h�a�^�Z�\�Z�l�v���i�h�e�v�a�h�\�Z�l�_�e�y�����_�k�e�b���i�h�e�v�a�h�\�Z�l�_�e�v���k���l�Z�d�b�f���e�h�]�b�g�h�f���m�`�_���k�m�s�_�k�l�\�m�_�l����

�\�u�d�e�x�q�b�l�_ 

�G�Z�`�f�b�l�_���K�h�o�j�Z�g�b�l�v. 
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17. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���F�L�K���E�b�g�d��
���[�u�\�r�����Z�H�E�L�Q�D�U���U�X�� 

17.1. �H�[�s�Z�y���b�g�n�h�j�f�Z�p�b�y 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z���_�^�b�g�h�]�h���\�o�h�^�Z��(Single Sign-On) �\���k�_�j�\�b�k���F�L�K���E�b�g�d��

���[�u�\�r����webinar.ru) �k���f�g�h�]�h�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c��Multifactor. 

17.2. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

�F�L�K���E�b�g�d���i�h�^�^�_�j�`�b�\�Z�_�l���n�_�^�_�j�Z�l�b�\�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���i�h���i�j�h�l�h�d�h�e�m��SAML �k��

�b�k�i�h�e�v�a�h�\�Z�g�b�_�f���F�m�e�v�l�b�n�Z�d�l�h�j�Z���\���d�Z�q�_�k�l�\�_���i�h�k�l�Z�\�s�b�d�Z���m�q�z�l�g�u�o���a�Z�i�b�k�_�c�����W�l�h��

�i�h�a�\�h�e�y�_�l���p�_�g�l�j�Z�e�b�a�h�\�Z�g�g�h���m�i�j�Z�\�e�y�l�v���^�h�k�l�m�i�h�f���b���h�[�_�k�i�_�q�b�\�Z�_�l���a�Z�s�b�l�m���h�l��

�g�_�k�Z�g�d�p�b�h�g�b�j�h�\�Z�g�g�h�]�h���^�h�k�l�m�i�Z���d���k�b�k�l�_�f�_���a�Z���k�q�z�l���f�g�h�]�h�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�I�h�k�d�h�e�v�d�m���F�m�e�v�l�b�n�Z�d�l�h�j���g�_���a�Z�i�j�Z�r�b�\�Z�_�l���b���g�_���o�j�Z�g�b�l���i�Z�j�h�e�b���\�Z�r�b�o���i�h�e�v�a�h�\�Z�l�_�e�_�c����

�i�_�j�\�u�f���n�Z�d�l�h�j�h�f���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�����e�h�]�b�g���b���i�Z�j�h�e�v�����f�h�]�m�l���\�u�k�l�m�i�Z�l�v���k�e�_�^�m�x�s�b�_��

�i�h�k�l�Z�\�s�b�d�b���m�q�z�l�g�u�o���a�Z�i�b�k�_�c�� 

�| Active Directory 

�| Yandex 

�| Google 

�| �E�h�d�Z�e�v�g�u�_���i�h�e�v�a�h�\�Z�l�_�e�b���F�m�e�v�l�b�n�Z�d�l�h�j�����l�h�e�v�d�h��e-mail) 

�| �>�j�m�]�b�_���\�g�_�r�g�b�_��SAML �i�h�k�l�Z�\�s�b�d�b���m�q�z�l�g�u�o���a�Z�i�b�k�_�c 

17.3. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �F�L�K���E�b�g�d���m�k�l�Z�g�Z�\�e�b�\�Z�_�l���^�h�\�_�j�b�_���k���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����i�h�e�m�q�Z�y���_�]�h���i�m�[�e�b�q�g�u�c��

�k�_�j�l�b�n�b�d�Z�l���b���Z�^�j�_�k���_�^�b�g�h�]�h���\�o�h�^�Z��(Sigle Sign-On); 

2. �I�j�b���a�Z�i�j�h�k�_���g�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x�����F�L�K���E�b�g�d���i�_�j�_�Z�^�j�_�k�m�_�l���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z��

�k�l�j�Z�g�b�p�m���F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 

3. �F�m�e�v�l�b�n�Z�d�l�h�j���h�l�i�j�Z�\�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�y���g�Z���k�l�j�Z�g�b�p�m���i�h�k�l�Z�\�s�b�d�Z���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��

(Active Directory, Google, �Y�g�^�_�d�k�����\�g�_�r�g�b�c��SAML �i�h�k�l�Z�\�s�b�d���� 

4. �I�h�k�e�_�� �i�h�^�l�\�_�j�`�^�_�g�b�y�� �i�_�j�\�h�]�h�� �n�Z�d�l�h�j�Z���� �F�m�e�v�l�b�n�Z�d�l�h�j�� �a�Z�i�j�Z�r�b�\�Z�_�l��

�^�\�m�o�n�Z�d�l�h�j�g�m�x���Z�m�l�_�g�l�b�n�b�d�Z�p�b�x���b���\�h�a�\�j�Z�s�Z�_�l���i�h�^�i�b�k�Z�g�g�u�c���a�Z�i�j�h�k���\���F�L�K���E�b�g�d�� 

1. �F�L�K���E�b�g�d���i�j�_�^�h�k�l�Z�\�e�y�_�l���i�h�e�v�a�h�\�Z�l�_�e�x���^�h�k�l�m�i���d���a�Z�i�j�Z�r�b�\�Z�_�f�h�f�m���j�_�k�m�j�k�m���A�Z�c�^�b�l�_��

�\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����\���j�Z�a�^�_�e�_���J�_�k�m�j�k�u���k�h�a�^�Z�c�l�_���g�h�\�u�c���K�Z�c�l��-

> SAML  �i�j�b�e�h�`�_�g�b�_: 
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�‡ �G�Z�a�\�Z�g�b�_�����i�j�h�b�a�\�h�e�v�g�h�_ 

�‡ �:�^�j�_�k�����>�h�i�p�b�h�g�Z�e�v�g�h�@���Z�^�j�_�k���F�L�K���E�b�g�d 

�‡ �I�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c�� 

 Active Directory �²  �^�e�y �m�q�_�l�g�u�o �a�Z�i�b�k�_�c �^�h�f�_�g�Z Active Directory; 

 Google �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Google; 

 Yandex �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���Y�g�^�_�d�k�Z�� 

 �L�h�e�v�d�h��e-mail �²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���e�h�d�Z�e�v�g�u�o���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�����l�h�e�v�d�h��e-mail, �[�_�a���i�Z�j�h�e�y���� 

 �>�j�m�]�h�c���²  �^�e�y���b�k�i�h�e�v�a�h�\�Z�g�b�y���m�q�_�l�g�u�o���a�Z�i�b�k�_�c���i�j�_�^�g�Z�k�l�j�h�_�g�g�u�o���\�g�_�r�g�b�o��

�i�h�k�l�Z�\�s�b�d�h�\���\���j�Z�a�^�_�e�_���G�Z�k�l�j�h�c�d�b��-> �I�h�k�l�Z�\�s�b�d�b���m�q�_�l�g�u�o���a�Z�i�b�k�_�c; 

�‡ �:�^�j�_�k���i�h�j�l�Z�e�Z�����_�k�e�b���\�u�[�j�Z�g���i�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c��Active Directory, �l�h��

�m�d�Z�`�b�l�_���Z�^�j�_�k�����\�g�_�r�g�b�c���b�e�b���\�g�m�l�j�_�g�g�b�c�����i�j�_�^�\�Z�j�b�l�_�e�v�g�h���g�Z�k�l�j�h�_�g�g�h�]�h���i�h�j�l�Z�e�Z��

�k�Z�f�h�h�[�k�e�m�`�b�\�Z�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�� 

2. �K�h�o�j�Z�g�b�l�_���g�Z�k�l�j�h�c�d�b�� 

3. �K�h�o�j�Z�g�b�l�_���b�e�b���h�l�d�j�h�c�l�_���i�h���k�k�u�e�d�_���n�Z�c�e���b�a���i�h�e�y���F�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z, 

�h�g���i�h�g�Z�^�h�[�b�l�k�y���^�e�y���^�Z�e�v�g�_�c�r�_�c���g�Z�k�l�j�h�c�d�b���F�L�K���E�b�g�d�� 

4. �I�h�e�_���I�h�k�l�Z�\�s�b�d���m�k�e�m�]���i�h�d�Z���h�k�l�Z�\�v�l�_���i�m�k�l�u�f�����f�u���\�_�j�g�_�f�k�y���d���g�_�f�m���i�h�a�`�_���i�h�k�e�_��

�g�Z�k�l�j�h�c�d�b���F�L�K���E�b�g�d�� 

17.3.1. �G�Z�k�l�j�h�c�d�Z���F�L�K���E�b�g�d 

�G�Z�k�l�j�h�c�d�Z��SAML �d�h�g�n�b�]�m�j�Z�p�b�b 

1. �A�Z�c�^�b�l�_���\���j�Z�a�^�_�e���I�j�b�e�h�`�_�g�b�y��-> �G�Z�k�l�j�h�c�d�b��SSO: 

2. �<���j�Z�a�^�_�e�_���<�u�[�h�j���i�j�h�l�h�d�h�e�Z���b���g�Z�k�l�j�h�c�d�b���i�j�h�\�Z�c�^�_�j�Z���b�^�_�g�l�b�n�b�d�Z�p�b�b: 

�‡ �I�j�h�l�h�d�h�e����SAML; 

�‡ �<�u�[�h�j SSO �i�j�h�\�Z�c�^�_�j�Z: Active Directory; 

�‡ �B�^�_�g�l�b�n�b�d�Z�l�h�j �h�[�t�_�d�l�Z (Identity Provider (idP) Entity ID): 

�K�k�u�e�d�Z���g�Z���f�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z���b�a���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_��SAML �j�_�k�m�j�k�Z���\��

�i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�� 
�I�j�b�f�_�j���a�g�Z�q�_�g�b�y����https://idp.gos.multifactor.ru/rs_<identifier>; 

�‡ URL �K�b�k�l�_�f�u���_�^�b�g�h�]�h���\�o�h�^�Z��(Sign-in page URL): 

�K�k�u�e�d�Z���g�Z���f�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z���b�a���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_��SAML �j�_�k�m�j�k�Z���\��

�i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j������/login/. 
�I�j�b�f�_�j���a�g�Z�q�_�g�b�y����https://idp.gos.multifactor.ru/rs_<identifier>/login/; 

�‡ URL �K�b�k�l�_�f�u���_�^�b�g�h�]�h���\�u�o�h�^�Z��(Sign-out page URL): 

�K�k�u�e�d�Z���g�Z���f�_�l�Z�^�Z�g�g�u�_���F�m�e�v�l�b�n�Z�d�l�h�j�Z���b�a���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_��SAML 

�j�_�k�m�j�k�Z���\���i�Z�g�_�e�b���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j������/logout/. 
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�I�j�b�f�_�j���a�g�Z�q�_�g�b�y����https://idp.gos.multifactor.ru/rs_<identifier>/logout/; 

�K�_�j�l�b�n�b�d�Z�l��(Identity provider certificate): 

�&�d�h�i�b�j�m�c�l�_���a�g�Z�q�_�g�b�_���\�g�m�l�j�b���l�w�]�Z��<X509Certificate> �b�a���n�Z�c�e�Z���f�_�l�Z�^�Z�g�g�u�o��

�F�m�e�v�l�b�n�Z�d�l�h�j�Z�����I�h�f�_�k�l�b�l�_���_�]�h���f�_�`�^�m���l�w�]�Z�f�b�� ---------------------------------- BEGIN 

CERTIFICATE -------- �b�� ----------END CERTIFICATE ---------; 

�I�j�b�f�_�j���3�(�0-�k�_�j�l�b�n�b�d�Z�l�Z�� 

 ------- BEGIN CERTIFICATE --------  
���A�Z�d�h�^�b�j�h�\�Z�g�g�u�c���\���n�h�j�f�Z�l�_��Base64 �k�_�j�l�b�n�b�d�Z�l�! 
 ------- END CERTIFICATE --------  

�G�Z�`�f�b�l�_���>�Z�e�_�_; 

�K�h�o�j�Z�g�b�l�_���k�k�u�e�d�b���B�^�_�g�l�b�n�b�d�Z�l�h�j���h�[�t�_�d�l�Z��(Entity  ID) �b��URL ACS �b���g�Z�`�f�b�l�_��

�>�Z�e�_�_; 

5. �K�h�a�^�Z�c�l�_��XML  �n�Z�c�e��sp_metadata.xml: 

<?xml version="1.0"?> 

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="ENTITY_URL"> 

<md:SPSSODescriptor AuthnRequestsSigned="false" 

WantAssertionsSigned="false" 

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid- 

format:unspecified</md:NameIDFormat> 

<md:AssertionConsumerService 

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

Location="ASSERTION_CONSUMER_SERVICE_URL" index="1" /> 

</md:SPSSODescriptor> 

</md:EntityDescriptor> 

�]�^�_: 

ENTITY _URL - �a�g�Z�q�_�g�b�_���B�^�_�g�l�b�n�b�d�Z�l�h�j���h�[�t�_�d�l�Z��(Entity  ID); 
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ASSERTION_CONSUMER_SERVICE_URL - �a�g�Z�q�_�g�b�_ URL ACS. 

�K�h�o�j�Z�g�b�l�_���n�Z�c�e��sp_metadata.xml �b���a�Z�]�j�m�a�b�l�_���_�]�h���\���i�h�e�_���I�h�k�l�Z�\�s�b�d���m�k�e�m�]���\���i�Z�g�_�e�b��

�m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�Z�����\���g�Z�k�l�j�h�c�d�Z�o���k�h�a�^�Z�g�g�h�]�h���j�Z�g�_�_��SAML �j�_�k�m�j�k�Z�� 

6. �<���j�Z�a�^�_�e�_���M�d�Z�`�b�l�_���^�h�f�_�g���w�e�_�d�l�j�h�g�g�h�c���i�h�q�l�u���\�u�[�_�j�b�l�_���^�h�f�_�g���^�e�y���Z�k�k�h�p�b�Z�p�b�b���k��

�i�h�k�l�Z�\�s�b�d�h�f�� �m�q�z�l�g�u�o�� �a�Z�i�b�k�_�c���� �?�k�e�b�� �m�� �\�Z�k�� �g�_�� �i�h�^�l�\�_�j�`�^�_�g�h�� �g�b�� �h�^�g�h�]�h�� �^�h�f�_�g�Z����

�g�_�h�[�o�h�^�b�f�h���^�h�[�Z�\�b�l�v���b���\�_�j�b�n�b�p�b�j�h�\�Z�l�v���g�_�h�[�o�h�^�b�f�u�c���^�h�f�_�g�� 

7. �B�k�i�h�e�v�a�h�\�Z�l�v��SSO �^�e�y���\�o�h�^�Z���\���e�b�q�g�u�c���d�Z�[�b�g�_�l�����\�d�e�x�q�b�l�_�� 
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�G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b��Passwork 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Passwork �^�e�y���a�Z�s�b�l�u���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�h�]�h���\�o�h�^�Z���\��

�k�b�k�l�_�f�m���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡���F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡���A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#)  

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor LDAP Adapter. 

17.4. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��Passwork, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���g�Z���k�l�j�Z�g�b�p�_���\�o�h�^�Z�� 

2. LDAP �d�e�b�_�g�l��Passwork �i�h���i�j�h�l�h�d�h�e�m��LDAP �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��

MultiFactor LDAP Adapter. 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��

OpenLDAP �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

17.5. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

�M�[�_�^�b�l�_�k�v�����q�l�h���g�Z���k�_�j�\�_�j�_���k��Passwork �h�l�d�j�u�l�u���i�h�j�l��389 TCP (LDAP) �b��636 TCP 

(LDAPS) �^�e�y���h�l�i�j�Z�\�d�b���a�Z�i�j�h�k�h�\���g�Z���k�_�j�\�_�j MultiFactor LDAP Adapter. 

17.5.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�h�_��LDAP �i�j�b�e�h�`�_�g�b�_; 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor LDAP Adapter. 

17.5.2. �G�Z�k�l�j�h�c�d�Z���3�D�V�V�Z�R�U�N 

�A�Z�c�^�b�l�_���\���i�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y��Passwork -> LDAP �g�Z�k�l�j�h�c�d�b��-> �>�h�[�Z�\�b�l�v���k�_�j�\�_�j: 

�‡ �<�\�_�^�b�l�_���g�Z�a�\�Z�g�b�_���k�_�j�\�_�j�Z 

�‡ �M�d�Z�`�b�l�_���h�k�g�h�\�g�h�c���o�h�k�l 

�‡ �M�d�Z�`�b�l�_���l�b�i���Z�\�l�h�j�b�a�Z�p�b�b 
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�‡ �K�h�o�j�Z�g�b�l�_���g�Z�k�l�j�h�c�d�b 
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18. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���5�H�G�P�L�Q�H 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Redmine �^�e�y���a�Z�s�b�l�u���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�h�]�h���\�o�h�^�Z���\��

�k�b�k�l�_�f�m���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡���F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡���A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#)  

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor LDAP Adapter. 

18.1. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��Redmine, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���g�Z���k�l�j�Z�g�b�p�_���\�o�h�^�Z�� 

2. LDAP �d�e�b�_�g�l��Redmine �i�h���i�j�h�l�h�d�h�e�m��LDAP �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��

MultiFactor LDAP Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��

OpenLDAP �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

18.2. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

�M�[�_�^�b�l�_�k�v�����q�l�h���g�Z���k�_�j�\�_�j�_���k��Redmine �h�l�d�j�u�l�u���i�h�j�l��389 TCP (LDAP) �b��636 TCP (LDAPS) 

�^�e�y���h�l�i�j�Z�\�d�b���a�Z�i�j�h�k�h�\���g�Z���k�_�j�\�_�j��MultiFactor LDAP Adapter. 

18.2.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�h�_��LDAP �i�j�b�e�h�`�_�g�b�_; 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor LDAP Adapter. 

18.2.2. �G�Z�k�l�j�h�c�d�Z���5�H�G�P�L�Q�H 

�A�Z�c�^�b�l�_���\���i�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y��Redmine.
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�G�Z�k�l�j�h�c�d�Z LDAP �k�_�j�\�_�j�Z 

�< �j�Z�a�^�_�e�_ Administration > LDAP Authentication �g�Z�`�f�b�l�_ New authentication mode. 

�‡ Name: MF 

�‡ Host: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor LDAP Adapter 

�‡ Port: �i�h�j�l���k�h�]�e�Z�k�g�h���g�Z�k�l�j�h�c�d�Z�f���d�h�f�i�h�g�_�g�l�Z MultiFactor LDAP Adapter. �<�u�[�_�j�b�l�_��

�k�o�_�f�m��"LDAPS" �^�e�y���i�h�j�l�Z�����������b�e�b��"LDAP" �^�e�y���i�h�j�l�Z�������� 

�‡ Account: �m�q�z�l�g�Z�y���a�Z�i�b�k�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�����g�Z�i�j�b�f�_�j����

CN=binduser,DC=domain,DC=com) 

�‡ Password: �i�Z�j�h�e�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y 

�‡ Base DN: DC=domain,DC=com 

�‡ Timeout (in seconds): 60 

�‡ On-the-fly user creation: �i�h�k�l�Z�\�v�l�_ �n�e�Z�`�h�d 

�<���k�_�d�p�b�b��"Attributes" �a�Z�^�Z�c�l�_���l�Z�[�e�b�p�m���k�h�h�l�\�_�l�k�l�\�b�y���i�h�e�_�c��LDAP �k�_�j�\�_�j�Z��

�i�h�e�v�a�h�\�Z�l�_�e�v�k�d�b�f���i�h�e�y�f��Redmine. 

�‡ Login attribute: �^�e�y��AD �m�k�l�Z�g�h�\�b�l�_���a�g�Z�q�_�g�b�_��sAMAccountName, �^�e�y��OpenLDAP �± 

uid 

�I�H�>�K�D�:�A�D�: 

�K�_�j�\�b�k�g�u�c���i�h�e�v�a�h�\�Z�l�_�e�v���^�h�e�`�_�g���[�u�l�v���^�h�[�Z�\�e�_�g���\���k�i�b�k�h�d���k�_�j�\�b�k�g�u�o���m�q�z�l�g�u�o��

�a�Z�i�b�k�_�c���\���g�Z�k�l�j�h�c�d�Z�o MultiFactor LDAP Adapter �^�e�y���b�k�d�e�x�q�_�g�b�y���a�Z�i�j�h�k�Z���m���g�_�]�h��

�\�l�h�j�h�]�h���n�Z�d�l�h�j�Z�� 

 

�G�Z�`�f�b�l�_��Create.  
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19. �G�Z�k�l�j�h�c�d�Z���^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���=�D�E�E�L�[ 

�<���k�l�Z�l�v�_���h�i�b�k�u�\�Z�_�l�k�y���g�Z�k�l�j�h�c�d�Z��Zabbix �^�e�y���a�Z�s�b�l�u���i�h�e�v�a�h�\�Z�l�_�e�v�k�d�h�]�h���\�o�h�^�Z���\���k�b�k�l�_�f�m��

�^�\�m�o�n�Z�d�l�h�j�g�h�c���Z�m�l�_�g�l�b�n�b�d�Z�p�b�_�c�� 

�<�h�a�f�h�`�g�u�_���k�i�h�k�h�[�u���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

�‡���F�h�[�b�e�v�g�h�_���i�j�b�e�h�`�_�g�b�_��MultiFactor 
 

�‡���A�\�h�g�h�d�����g�m�`�g�h���i�j�b�g�y�l�v���\�u�a�h�\���b���g�Z�`�Z�l�v��#)  

�>�e�y���g�Z�k�l�j�h�c�d�b���\�l�h�j�h�]�h���n�Z�d�l�h�j�Z���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���\�Z�f���i�h�l�j�_�[�m�_�l�k�y���m�k�l�Z�g�h�\�b�l�v���b��

�g�Z�k�l�j�h�b�l�v MultiFactor LDAP Adapter. 

19.1. �K�o�_�f�Z���j�Z�[�h�l�u 

1. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�d�e�x�q�Z�_�l�k�y���d��Zabbix, �\�\�h�^�b�l���e�h�]�b�g���b���i�Z�j�h�e�v���g�Z���k�l�j�Z�g�b�p�_���\�o�h�^�Z�� 

2. LDAP �d�e�b�_�g�l��Zabbix �i�h���i�j�h�l�h�d�h�e�m��LDAP �i�h�^�d�e�x�q�Z�_�l�k�y���d���d�h�f�i�h�g�_�g�l�m��MultiFactor 

LDAP Adapter; 

3. �D�h�f�i�h�g�_�g�l���i�j�h�\�_�j�y�_�l���e�h�]�b�g���b���i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���\��Active Directory �b�e�b��

OpenLDAP �b���a�Z�i�j�Z�r�b�\�Z�_�l���\�l�h�j�h�c���n�Z�d�l�h�j���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

4. �I�h�e�v�a�h�\�Z�l�_�e�v���i�h�^�l�\�_�j�`�^�Z�_�l���a�Z�i�j�h�k���^�h�k�l�m�i�Z���\�u�[�j�Z�g�g�u�f���k�i�h�k�h�[�h�f��

�Z�m�l�_�g�l�b�n�b�d�Z�p�b�b�� 

19.2. �I�_�j�_�^���g�Z�q�Z�e�h�f���j�Z�[�h�l�u 

�M�[�_�^�b�l�_�k�v�����q�l�h���g�Z���k�_�j�\�_�j�_���k��Zabbix �h�l�d�j�u�l�u���i�h�j�l��389 TCP (LDAP) �b��636 TCP (LDAPS) 

�^�e�y���h�l�i�j�Z�\�d�b���a�Z�i�j�h�k�h�\���g�Z���k�_�j�\�_�j��MultiFactor LDAP Adapter. 

19.2.1. �G�Z�k�l�j�h�c�d�Z���F�m�e�v�l�b�n�Z�d�l�h�j�Z 

1. �A�Z�c�^�b�l�_���\ �k�b�k�l�_�f�m���m�i�j�Z�\�e�_�g�b�y���F�m�e�v�l�b�n�Z�d�l�h�j�h�f�����^�Z�e�_�_���\���j�Z�a�^�_�e�����J�_�k�m�j�k�u�����b��

�k�h�a�^�Z�c�l�_���g�h�\�h�_��LDAP �i�j�b�e�h�`�_�g�b�_; 

2. �I�h�k�e�_���k�h�a�^�Z�g�b�y���\�Z�f���[�m�^�m�l���^�h�k�l�m�i�g�u���^�\�Z���i�Z�j�Z�f�_�l�j�Z����NAS Identifier  �b��Shared 

Secret, �h�g�b���i�h�l�j�_�[�m�x�l�k�y���^�e�y���i�h�k�e�_�^�m�x�s�b�o���r�Z�]�h�\�� 

3. �A�Z�]�j�m�a�b�l�_���b���m�k�l�Z�g�h�\�b�l�_ MultiFactor LDAP Adapter. 

19.2.2. �G�Z�k�l�j�h�c�d�Z���=�D�E�E�L�[ 

�A�Z�c�^�b�l�_���\���i�Z�g�_�e�v���m�i�j�Z�\�e�_�g�b�y��Zabbix. 
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�I�_�j�_�c�^�b�l�_ �\ �j�Z�a�^�_�e Administration > Authentication. 

�G�Z���\�d�e�Z�^�d�_��"LDAP Settings": 

�‡ Enable LDAP authentication: �\�d�e�x�q�b�l�_���n�e�Z�`�h�d 

�‡ LDAP host: �Z�^�j�_�k �d�h�f�i�h�g�_�g�l�Z MultiFactor LDAP Adapter 

�‡ Port: �i�h�j�l���k�h�]�e�Z�k�g�h���g�Z�k�l�j�h�c�d�Z�f���d�h�f�i�h�g�_�g�l�Z MultiFactor LDAP Adapter. �H�[�u�q�g�h��

�b�k�i�h�e�v�a�m�_�l�k�y�����������^�e�y���k�o�_�f�u��LDAP �b�����������^�e�y��LDAPS 

�‡ Base DN: DC=domain,DC=com 

�‡ Search attribute: �m�d�Z�`�b�l�_ sAMAccountName �^�e�y Active Directory �b�e�b uid �^�e�y �l�b�i�h�\�h�]�h 

LDAP-�d�Z�l�Z�e�h�]�Z 

�‡ Bind DN: �m�q�z�l�g�Z�y���a�Z�i�b�k�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y�����g�Z�i�j�b�f�_�j����

CN=binduser,DC=domain,DC=com) 

�‡ Case sensitive login: �\�d�e�x�q�b�l�_�����_�k�e�b���e�h�]�b�g���q�m�\�k�l�\�b�l�_�e�_�g���d���j�_�]�b�k�l�j�m 

�‡ Bind password: �i�Z�j�h�e�v���k�_�j�\�b�k�g�h�]�h���i�h�e�v�a�h�\�Z�l�_�e�y 

�‡ Login: �e�h�]�b�g���i�h�e�v�a�h�\�Z�l�_�e�y���^�e�y���l�_�k�l�Z 

�‡ User password: �i�Z�j�h�e�v���i�h�e�v�a�h�\�Z�l�_�e�y���^�e�y���l�_�k�l�Z 

�G�Z�`�f�b�l�_��Test, �q�l�h�[�u���i�j�h�l�_�k�l�b�j�h�\�Z�l�v���d�h�g�n�b�]�m�j�Z�p�b�x�����I�h�e�v�a�h�\�Z�l�_�e�x�����m�d�Z�a�Z�g�g�h�f�m���\��

�i�h�e�_��Login, �i�j�b�^�_�l���a�Z�i�j�h�k���g�Z���i�h�^�l�\�_�j�`�^�_�g�b�_���^�h�k�l�m�i�Z���\���k�h�h�l�\�_�l�k�l�\�b�b���k���g�Z�k�l�j�h�_�g�g�u�f���\��

�_�]�h���i�j�h�n�b�e�_���f�_�l�h�^�h�f��2FA. 

�?�k�e�b���l�_�k�l���i�j�h�r�_�e���m�k�i�_�r�g�h�����k�h�o�j�Z�g�b�l�_���d�h�g�n�b�]�m�j�Z�p�b�x���b���i�_�j�_�c�^�b�l�_���g�Z���\�d�e�Z�^�d�m��

"Authentication". 

�h���I�H�>�K�D�:�A�D�: 

�K�_�j�\�b�k�g�u�c���i�h�e�v�a�h�\�Z�l�_�e�v���^�h�e�`�_�g���[�u�l�v���^�h�[�Z�\�e�_�g���\���k�i�b�k�h�d���k�_�j�\�b�k�g�u�o���m�q�z�l�g�u�o��

�a�Z�i�b�k�_�c���\���g�Z�k�l�j�h�c�d�Z�o MultiFactor LDAP Adapter �^�e�y���b�k�d�e�x�q�_�g�b�y���a�Z�i�j�h�k�Z���m���g�_�]�h��

�\�l�h�j�h�]�h���n�Z�d�l�h�j�Z��  
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�G�Z �\�d�e�Z�^�d�_ "Authentication": 
�G�Z�`�f�b�l�_ Update. 

 
�A�:�F�?�L�D�: 

Zabbix �g�_���i�h�^�^�_�j�`�b�\�Z�_�l���k�b�g�o�j�h�g�b�a�Z�p�b�x���k��LDAP �d�Z�l�Z�e�h�]�h�f���b���^�b�g�Z�f�b�q�_�k�d�b�c��

�i�j�h�\�b�a�b�h�g�b�g�]���i�h�e�v�a�h�\�Z�l�_�e�_�c�����G�_���a�Z�d�j�u�\�Z�y���k�_�k�k�b�x�����m�[�_�^�b�l�_�k�v�����q�l�h���\��Zabbix �k�h�a�^�Z�g�u��

�i�h�e�v�a�h�\�Z�l�_�e�b�����k�h�h�l�\�_�l�k�l�\�m�x�s�b�_���i�h�e�v�a�h�\�Z�l�_�e�y�f��LDAP �d�Z�l�Z�e�h�]�Z�� 

19.2.3. �<�h�k�k�l�Z�g�h�\�e�_�g�b�_���^�h�k�l�m�i�Z 

�<���k�e�m�q�Z�_���g�_�h�[�o�h�^�b�f�h�k�l�b���f�h�`�g�h���b�a�f�_�g�b�l�v���l�b�i���Z�m�l�_�g�l�b�n�b�d�Z�p�b�b���g�Z��Internal  

�g�_�i�h�k�j�_�^�k�l�\�_�g�g�h���\���[�Z�a�_���^�Z�g�g�u�o��Zabbix (MySQL �b�e�b��PostgreSQL). 

  

mysql -u USERNAME -p use zabbix; 

update config set authentication_type = 0; 

�]�^�_��USERNAME - �b�f�y���i�h�e�v�a�h�\�Z�l�_�e�y���[�Z�a�u���^�Z�g�g�u�o. 

  



 
�J�H�N���������������������������������������������J�:  01 

199 
 

 

20. BearPass 

20.1. �H�[�s�_�_ 

   �<�:�@�G�H 

�>�h�k�l�m�i�g�h���l�h�e�v�d�h���^�e�y���i�e�Z�l�g�u�o���l�Z�j�b�n�h�\ 

BearPass �i�h�^�^�_�j�`�b�\�Z�_�l���\�h�a�f�h�`�g�h�k�l�v���Z�\�l�h�j�b�a�Z�p�b�b���i�h���k�l�Z�g�^�Z�j�l�m��SSO SAML. �I�j�b��

�i�h�i�u�l�d�_���\�o�h�^�Z���q�_�j�_�a��SSO, �i�j�b�e�h�`�_�g�b�_���i�h�i�u�l�Z�_�l�k�y���g�Z�c�l�b���i�h�e�v�a�h�\�Z�l�_�e�y���i�h���e�h�]�b�g�m�����?�k�e�b��

�i�h�e�v�a�h�\�Z�l�_�e�y���_�s�_���g�_�l���\���k�b�k�l�_�f�_��- �h�g���[�m�^�_�l���k�h�a�^�Z�g���b���i�j�b�\�y�a�Z�g���d���i�j�h�\�Z�c�^�_�j�m��SSO. 

�Q�l�h�[�u���g�Z�k�l�j�h�b�l�v��SSO, �i�_�j�_�c�^�b�l�_���\���k�h�h�l�\�_�l�k�l�\�m�x�s�b�c���i�m�g�d�l���f�_�g�x���\���Z�^�f�b�g�b�k�l�j�Z�l�b�\�g�h�f��

�j�Z�a�^�_�e�_ 

   �<�:�@�G�H 

�I�h�e�v�a�h�\�Z�l�_�e�v���^�h�e�`�_�g���b�f�_�l�v���i�j�Z�\�h�����G�Z�k�l�j�h�c�d�Z��SSO" 

 
�A�^�_�k�v���g�_�h�[�o�h�^�b�f�h���a�Z�i�h�e�g�b�l�v���^�Z�g�g�u�_�����i�h�e�m�q�_�g�b�_���h�l���i�j�h�\�Z�c�^�_�j�Z��SSO. 
�>�h�i�h�e�g�b�l�_�e�v�g�h���f�h�`�g�h���k�^�_�e�Z�l�v���f�Z�i�i�b�g�]���Z�l�j�b�[�m�l�h�\���i�h�e�v�a�h�\�Z�l�_�e�y���b�a���i�j�h�\�Z�c�^�_�j�Z�� 

�I�h�k�e�_���Z�d�l�b�\�Z�p�b�b��SSO �i�j�h�\�Z�c�^�_�j�Z���\���n�h�j�f�_���\�o�h�^�Z���i�h�y�\�b�l�k�y���d�g�h�i�d�Z�����<�h�c�l�b���q�_�j�_�a��SSO" 
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�H�i�p�b�h�g�Z�e�v�g�h���f�h�`�g�h���g�Z�k�l�j�h�b�l�v���r�b�n�j�h�\�Z�g�b�_���b���l�j�_�[�h�\�Z�g�b�_���i�h�^�i�b�k�_�c���a�Z�i�j�h�k�h�\�����<��

�g�Z�k�l�j�h�c�d�Z�o���k�h���k�l�h�j�h�g�u���i�j�h�\�Z�c�^�_�j�Z���w�l�h���l�h�`�_���^�h�e�`�g�h���[�u�l�v���\�d�e�x�q�_�g�h�� 

 

20.1.1. �F�m�e�v�l�b�n�Z�d�l�h�j 

�>�h�[�Z�\�v�l�_���g�h�\�u�c���j�_�k�m�j�k����SAML-�i�j�b�e�h�`�_�g�b�_���� 
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�A�Z�i�h�e�g�b�l�_���g�Z�a�\�Z�g�b�_���b���Z�^�j�_�k�����\�u�[�_�j�b�l�_���g�m�`�g�u�c���\�Z�f���i�h�k�l�Z�\�s�b�d���m�q�_�l�g�u�o���a�Z�i�b�k�_�c�� 

 

�K�d�Z�q�Z�c�l�_���n�Z�c�e���f�_�l�Z�^�Z�g�g�u�o���b�a���F�m�e�v�l�b�n�Z�d�l�h�j�Z�� 
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�B���a�Z�]�j�m�a�b�l�_���_�]�h���\��BearPass: 

 

�M�d�Z�`�b�l�_���k�k�u�e�d�m���g�Z���f�_�l�Z�^�Z�g�g�u�_���b�a��BearPass ���m�[�_�^�b�l�_�k�v�����q�l�h���\�u���Z�d�l�b�\�b�j�h�\�Z�e�b��SSO �g�Z��

�i�j�_�^�u�^�m�s�_�f���r�Z�]�_���� 








































































































































































































































































