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1. GZagZqgq _gb_ijh]jzZffu

Fmevibnzdlbgkljmf *ely*\\monzZdlh¥ghilc glbnbdZpbb ihevah\Zl_e
\IThjuf nZdlhjhf ijb “hkimi_ d ex[uf dhjihjZIb\guf j_kmjkzZf 931 9
b /LEXdnjZkljmdImjZz h[eZqgu_ ijbeh  _gby k ihA"™ _j°dhc | _ogh

\oh"Z

662

<hafh'gu_ f_Ih”u Zml_glbnbdZpbb \ IH ©FmevibnzZdlhj?2

Fh[bevgh_ ijbeh” _gb_ O0OXOWLIDFWRU
Mgb\_jkZevgZmEZHEBEbnbdZpby k ihA""_j dhc [bhf_Ijbb

273 ZiiZjZlguc Lhd_g

+273 Lhd_g

273 ijh]jzffguc Lhd_g *RRJOH DXWKHQWLFDWRU Y Dexc
KFK khh[s_gb_

A\hghd gZ fh[bevgh_ mkljhckl\h

< dzq_kI\_ j_kmjkh\ ih~"_j"b\Z_fuo “ey \g_"j_gby “\monzZdlhjgh
fhlml \ukIimiZzZlv

1)
2)
3)
4)
5)

BgnjZkljmdImjz /LQX][
BgnjZkljmdWmngdws
F_"k_ | \wdjZgu

H[{eZdZ b kbkl_fu \bjlmZebaZpbb

ljbeh™ _gby
a) Zabbix
b) Ansible AWX
C) kBitrix24

d) Redmine
e) MTS-Link
f) Passwork
9) ljhab_
h) Lhgdb “hklnaFZ :L
) KD>IM :cLLEkKIbhg
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2. GZqZeh jZ[hlu

<u j_rbeb ihrdexgblv fgh]l]hnzZdlhjgmx 2ml _jghnhdiZmldx h
dhlhjhf \u gbdh]*"Z g_ih"Ze__ | lheh\bgZ » eZ m _ k» _eZgZ hk

1. AZj_1bkljbjmckbkVv_f_mijZ\e_gby FmevikhhZtZkejhf
bgnhjfZpbhggmx kbkl_fm b j_kmjku
2. >ey ih*dexq_gby kZclh\

X ljhzgZebabjmcl_\k_ ijhp_kku \Zr_]h ijbeh” _gby dhlhju
azZsblblv hl g _kZgdpbhgbjh\Zggh]h "hklmiZz DZd fbgbfn
eh]l]bg b \hkklZgh\e _gb_iZjhey

X Ohjhr_c fukevx [m”_I “h[Z\blv \lhjhc nZdlhj Zml_glbnbc
A _ckl\bc [Ij_[mxsbo hkh[h]h dhglhgpfb\j@]mm b ldb
hlg_1zZ ih ijhrz zZf kh \k_fb dhgljzZ]_glzZfb

x Bgl_]jbjmcl_ FmevibnzZdlhj b h[{yaZl_evgh ijhl_klbjmcl_
i_j_™aZimkdhf Bgl_]jZpby ijhklZy b g_ aZcf_| m \Zk fg

3.>ey ih*dexqgq_gby bgnjZkljmdImju \hkihevamcl_kv gZrbfb bgklj
gZkljhecd _
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lhjlZe "ey ithevah\Zl e c

21.H[sb_k\_~ gby

MultiFactor SelfServicePortal 2 \_{kZcl jZajzZ[hlZgguc b ih**_j b\zZ_f
dhfiZzgb_c¢ FmevibnzZdlh]j 7ey kZfhklhyl _evghc j_]bkljZpbb \I
Zml_glbnbdZpbb ihevah\zZl_eyfb k mqAdtye Direatdryboke/td b jna] b o
LDAP dZ1Zeh]h\

Dhfihg_gl “hklmi_g \f_kl_ k bkoh”~guf dh”~hf jzZkijhkljzZgy Il
"\mo \_jkbyo

X " eWindows
X e linux
22.Nmgdpbb ihjlZeZz

tijh\_jdZ eh]bgzZ b iZjhey in®OABR\ZIZely]\ bebAttve g _
Directory. Windows \ _jkbftfh™ | hkms_kl\eylv ijh\_jdm \ g_kdhevdbo ~h
_keb f_""m gbfb gzZkljh_gu ~hlghtrl ggbwgu _

t gZkljhcdZzZ \lhjh]l]h nzZdlhjzZz Zml_glbnbdZpbb

t kf_gZ iZjhey ihevah\zZl_ey ihke_ ih”?I\_j°~ _gby \lhjh]lh nzZdlhjZ

T kf_gZ ijhkjhg_ggh]lh beb |Ij_[mxs_]h aZf_gu iZjhey

T _"bgZy lhqgdZSihgleSigtOn) ~ey dhjihjZlb\guo ijbeh” _gbc k

ih~A"n_j dhc ijhlh8AMLhOpenIDConnect Oauth

tba[bjzl _evgh_\dexqg_gb_ \lhjh]l]h nzZdlhjzZz gZ hkgh\_ ijbgz~*e_~
ihevah\zZl_ ey d A¢tiveiDiréctory ijbSingleSignOn\oh”

T mijz\e_AdiiveSyncmkljhcklI\Zfb ey ~hklnkkehamhgehql _

fihrM_j°dZ ijh\CABICHA gZ kljZzgbp_ \oh”~Z \ ihjlZe

IhjlZe ij_~"gZagZq_g “ey mklZgh\db b jZ[hlu \gmljb @hhihjZlb\ghc
ihjlze fh™ _| [ulv him[ebdh\Zg "ey “hkIimiZ ba k_Ib bgl_jg_I

23.Kp_gZjbb bkihevah\Zgby

flhjlZe bkihevam_|ky ey kZfhklhyl _evghc j_]JbkljZpbb \lhjh]h |
Zml_glbnbdZpbb ihevah\zZl_eyfb \gmljb dhjihjZlb\ghc k_1Ib

flhjlZe \uihegy_| jhev _“bghc Ihqdb \oh”Z ~ey ijbeh  _gbc jZ[F
| _oghehgibgeSignOn k ihA*_j"dhc ijhlhdheh\ ZmISgVbhnbdZpbb
OpenlIDConnect OAuth;
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4. > ckl\bc ih [_ahiZkghc mklzZgh\d_ b gZkljhcd _

IhAThlh\dZ d mklZgh\d _
o M[_"bl_kv gqlh mkijhcki\h khhI\_IkI\m_1 kbkl_fguf Ij_[h\Zgby

o AZ]jmabl_ mklZgh\hgguc nZce lhevdh k mklZgh\hqgg
K_jlbnbpbjh\Zgghc ihklz\db
o Kha”Zcl_j_a_j\gmx dhibx \Z'guo "Zgguo i_j ™~ gZqZehf mkl:

MklZgh\dz

o Ke_"mcl_ bgkljmdpbyf mdZaZgguf \ "Zgghf jr
JHN J:

o ljh\_jvl_ dhgljhevgu_ kmffu bkihegy fuo g _baf_ gy fuo n.
mklZgh\db

o MklZgh\db ~“hihegbl_evguo ijh]jZff beb dhfihg_glh\ _keb hg

Fhgblhjbg] b eh]lbjh\Zgb _
o <dexgbl_\_~ gb_eh]h\ ey hlke_ "b\Zgby ~_ckl\bc \ kj_"KkI\_

o J_]meyjgh ijh\_jycl_ "mjgZeu gZ ij_"f_| ih~hajbl_evghc Zdlb
o GZkljhcl_ m\_~hfe _gby h djblbg_kdbo kh[ulbyo k\yaZgguo k

1Zjzf_lju [_ahiZkghklb
o H[jZIbl_\gbfzgb_ gZ ~“hihegbl_evgu_ iZjzZf_lju [_ahiZkghklk

b i j dhgnb]lmjZpbb dhfihg _glZz

o HagZdhfvl _kv k jZa”"_ehf ©<hijhku b hiI\_lu2 “ey ih\ur_
dhfihg_glh\ IH ©FmevibnzZdlhj?2

o < kemqgzZ_ _keb ~hihegbl_evguo f_j aZsblu g_"hklZlhqggl
| ogbg_kdmx ih~A™ _j°dm ba]lhlh\bl_ey k aZijhkhf
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5.> ckl\bc ih j_ZebaZpbb nmgdpbc [_ahiZkghklb

Kj_

nmgdpbhgbjh\Zgby kj_7*kl\Z

AZsblzZ hi_jzZpbhgghc kbkl_fu

MklZgh\dZ h[gh\e_gbc HK b iZlg_c [_ahiZkghklb

GZkljhcdZzZ [jZzg"fZmwjZ b Zglb\bjmkgh]h IH

H]jZgbg_gb_ ijZ\ ihevah\Zl _e_c¢ ijbgpbi fbgbfZevguo ijb\be

K_I_\Zy [_ahiZkghklv
GZkljhcdZ [_ahizZzkguo k_I \uo ijhlhdheh\ gZijbf_j +7736
H]ljZgbqg_gb_ ~hkimizZz d kg™kIRmf itheb3qg_j_a [_eu_ kibkdb

Nbabq_kdzZy [_ahizZkghklv
HljZgbq_gb_ nbabg_kdh]h ~hklmiz d k_j\_jzf beb mkljhckl

AKI\h

-Bkihevah\zZgb_kj_"klI\ dhgljhey “hkIimiZz

MijZ\e _gb_ mya\bfhklyfb
J Jmeyjgh_kdZgbjh\Zgb_kj _"u gZ gZebgb_ mya\bfhkl _c
MkljZg _gb_\uy\le _gguo keZ[uo f_ kI

Fhgblhjbg] b j_Z]bjh\Zgb _
GZkljhcdzZ kbkl_f fhgblhjbg]Z gZzZijbf_j 6,(0 ”~ey hlke_"b\Zz
JZajZ[hldZ ieZgZ j_Z]lbjh\Zgby gZ bgpb” _glu [ _ahiZkghklb

J_a_j\gh_ dhibjh\Zgb_ b \hkklZgh\e_gb_
GZkljhcdZ j_]meyjgh]lh kharZgby j_a_j\guo dhibc *Zgguo b
ljh\_jdZ \hafh ghklb \hkklZgh\e_gby ba j_a_j\guo dhibc \ [_
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6. leZlnhjfZ IH ©FmevibnZdlhj

6.1.MklZgh\dZ b gZkljhcdZ ieZlnhjfu

ljb gZkljhcd_ ieZlnhjfu IH Fmevljbriidlky ijhba\_klb
ij_™"\Zjbl _evgu_ gZkljhcdb kbkl_fu kha”Zlv ;> gaitdggBlv
gZkljhcdb b k_dj_Ilu \ DSSVHWWLQJV b i_j_f_ggu_ kj_"u

6.1.1. Ih*]hlh\dZ \bjimZevghc fZrbgu

Eh]bg_kdZy ko _fzZ ij_"klzZz\e_gZ gZ jbkmgd _

6.1.2. Kbkl_fgu_ |Ij_[h\ZgbWbjImZevghc fZrbgu

Dhéh y* j &38 hl
H{t _f hi_jZlb\ghc iZfylb hl *%
H{t f b Ibi “bkdZ hl *% 66
AtstraLinux.

6.1.3. >bkdh\Zy ih*"kbkl_fZ

LVM (Logical Volume Manager iha\lhey | ]Jb[dh mijZ\eylv ~bkdh
ijhkljZzgkl\hf Gb" _ ijb\_~_g ihrzZ]h\uc i\ \d.ihitjhkc dfb cklI\Z
debian.
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Mk 1Z g hin\z

sudoaptupdate

sudo apt install lvm2

JZaf_1dZ "bkdh\ kha”Zgb_ eh]bg_kdbo jZa”_eh\
G_h[oh”bfh \u”_eblv jZa"_ e dotker bZghlb G _h[oh~bf eb[h
hi* _evguc ijbfhglbjh\Zgguc "bkd eb[h kbkl_fguc "bkd "he  _g [ul
dzd eh]bq_kdb bgi@adlume b gZ g f ~he gh [ulv k\h[h~gh_ f_Kklh
disk-l hij_~ ey f imklhc “bkd ey "Zgguo b eh]h\
sudopvcreatgddevsdX AZf gX¥lgZ gm guc jZa”_ e gBhijbf |
sudo pvdisplay
sudo vgcreate multifactor /dev/sdX # vg_natebfy ]jmiiu [hfh\
VXGR YJGLVSOD\ ljh\_jblv kha“Zggmx 9*
sudo IvcreateL 20G-Q ORJV PXOWLIDFWRU Kha~Zlv /9 jZaf_jhf
sudo IvcreateL 10G-Q UDEELW PXOWLIDFWRU Kha~zZlv /9 jzaf_jhf
sudo IvcreateL 30G-Q PRQJR PXOWLIDFWRU KhanzZlv /9 jzaf_jhf
sudo IvcreateL 50G-Q GWU PXOWLIDFWRU Kha~Zlv /9rgdisry jhf

sudo Ivcreatel 100%FREE multifactorQ G D W D Kha~Zlv /9 "ey "Zgguo GRFNH
sudolvdisplay Ijh\_jbLV

KharZgb_ nZceh\hc kbkl_fu

sudomkfs.extd /[devmultifactorlogs # NhjfZlbjh\ Xéxt4

sudomkfs.extd /[devimultifactorrabbit # NhjfZIbjh\ Xéxt4

sudomkfsxfs /devivg_namémongo# N hjfZIbjh\XX#S

sudomkfs.extd /[devimultifactordtr # NhjfZIlbjh\ Xéxt4

VXGR PNIV H[W GHY PXOWLIDFWRU GDWD NhjfZlbjh\Zlv \ H

MklZgh\dZ lhqdb fhglbjh\Zgby

| j_f _klblv eh]b gZ gh\uc jZa™_e
sudo-s
mv /var/log /var/logold
mkdir /var/log && mount /dev/multifactor/logs /var/log

cd /var/logold
rsync-av * ../log

Kha”2ZVlyj _dIh jbédgocker rabbitmqg docker

sudo-s
mkdir -p /docker_data
mkdir -p /docker_dtr

mkdir -p /mongo
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mkdir -p /rabbitmq

lihibkZIv A b keidistab

sudonano/etdfstab

>h[Z\blv kljhdb

/dev/multifactor/logs /var/log ext4 defaults 0 1
/dev/multifactor/rabbit /rabbitmqg ext4 defaults 0 1
/dev/multifactor/docker /docker data ext4 defaults 0 1

/dev/multifactor/docker /docker_dtr ext4 defaults O 1
/dev/multifactor/mongo /mongo xfs defaults 0 1

libfhglbjh\ZIlv \k_ ~bkdb

sudomount-a

?keb azZdzZgqb\Z_Iky f_klh gZ ~bkd_ g_h[oh”bfh ijbfhglb,
Ah[Z\blv d eh]bg_kdhfm jZa”_em

sudopvcreateddevsdY AZf g¥lgZ gm guc jZa” e gijbf |
sudovgextendmultifactor/devsdY >h[Z\blv gRYuc]jmiim
sudo Ivextendl +100%FREE /dev/multifactor/<data/logs/..>M\ _ebqblv h[t_f daddidgde.Z

Mk 1Z g h \dotker

sudo Ivextendl +100%FREE /dev/multifactor
sudo apt install docker.io

sudo usermod - aG docker SUSER
execsu - $USER

Mk |Z g hdatker compose:

sudo apt install dockexomposev2

| j_hij_~_e _gb_ ~bj_dlhjbb ey 0jZg_gby "Zgguo
sudoaptinstall dockercomposev2
sudo systemctl stop docker
sudo rsyncaqxP /var/lib/docker/ /docker_data
sudo nano /etc/docker/daemon.json

{

"dataroot": "/docker_data"




sudo systemctl daemerload
sudo systemctl start docker
sudo docker info | grep "Docker Root Dir"
'REFENHU 5RRW 'LU GRFNHUBGDWD h b”rZ fuc \u\h” dhfZg”u

Hij _~ e _tbzZ~j_kzZ k_|I_\h]lh bgl_jn_ckZz
< "Zevg_cr_f [m~_I g h[ohA*bfh mdZau\Zlv k_Iv b Z~j_k ohkl fZrb

ip route | grep default

defaultvia 172.16.235.%leveth0
\ ijbf_j_ -ip Z™j_k k_1 _\h]h bgl_jn_ckZz

M k | Z g hKub&rnetes

Kha”Z alZ caockercomposeyaml \ /root’k3s
/root/k3s
cd /root/k3s

nano dockecompose.yaml

version: '3.8'

services:
k3s:

image: rancher/k3s:latest

container_name: k3s

privileged: true

restart: unlesstopped

command: >
server
--Clusterinit
--disable traefik
--disable servicelb
--nodeip ${NODE_IP} # Setin .env
--tls-san ${HOST _IP} # For LAN node joining
--datadir /var/lib/rancher/k3s
--kubeletarg=rootdir=/k3s/kubelet

environment:
- K3S_KUBECONFIG_MODE=644

volumes:
- /data/docker/k3s/kubelet:/k3s/kubelet # Kubelet data (must persist)




JHN J: 01
20

- /data/docker/k3s/rancher:/var/lib/rancher/k3s # K3s cluster state (must persist)
- letc/machinead:/etc/machindd:ro # For node identity (needed for muitile)

- Ivar/run/docker.sock:/var/run/docker.sock # Only if you need Dacleocker (DinD)

ports:
- "6443:6443" # Kubernetes API
-"80:80" #HTTP
-"443:443" #HTTPS
- "8472:8472/udp" # Flannel VXLAN (for mutode)
-"10250:10250" # Kubelet metrics (for joining nodes)

networks:

- k3snet

networks:
k3snet:
driver: bridge
ipam:
config:
- subnet: 172.20.0.0/16 # Fixed subnet for stability

Kha”zZl¥ c.env
echo "NODE_1P=172.20.0.2" > .env
echo "HOST _IP=$(hostnamk| awk {print $1}")" >> .env

A Zim k IKdbernetes

docker compose wa

6.14. AZimkd ORQJR'%

Kha~rZcl_nZceFBRBERMH \DPO \ URRW PRQJR

mkdir -p /root/mongo

cd /root/mongo

nano dockecompose.yami

21hkh” _j bfh_

version: '3.8'

Services:




mongol:
container_name: mongol
image: mongo:8.0.3
networks:
- mongaenetwork
- k3s_k3snet # Attach to K3s network (note the prefix)
ports:
- "<172.16.235.9>:27017:27017"
volumes:
- Imongo:/data/db
- ./mongod.conf:/etc/mongod.conf
- .lentrypoint.sh:/usr/local/bin/entrypoint.sh
- ./keyfile:/var/lib/mongodb/keyfile
restart: always

entrypoint: /usr/local/bin/entrypoint.sh

networks:
mongenetwork:
driver: bridge
k3s_k3snet:

external: true # Use the existing K3s network

NZceéhgnb]mjKprgobDB (mongod.conf)
storage:
dbPath: /data/db
net:
port: 27017
bindIp: 0.0.0.0

# how the process runs
processManagement:

timeZonelnfo: /usr/share/zoneinfo

security:
authorization: enabled
keyFile: /var/lib/mongodb/keyfile
clusterAuthMode: keyFile




#operationProfiling:

replication:

replSetName: rsO
#sharding:
## EnterpriseOnly Options:
#auditLog:
#snmp:

NZckdjbilZzZim keth#Zypoint.sh)
#l/bin/bash

HOSTNAME="env hostname"
echo "Starting MongoDB Server For host: " $HOSTNAME

echo "<172.16.235.9> mongol" | tee/etc/hosts
#echo"172.16.235./mong®" |tee-a/etdhosts “ey ~“hihegbl_evguo gh” ;>
#echo"172.16.235.8nong@" |tee-a/etdhosts “ey “hihegbl_evguo gh” ;>

/usr/local/bin/dockeentrypoint.sh /usr/bin/mongoéconfig /etc/mongod.conf

N Z c(keyfile)
openssl| randbase64 756 > keyfile
chmod 400 keyfile

AZimdlkigl _cg_|

cd /root/mongo

docker compose wa

GRENHU SV _ JUHS PRQJR ijh\_jblv qlh dhgl_cg_j jzZ[hlZ_| 8S

libf_j \u\h~Z




I H I PRQJR
3 weeks 172.16.235.9:270%27017/tcp

6.1.5. AZimkd 5DEELWO04

KharZcl_nZceFBRBERMH \DPO \ URRW UDEELW

version: '3'
services:
rabbitmq1l:
image: rabbitmq:3.13-Bhanagemendelayedplugin
hostname: rabbitmql
logging:
driver: "jsonfile"
options:
maxsize: "1m"
maxfile: "10"
tag: "{{.Name}}"
environment:
- RABBITMQ_DEFAULT_USER=$%{RABBITMQ_DEFAULT_USER}
- RABBITMQ_DEFAULT_PASS=${RABBITMQ_DEFAULT_PASS}
- RABBITMQ_DEFAULT_VHOST=${RABBITMQ_DEFAULT_VHOST}
ports:
- 15672:15672
- 25672:25672
- 3567235682:3567235682
- 4369:4369
-5672:5672
volumes:
- ${PWD}/.erlang.cookie:/var/lib/rabbitmg/.erlang.cookie
- ${PWD}/cluster-entrypoint.sh:/usr/local/bin/clustentrypoint.sh
- [rabbit:/var/lib/rabbitmq/
- Ivar/log/rabbitmq:/var/log/rabbitmq

entrypoint: /usr/local/bin/clustezntrypoint.sh

networks:
- rabbitmq
- k3s_k3snet # Attach to K3s network (note the prefix)
extra hosts
# "rabbitmq "h[Z\e_gb_ ~hihegbl_evguo gh”




networks:
rabbitmq:
driver: bridge
k3s_k3snet:

external: true # Use the existing K3s network

volumes:
rabbitmgtdata:
rabbitmqgtlogs:

= g _]Zebang.cookie

echo $(dd if=/dev/urandom bs=30 count=1 | base64) >> .erlang.cookie

NZckdjbil&ZZim ktu&terentrypoint.sh)
#l/bin/bash

# Change .erlang.cookie permission

chmod 400 /var/lib/rabbitmg/.erlang.cookie

# Get hostname from enviromant variable
HOSTNAME="env hostname’
echo "Starting RabbitMQ Server For host: " SHOSTNAME

if [ -z "$JOIN_CLUSTER_HOST" |; then
/usr/local/bin/dockeentrypoint.sh rabbitmgerver &
sleep 5
rabbitmgqctl wait /var/lib/rabbitmg/mnesia/rabi@$HOSTNAME.pid
else
/usr/local/bin/dockeentrypoint.sh rabbitmgerver-detached

sleep 5

rabbitmqctl wait /var/lib/rabbitmg/mnesia/rabl@$HOSTNAME.pid

rabbitmqctl stop_app

rabbitmqctl join_cluster rabbit@$JOIN_CLUSTER_HOST
rabbitmqctl start_app
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# Keep foreground process active ...

tail -f /dev/null

AZimdhgl_cg_jZ
cd /root/rabbit
docker compose ug
dockerps|greprabbit ijh\_jblv glh dhgl_cg_ jUpl[hlZ I

6.1.6. Kubernetes

lhemqg_gb_ "hkIimiz
docker cp k3s:/etc/rancher/k3s/k3s.yaml ~/.kube/config
sed-i "s/127.0.0.1/${HOST _IP}/g" ~/.kube/config
export KUBECONFIG=~/.kube/config
kubectl get nodes # Verify

KharZglg_h[oh”bfyokmjkHubernetes hibkZgh nZceZgzZ ~“bkd_

/resourcednanifestéssystem <uihegylv bkoh”y ba bgkljmdpbc gZ “bkd
MongoDB

GZkljhblv j_iebdzk_lI

dockerexec-it mongd. mongosh

rs.initiate({
_id: "rs0",
version: 1,
members: [
{
_id: 0,
host: "mongo1:27017",
priority: 1
}
/I Add additional members here when you expand
I
/I _id: 1,
/I host: "mongo2:27017",

/I priority: 1
I},
I'{




/I _id: 2,

/I host: "mongo3:27017",
/I priority: 1

'}

rs.statug) #*he” [@ | WRIMARY q_j p kdhekddmg?

Kha~Zlv ihevah\zZl_e_c ZzZ~fbgbkljzZlhjz dezkl_jZz ihevah\Zl_e
k_j\bkgh]h ihevah\Zl_eyiZKhath2gah\Zl e c
use admin
db.createUser({
user: "admin”,
pwd: "yourstrongpassword",
roles: [
{ role: "root", db: "admin" },
{ role: "clusterAdmin", db: "admin" }
]
D

db.createUser({
user: "appuser",
pwd: "yourstrongpassword",
roles: [
{ role: "readWrite", db: "mfHistory" },
{ role: "readWrite", db: "samDB" },
{ role: "readWrite", db: "mfDB" },
]
D

db.createUser({
user: "backup",
pwd: "yourstrongpassword",
roles: [
{role: 'read’, db: 'mfHistory' },
{role: 'read’, db: 'mfDB' }
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6.1.7. RabbitMQ

AZclb gz UDBEBUMETp:15672). guest/guest
Kha~Zlv ihevah\zZl_ey DGPLQ
x Kha”~zZlv ihevah\Zl_ey DGPLQ

x Kha”~Zlv iheblbdb

6.1.8. K_j\bku FmevibnzZdlhj

KharzZgb_ g_h[oh”bfuo j_kmjkh\ . XEHUQHWHV hibkzgh \
UHVRXUFHV PDQLIHVWY VHUYLFHV <uihegylv bkoh”y ba bgkl
Zau “"Zgguo
KharZgb _
Gm gh kha”Zlv ke_"mxsb_ [Zau “"Zgguo kha”Zxlky gZ wlZi_
x miDB “ey k_j\bkh\ FmevlbnzZzdinttgrbatdpi p\lkk Z\bkh\ [beebg]Z
x samDB samHangfireDB ~ey k_j\bkh\ [beebg]Z
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x mfHistory “ey k_j\bkh\ FmevlbnZdlhigiorjseviga bk Z
=N kha""Z\ZJWaguo wda_MagpBmbeb \ h*gdf klhev \Z gh
J_dhf_g”m_f \u”_espinDB BsamHangfireDB\ hl* _evguc wda_fiey]

mongosimongodl/adminpasswor@<ip address:27017/

6.1.9. GZiheg_gb_

>ey jZ[hlu kbkl_fu Fmevlbnzdlhj gm gh kha”*zZlv \ [Za_ PI
kljmdImjm ~Zgguo

Kdjbildhlhjuc \uihegy_ | wim jZ[hlm b hlh[jZ2 Z_| g_dhlhju_
ijb\_"zg gb" _

mongosh mongodb://admin:password@<ip address>:27017/
Kdjbil ZzdlmzZe_ g “ey dh”Z Fmevlbnzdlhjz gZ ~Zgguc fhf_ gl

Qlh ~_eZ | kdjbil

II-kha~Z | jmlh\uc kdhmi

II-kha~z | j kmjk b gZ[h]j kbkl_fguo ]jmii ~ey Z~fbgdb
II-khanrzZ | kdhmi j_kmjk b gZ[hj kbkl_fguo ]jmii “ey iZjlg_jdb
II-kha~rZ | kdhmi j_kmjk b gZ[hj kbkl_fguo ]jmii ey ~_fh
II-ijb mki_rghf az\_jr_gbb jZ[hlu hlh[jz Z_ | \ dhgkheb gZ[hj i_j_f]|
Fmevibnzdlhjz

/*

Root Scope

LFFODQDJHPHQW 5HVRXUFH

LFF*URXS $GPLQLVWUDWRUYV

LFF*URXS $0O0O8VHUYV

LFF3SDUWQHU 6FRSH

(€] LFFSHVRXUFH

(€] LFF*URXS $GPLQLVWUDWRUV

G JFF*URXS $008VHUYV

JFF'HPR 6FRSH

LFFSHVRXUFH

LFF*URXS $GPLQLVWUDWRUYV

J F Ksroup AllUsers

*

DZd aZimkdZlv

AZihegblvcdnfig\dljgufb agZq_gbyfb
<uihegblv kuwpgosh/mf-init.js




lhe almpux-kdjbilu

= g_|jApkey "ey kdhaopédssiand-hex15 |cut-c1-29 |sed's”/sc /'
= g_|jApkey "ey j_knopksskand-hex15 |cut-c1-29 |sed'sMrs ['
= g_jZpby $SL6HFUH 1R SHRNMNVO UDQG

const config = {

3

mongoConn: "mongodb://usr:pwd@127.0.0.1:27017",

dbName: "mfDBTest",

timeZone: "Europe/Moscow",

lang: "ru",

createdAt: ISODate(),

rootScopeApiKey: "sc_flbeab9977dbfd51f274446897bd8",
rootScopeApiSecret: "0edchd40600db48ff5e48db152b03f71",
mgmScopeApiKey: "sc_9e1273e36d2eablccb03ef3e2007a",
mgmScopeApiSecret: "f0569fc962921e54a01c924b573219f5",
mgmResourceApiKey: "rs_173374422b83ec5cc60d03cbba99a”,
mgmResourceApiSecret: "b534bd79d5d88bcO0add6478a13d17e77",
pamScopeApiKey: "sc_0e8abd258e6b9faecbbc57e2201e85",
pamScopeApiSecret: "3e02edc256e190fc0e71ed1299a2fb80",
pamResourceApiKey: "rs_b0765fc6b29c5a7dbb0fOc566a9bc”,
pamResourceApiSecret: "e7338a369ffb7ecadc4fc0e61ff13799",
demScopeApiKey: "sc_d538aa9fb8b8881c36be659chf392",
demScopeApiSecret: "8d6d67906292ba4440636527d7ec60e0",
demResourceApiKey: "rs_5c¢70ded3c0d4889c0f36d8bae46hb3",
demResourceApiSecret: "ed05dd1b4de650ea73b27a4b5f85a7el",
demoSmsEnabled: true,

demoSmsProviderUrl: ",

adminUsername: "admin@multifactor.ru”,

adminPassword: "Qwerty123!",

adminPasswordHash: "$2a$11$0C762Z2ZBU4swF7nUsglhSujSuPVbhemOjY124uwyAYt6Ab30z

const dict ={

k

adminUsername: config.adminUsername,

adminPassword: config.adminPassword

print("Connectiong to a database '${config.dbName}'...")

const cnn = new Mongo(config.mongoConn);

const db = cnn.getDB(config.dbName);

print('...done. Lets go!’)

const scopes = db.getCollection("scopes");




const resources = db.getCollection("resources");

const groups = db.getCollection("groups");

const users = db.getCollection("users");

try {
const rootScope = createRootScope();

dict["MGM_MultiFactor__Scopeld"] = rootScope.Id
createGroups(rootScope.ld);
const mgmResource = createMgmResource(rootScope.ld);
dict["MGM_MultiFactor__ ApiKey"] = mgmResource.ApiKey;
dict["MGM_MultiFactor__ ApiSecret"] = mgmResource.ApiSecret;
/lconst mgmScope = createMgmScope(rootScope.ld);
const partnerScope = createPartnerScope(rootScope.Id);
createGroups(partnerScope.|d);
dict["PAM_MultiFactor__Scopeld"] = partnerScope.ld;
dict["PAM_MultiFactor__ManagementScopeld"] = rootScope.ld;
const partnerResource = createpartnerResource(partnerScope.Id);
dict["PAM_MultiFactor__ApiKey"] = partnerResource.ApiKey;
dict["PAM_MultiFactor__ ApiSecret"] = partnerResource.ApiSecret;
const demoScope = createDemoScope(rootScope.ld);
createGroups(demoScope.ld);
const demoResource = createDemoResource(demoScope.ld)
dict["DEM_MultiFactor__ ApiKey"] = demoResource.ApiKey;
dict["DEM_MultiFactor__ ApiSecret"] = demoResource.ApiSecret;
printVariables();
} catch (e) {
print("Error occured while running script");
print(e);
}
print("END of script");
M
function createRootScope() {
print('Creating root scope...");
const rootScope = {
_id: getld(),
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
Name: "Multifactor",
ApiKey: config.rootScopeApiKey,
ApiSecret: config.rootScopeApiSecret,




Support: {
1DPH Kem'[Z ihA”*_j db
Phone: "+7 499 4440882",
Email: "support@multifactor.ru”
h
Level: O,
ParentScopeld: null,
Tz: config.timeZone,
Lang: config.lang,
Billing: {
Tariff: {
1DPH Fmevibnzdlhj
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
MonthlyPrice: "0",
UsersLimit: 2147483647,
CalcType: 0,
IsPublic: false
h
BalanceAmount: "0",
State: 0
b
MobileAppSettings: {
PushedWebsocket: true

k

try {
const insertRootScope = scopes.insertOne(rootScope);
rootScope['ld"] = insertRootScope["insertedld"];

} catch (e) {
print(e);

throw new Error(‘Failed to insert root scope, stopping the script!");

}
print('...done.")

return rootScope;
}
function createMgmResource(rootScopeld) {
print('Creating MGM resource...")
const mgmResource = {
_id: getld(),




CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
Scopeld: rootScopeld,
Type: 0,
Name: "Multifactor management",
Url: ",
ApiKey: config.mgmResourceApiKey,
ApiSecret: config.mgmResourceApiSecret,
)i
try {
const insertMgmResource = resources.insertOne(mgmResource);
mgmResource['ld"] = insertMgmResource["insertedld"];
} catch (e) {
print(e);

throw new Error(‘Failed to insert MGM resource, stopping the script!");

}

print("...done.")

return mgmResource;
}
function createPartnerScope(rootScopeld) {
print('Creating partner (PAM) scope...");
const partnerScope = {
_id: getld(),
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
Name: "Multifactor partner”,
IsApiEnabled: false,
IsSmsEnabled: false,
ApiKey: config.pamScopeApiKey,
ApiSecret: config.pamScopeApiSecret,
Support {
Name"MijZ\eyxsbZjlg jdb
Phone "79857268584",
Email: "partner@multifactor.ru”
h
Level: 1,
ParentScopeld: rootScopeld,
Tz: config.timeZone,
Lang: config.lang,
Billing: {




Tariff: {
1DPH 1Zjlg_jdz
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
MonthlyPrice: "0",
UsersLimit: 1000000,
CalcType: 0,

IsPublic: true

2
BalanceAmount: "0",
State: 0

I3

MobileAppSettings: {

PushedWebsocket: true

k
try {
const insertPartnerScope = scopes.insertOne(partnerScope);
partnerScope['ld"] = insertPartnerScope["insertedld"];
} catch (e) {
print(e);
throw new Error('Failed to insert partner (PAM) scope, stopping the script!’);
}
print('...done.")
return partnerScope;
}
function createpartnerResource(partnerScopeld) {
print('Creating PAM resource...")
const pamResource = {
_id: getld(),
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
Scopeld: partnerScopeld,
Type 0,
Name Ebqgguc dZ[bg | iZjlg_|j
Url: ™,
ApiKey: config.pamResourceApiKey,
ApiSecret: config.pamResourceApiSecret,
Web: {

TokenFormat: O




)i
try {
const insertpamResource = resources.insertOne(pamResource);
pamResource["ld"] = insertpamResource["insertedld"];
} catch (e) {
print(e);
throw new Error(‘Failed to insert PAM resource, stopping the script!");

}
print("...done.")

return pamResource;

}

function createDemoScope(rootScopeld) {

print(‘Creating demo (DEM) scope...");
const demoScope = {
_id: getld(),
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
Name: "Demo",
IsApiEnabled: true,
IsSmsEnabled: true,
IsExternalSmsEnabled: false,
IsExternalSipEnabled: false,
ApiKey: config.demScopeApiKey,
ApiSecret: config.demScopeApiSecret,
Support: {
1DPH QZsbg <bdlhj
Phone: "74994440882",
Email: "support@multifactor.ru”
b
Level: 1,
ParentScopeld: rootScopeld,
Tz: config.timeZone,
Lang: config.lang,
Billing: {
Tariff: {
1DPH ;_aebfbl
CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
MonthlyPrice: "0",




UsersLimit: 2147483646,
CalcType: 0,
IsPublic: true,
IsManagedByPartner: false
h
BalanceAmount: "0",
State: 0
h
IsExtendedSupport: false,
MobileAppSettings: {
PushedWebsocket: true

if (config.demoSmsEnabled) {
demoScope.ExernalSmsProviderSettings = {
Method: "POST",
Url: config.demoSmsProviderUrl,
AuthHeader: null,
ContentType: "application/json",

Body: null

try {
const insertDemoScope = scopes.insertOne(demoScope);
demoScope["ld"] = insertDemoScope["insertedld"];

} catch (e) {
print(e);

throw new Error(‘Failed to insert demo (DEM) scope, stopping the script!");

print('...done.")

return demoScope;

function createDemoResource(scopeld) {

print('Creating DEM resource...")

const demResource = {




_id: getld(),

CreatedAt: config.createdAt,
UpdatedAt: config.createdAt,
Scopeld: scopeld,

Type: 0,

1DPH > fh kZcl
Url: config.demoWebsiteUrl,

ApiKey: config.demResourceApiKey,

ApiSecret: config.demResourceApiSecret,
Web: {
TokenFormat: O
h
Registration: {
Behaviour: 0
h
Enrollment: {
Behaviour: 0
}7
Auth: {
Behaviour: 0
}7
RequestCachelLifetime: 0,

EnrollmentLinkTtl: O

try {
const insertDemResource = resources.insertOne(demResource);

demResource["ld"] = insertDemResource["insertedld"];
} catch (e) {
print(e);
throw new Error(‘Failed to insert DEM resource, stopping the script!);
}
print('...done.")
return demResource;
}
function createGroups(scopeld) {

print('Creating AllUsers and Administrators groups...")

const allUsersGroup = {
_id: getld(),




Name: "AllUsers",
Type: O,
Scopeld: scopeld
k
const administratorsGroup = {
_id: getld(),
Name: "Administrators",
Type: 1,
Scopeld: scopeld
k
try {
const insertAllUsersGroup = groups.insertOne(allUsersGroup);
allUsersGroup["ld"] = insertAllUsersGroup[“insertedld"];
} catch (e) {
print(e);
throw new Error("Failed to insert AllUsers group for scope '${scopeld}, stopping the script!);
}

try {
const insertAdministratorsGroup = groups.insertOne(administratorsGroup);

administratorsGroup["ld"] = insertAdministratorsGroup[“insertedld"];
} catch (e) {
print(e);

throw new Error("Failed to insert Administrators group for scope '${scopeld}', stopping the scrip

}
print('...done.")

return {
allUsersGroupld: allUsersGroup.ld,

administratorsGroupld: administratorsGroup.ld

}

function createAdmin(rootScopeld, mgmScopeld) {
}
function getld() {

return Objectld().toString()
}
function printVariables() {

print("Variables:");

for (var key in dict) {

printC${key}: ${ dict[key]}");
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kljmdIimjz "Zpggdlouhjfu iEBmevibnzZdihke_ dhgnb]mpjZpbb [m”"_
\ulJey” _Iv 1Zd

Root Scope

LFFODQDJHPHQW 5HVRXUFH
LFF*URXS $GPLQLVWUDWRUYV
LFF*URXS $008VHUV
LFF3DUWQHU 6FRSH

G LFF5HVRXUFH

G LFF*URXS $GPLQLVWUDWRUYV
G JFF*URXS $008VHUV
JFF'HPR 6FRSH

LFFS5HVRXUFH

LFF*URXS $GPLQLVWUDWRUYV

JFF*URXS $008VHUV

6.1.10.Dhgnb]mjZpbhggu_ nZceu

ljb kl1Zjl _ \k_ gZrbk GIROKQ KkKWblu\ZxlhkgWbjnjZpbhggu_ nZceu
b \uihegyxl bgbpbZebaZpbx g_dhthgdojbh kbikl*dexgzZxlky d ;> b
ith™ibku\zZxlky gZ hidqikje "wlZizZ ;Zau "Zgguo gZiheg_gb_ klZgh\yl
[Zah\u_ gZkljhcdb g _h[oh”bfu_ "“ey aZimkdZ g_dhlhjuo k_j\bl
gZkljhcdb dhlhju_ gm gu \Kithkh[\bREIZAdbD [ulv jZagfthf gh
k" eZlv wlh g_j_a DSSVHWWLQJV i_j f ggu_ Kkj_"u beb Zjlm
Hluqgaz"Zxlkxkljhcdb dZ "h]h\knZ\d&Zo DSSVHWWLKIJXIZZ \h \j
h[jZzazZz azZf gy _f g _dhlhju_ ba gbo gZ ki_pbnbqggu_<*"enwhdhgdj_ I
jZa™_e_j_qv b”_|I h gZzkljhcdZo dhlhju_ gm\kl\bl_evgu d kf_g_ ¢
hlebgqZxlkgy jZaebqguo midpgghihd keh\Zfb _keb "“ey wlbo gZk
hklz\blv ~_nhelgu_ agZq_dBy kzka\ figmihlj_[m_I "~hihegbl_ev:
gZkljh_d

6.1.11.H[sb_ gZkljhcdb

"Discover": {
"apiUrl: " Z7~j K j\bARL Ijbf | KWW goémuliiagtor.ru",

DFFHVV3DJH8UO Z™j _k klzjlh\hc kljZzgbpu njhgl_g”Z k_j\bkZz
https://access.multifactor.ru",

*HR6HUYLFH8UO >mklZj_eh@ Z"j_k k_j\bkZ *(2 GZkljhcdZ b
ljibf_j JHR

PDQDJHPHQWS8UO  Z7j_k Z~fbgd bgosirtufifgctokt WSV DGPLQ

SDUWQHUODQDJHPHQWS8UO  Z"j_lgdspargerjmutifagorfru), KWW SV
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HQUROOPHQWS5HWXUQ8UO ZNj _k kljZzgbpu gZ dhlhjmx iheva
ijb\yadb )$ Ijbf_j g&swikifadtor.ru/enroliment”,
VDPO,GHQWLW\3URYLGHUS8UO Z7j_k dosmutkattor.di”, 1jbf _j KW
6XSSRUW(PDLO lhglh\uc Z~j_k ihA~_j db 1jbf_j VXSSRUW#H
6DOHV(PDLO lhglh\uc Z~j_k k_ceah\ Ijbf_j VDOHV#PXOWLI

+RPHG6LWH =ezZ\guc kZcl Fmevlbnzdlhjz Gm gh \ qZklghklb
Ijbf_j Kwjasswiltifactor.ru®

}

GZkljhcdZ ~ey bkihevah\Zgby [bhf_ljbb \ dZg_kI\_ \lhjh]h nZdlh]
"Fido2NetLib'": {

"serverDomaih "localhost

}

Hipbb \uibku\l\Zgby k_jlbnbdzlzZ 6%$0/
"CertificateEmittingOptions™: {
"SelfSigned": {
"CommonName": "multifactor.ru”,
"ValidPeriodinDays": 1825
}
}

history-service
; Z argfHistory gm "gZeyZ[hlk _j\b kiZoryservice < wlim ;> \_~ml| aZibkv
k _j\bku Fmevibnzdlhjz 2z kgtistoryserlvidea g
<hl ijbf_j dhgnb]zZz ey k_j\bkh\
"MongoDB": {
"connectionString™: "mongodb://localhost:27017",

"mainDbName": "mfDB",

"historyDbName": "mfHistory"
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7. 1hjlZe "ey ihevah\Zl _e ¢ /'$3

MultiFactor SelfService Portal 2 \_{kZcl ihjlZze kZfhh[kem b\Zgby ~
ihevah\ZILBAP¢SAML, OpenIiDConnect OAuth.
lhjlze ~hkimi_g \f_kl_ k bkoh~guf dh~hf jzZkijhkljZgy_Ilky
ebp_gaWb. :dimZevgZy \_jkby gzZoGitHolbkydhgdzZz b k[hjdZ Zjob\
MultiFactor.SelfServiceLinux.Portalzip).
7.1.1 _j "~ gZgZehf jZ[hlu
1. AZc*bl_ \ ebqguc dZ[bg_I| Fmevlibnzdlhjz ~Ze__ \ jZa™_e_ J_
gh\uc j_kmjk IbiZ"SelERdrviceihjlZe
H gZa\Zgb_ b Z~j_k ijhba\hevgu_
H j _]bkljbjh\Zlv gh\uo ihevah\Zl e ¢ "Z
H ijb ihrdexq_gbb [_a gZkljh_ggh]h \lhjh]h nzdlhjz \dexqgbl
kZfhklhyl_evgmx gZkljhcdm
2. lhke_ kha”rzZgby \zZf [m~ml| “hklApilgay bEpiBécréfungb
ihlj_[mxlky “ey gZkljhcdb ihjlzZzez

7.2.L] _[h\Zgby ~“ey mklZgh\db ihjlZzeZ
flhjlZe mklZgZ\eb\dnukky pZj ijhl_klbjhDébipnd ¥
+ K _j\_jm k m&lfghf ihjlZehf g _h[oh”bf A hdgilgesinuttifaotbrtal inh

TCPihjlm (TLS);
f>ey \aZbfh” _ckDNPydKIZeh]hf dhfihg_glm gm  _g “hklmi d k_j\
Ahf_gzTaP ihjlm (LDAP) beb (LDAPS).

73.Ko_fZ jz[hlu
IhjlZetewlh Yijbeh  _gb_ >ey aZimkdzZ b jZ[hlu ihjlZeZ bkihev

k_j\ Kestrel < dk _j\_j g_gm ~Z Iky \ mkliZgh\d_ b \oh”bl \ khklZ\ K]

ko fzZ jZ[hlujbelh” _gbc gZNdGT d” elynux ke _"mxsZy

1. ljbeh” _gb_ azZimkdZ-Kky\ggestre[ < -k _j\_j kemrZ | aZijhku gZ
hij_~ e _gguc ihjl ih mfheqZgbx ehdZehttph]h ohklZ ih ko

2. J_\ qikhdkb gzZkljh_gguckg4\/LOXemrZ | aZijhku gZ

\g_rgbc ihjl k_j\_jZ hitp&b _if | _gZijZ\ey_| bo gZehdZevguc ihjl

3. < -k _j\ Kestrelh[jz[Zlu\Z_| \oh”"ysb_aZijhku b hlijz\ey | bo gZ |
\ ijbeh _gb_

Lzdbf h[jZahf ijbeh’ _gb_ ihjlZeZ jZkiheéjhldkb Ky re[ZZj[2u\WzZ _|
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aZijhku lhevdh hl g_1]h

7.4.1h~"_j°dZ j_ZebaZpbc /'$3

lhjlZe ijhl_klbjh\Zg kh ke _~mxsbfb j_ZebaZpbyfb dZlZeh]h\

T ActiveDirectory;
T Sambad4;
T FreelPA.

H]jZgbq_ gibyx \ _jkbb

1. G_ ihA*_j'b\zZxlky dbjbeebqg_kdb_ iZjheb
2.G_ ih™ _j°b\Z_Ilky ijh\_jdZ eh]bgZ b iZjhey Wdivekdhevdbo "hf_
Directoryy, _keb f_""m gbfb gZkljh_gu "h\ _jbl _evgu_ hlghr_gby

75.MklZgh\dZ

FH@?L ;ULV IHE?AGH

>ey Z\Ihfzlbg_kdhc mklZgh\db ihjlZzezZ \u fhbglklAb&yHbyrefh\Z|vl
BgklZeeylhj k\h~bl d fbgbfmfm jmggu_ ~ _ckl\by b \uiheg_g \ \k
mklZgh\db >ey ] _g_jZpb®Sb imklEgbhddhz bkihevamuedky k_j\bk
Encrypt b m | b edertiabt

7.6.MklZgh\dZ [b[ebhl _d

Dhfihg_gl bkihevam | kj_"ASPNEBTECoreguhtime\ jk 80, dhlhjZy

yley |ky [_kieZlghc hldjulhc jZajzZ[ZI|MiZosokpQpbrisdugde c
khh[s_klI\hf Kj_~Z \uiheg_gby g_ gZdezZ”u\Z_1| gbdZdbo h]jZgbqg_
bkihevah\zZgb _

>ey mklZgh\db \uihegbl_dhfZg”™u

>h[Z\vI_ dexqg ih?ibku\Zgby iZd_I1Z \ kibkhd “h\_j_gguo dexqg_c
j_ihablhjbc izd_Ih\

$ wget https://packages.microsoft.com/config/debian/11/packagjesosoftprod.deb-O packages

microsoftprod.deb
$ sudo dpkgi packagesnicrosoftprod.deb
$ rm packagesgnicrosoftproddeb
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MklZgh\bl_kj_~m \uiheg_gby

$ sudo apiget update&& \

sudo apiget install-y aspnetcoreuntime-8.0

<kemaqhaghbdgh\h glhb}ydbnable to load shared library 'ldap.so.2' or one of its
dependenciegy _h[oh” bHlhjZ\blywy_ihqgdadbii[jZahdlh[kbfebgd
libldap.so.2\ dhg_qdhh]kkueZgkyghgdj_Ilgimmixebhl linldap-2.X.s0.2.Y.Z

[jbf_jlibldap.so.2->libldap-2.4.s0.2/ wllk b fe b ljpddap-2.4.s0.2-> libldap r-2.4.s0.2
Il wlltkbfebboidap r-2.4.s0.2-> libldap r-2.4.50.2.11.% wltkbfe b bjpddap_r
2.4.50.211.% wikzffb[ebhl_dZz

ljh\_jdZ b bkijZ\e_gb_ kbfebgdZ QIlh[u ijh\_jblv kbfebgdb gZ~h
gZoh~blky kZfZ [bipdapld BZ ijZ\beh wlh ~hiprlihi8pbE4linux-
gnu

>Ze_ _ \\h~bf dflAdp b "bf \k_ nZceu b kbfebgdb Bs_f I1Zf dlh b
kkueZzZ IKigldg@ dZzdhc kkuedb g_o\zZIZ | b kharzzf _z QZs_ \k_]h
h~rghlh kbfelkigpthdpso2 gZ fZ hjgmx \_jkbx [b[ebhl_db Kha”rzZ”bf _]l

> e Pebian bUbuntu

In -s/usrlib/x86_64linux-gnulibldap-2.4s0.2 lusrlib/x86_64linux- gnulibldap.so.2
> e ZentOSbREDOS

In -s /usr/lib64/libldap_42.4.s0.2.10.9 /usr/lib64/libldap.so.2
<_jkbb [b[ebhl_d fhlml hlebqgZlvky

7.7.MklZgh\dZ dhfihg glZ

KharZcl_iZidm kdZqZcl_b jZkiZdmcl_ZdIimZlkvgmx \_jkbx dhfil
mklZgh\hd&Bldhkbl: ey

$ sudo mkdir /opt/multifactor /opt/multifactor/ssp /opt/multifactor/ssp/app /opt/multifactor/sspteegge
$ sudo wget https://github.com/MultifactorLab/multifactelfservice

portal/releases/latest/download/MultiFactor.SelfService.Linux.Portal.zip
$ sudo unzip MultiFactor.SelfService.Linux.Portal.zip/opt/multifactor/ssp/app
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Kha~rZcl_ kbkl_fghlh imfahmMZ¢tley fm ijZ\Z gZ ijbeh" _gb_

$ sudo useradd mfa
$ sudo chownrR mfa: /opt/multifactor/ssp

$ sudo chmodR 700/opt/multifactor/ssp

Kha”ZalZckem pystemd:

$ sudo vi /etc/systemd/system/ssp.service

AZf _gbl_kh~ _j'bfh_ b khojzgbl_nZce

[Unit]
Description=Self Service Portal

[Service]

WorkingDirectory=/opt/multifactor/ssp/app
ExecStart=/usr/bin/dotnet
/opt/multifactor/ssp/app/MultiFactor.SelfService.Linux.Portal.dll
Restart=always

RestartSec=10

KillSignal=SIGINT

TimeoutStopSec=90

Syslogldentifier=ssyservice

User=mfa
Environment=ASPNETCORE_ENVIRONMENT=production
Environment=DOTNET_PRINT_TELEMETRY_MESSAGE=false

[Install]
WantedBy=multiuser.target

<dexgbZ\lhaZikd&m Ju

7.8.GZkljhcdZ 1JLQ]

MKk | Z g h \Nbginx:

$ sudo apget install nginx

$ sudoservicenginx start
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| j_c™bl_  \ [jZma_j_ ih htt@/9sekver IP_address>/index.nginx
debian.htmlb m[_~bl_kv qglh hlh[jZ Z _Iky klZg”~ZjlgZy kljZgbpZ 1JLQ
GZkljhaginx\ j_"bf_ j_\ijjkdkb HIdjhZlkletc/nginx/sitesavailable/ssp

$ sudo vi /etc/nginx/siteavailable/ssp

>h[Z\v]l_ ke_"mxsbc [ehd dhgnb]JmjZpbb b khojZgbl_nZce

server{
# DNS bfyk_j\_jdhjlZe sérver_name ssp.domain.org;

location/ {

# http://<host>:<port> Kestrel
proxy_pass http://localhost:5000;

proxy_http_versiord.1;

proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection keejlive;
proxy_set _header Host $host; proxy_cache_bypass $http_upgrade;

proxy_set_header-¥orwardedFor $proxy_add_x_forwarded_for; proxy_set headétokwarded
Proto $scheme;

listen 80;

AZI_f ZdIib\bjmcl_ dhgnb]JmjZpbx khakKu&drm hgezb §Z kd m x
ihevah\zZl_evkdbc dhgnb]mjZphhdglZceshdsermbled dhgnb]lmjZpbb
ba dhlhNgjix kgblu\Z | \h \jJ _fy aZimkdZz

$ sudo In-s /etc/nginx/sitesvailable/ssp /etc/nginx/sitenabled/

>ey ijh\_jdb dhgnb]mjZpbb \uihegbl _
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$ sudonginx -t

?keb dhgnb]mjZpby \_jgZ ijbf_gbl_ _

$ sudonginx-sreload

Ih mfheqZgbx 4khgdkh jZ[hlZ | k g_aZsbskhggWbfgKgwbwWs ?keb
[j _[m_Iky mklZgh\blv k_jlbnb d#psn g Zédpaibysitesavailabléssp
"he _g \u]Jey”™_Iv ke_"mxsbf h[jZahf

server{
server_name ssp.domain.org;

location/ {
proxy_pass http://localhost:5000;

proxy_http_versiord.1;

proxy_set header Upgrade $http_upgrade;

proxy_set header Connection keeplive;

proxy_set header Host $host;

proxy_cache_bypass $http_upgrade;

proxy_set header-¥orwardedFor $proxy_add_x_forwarded_for;
proxy_set header-¥orwardedProto $scheme;

# kemrZlv ihjl

listen443ssil;

# gZkljhedb

ssl_certificate /etc/letsencrypt/live/ssp.domain.org/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/ssp.domain.org/privkey.pem;
include /etc/letsencrypt/optiofssknginx.conf;

ssl_dhparam /etc/letsencryptitsfiparams.pem;

# j_a_j\guc k_j\_j ey i_j_gZijZ\enhttplgytpZijhkh\
server{
if ($host= ssp.domain.org)
return301https://$host$request_uri;

}

listen 80;
server_name domain.org; retut@4;




AN kwhidegmgby k_jlbnbdZlZ bkihevahétzEidkypt b 1 bbkedertbt
lhoh b_ gZkljhcdb fh gh ihemqgblv ke_"my bgkljmdpbb

7.9.1Zjzf _lju ihjlzez

1Zjzf _lju jZ[hlu ihjlZeZ ojZgylky \ nZce _
/opt/multifactor/ssp/app/appsettings.production.Xmmi h j f Z IXML.

>ACME</

>ldaps://dc.domain.local/dc=domain,dc=loc/l

>images/logo.svg/

1

O}

>use@domainlocak/User

tpassworet/ o

requiresUserPrincipalNamé >




Jh dh”z \

»irue</

>https://apigos.multifactor.re/

>key</

bsecret/

enabled" />

Sauto:ru</
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</ S

ljb\dexqg _qgilZhzf |UBeActiveDirectoryUserPhond hfihg [gh” blkihevah\Zlv
| e nhegZibkZggiAdeZ”GeneralNhjfZl _e nhfdnZ_ Ifulvex[uf




Member Of

Dial-in
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Environment Sessions

Remote control Remote Desktop Services Profile COM

01
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bjloi Ndeag\glwbl i 2]ddergtizelirectos HayapeosesP Nahd\idtideg gl [m” _|
7.10. ljh\ _jdZ &DSWFKD
>ey aZsblu hl zZ\IhfZlbabjh\Zggh]lh i_j [hjZ iZjhe_c hl mqgzl
kljZzgbp_ \oh”zZ \ ihjlzZze_ ij_"mkfhlj_gZ \hafh ghklv ijh\_jdb i
ihfhsvx |_Idaptcha < dzZq_kI\_ ijh\Zc”_jhCagtchAbkZ” _j b\Zxlky
YandexSmartCaptchabGooglereCAPTCHA
<l-- <dexqbiljh\_jdaptcha-->

< enabled"true"™
< 2Yandex!/

>key</Key>

bsecret/ >3

xAlways</

711. MijZ\e_gb_ iZjheyfb

Ihjlze kZfhh[kem b\Zgby iha\hey | ihevah\zZl_eyf mijzZ\
Ahf_ggufb iZjheyfb f_gylv |I_dmsbc iZjhev f_gylv Dbkl_dr
\hkklzZgz\eb\ZIlv aZ[uluc iZjhev

>ey bkihevah\Zgby nmgdpbhgZeZ mijZ\e _gby iZjheyfb ihjl
ihrdexq_gb_d dZlZeh]m ih 66/ 7/6

Kf_gZ bkl_drbo iZjhe_c hkms_kl\ey_Iky ih” | _ogbqg_kdhc mq

>ey gZkljhcdb bkihevamxlky ke_"mxsb_ izjzf_lju

enabled" I'>
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Zq_gb_

7.12. <hkklZgh\e gb_aZ[uluo iZjhe _c

NmgdpbhgZe \hkklZgh\e _gby aZ[uluo iZjhe c ihActhey | ihev:
Directory kZfhklhyl _evgh [_a \hle_q_gby | _ogbq_kdhc ihA™ _j db hj].
aZ[ulu_ b ml_jyggu_ iZjheb
Mkeh\by ~ey jZ[hlu

X M ihevah\Zl_ey "he gh [ulv gZkljh_gh fhMudifegtor \ijbeh  gb __
dzZzqg_kI\_ kihkh[Z Zml_glbnbdZpbb

X GZ ihjlze_ "he gZ [ulv \dexq_gZ \hafh ghklv mijZ\e_gby iZjl
GZ ihjlze_ "he gZ [ulv \dexqCaptZhajh\_jdZz

X L_ogbqgq_kdZy mq_IlgZy aZibkv “ResetPasdwordy Zjdhg|l _cg | k
ihevah\zZl _eyfb

>ey gZkljhcdb bkihevam_|lllowPagEmMordiRecovery\ jZa”™_ e

<PasswordManagement>

enabled"true" allowPasswordRecoverytrue'>

>¥

7.13. Hkh[_gghklb ijb jZ[hl_ k YJUHH,3$

>ey dhjj_dlgh]lh ihr"dé&reglPgbyndce  dhgnb]lmjZpbb g_h[oh”bfh
jZkdhff_glbjh\ZIlv b aZihegbldapBadeDmigt m_j

Bcn=users,cn=accounts,dc=domain,dc=lgtal
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7.14. AZimkd

Ihke gZkljhcdb dhgnb]lmjZpbb aZimklbl_dhfihg_ gl

$ sudosystemctlstartsspservice

KIZImk fh gh ijh\_jblv dhfZg~hc

$ sudosystemctistatussspservice

lhke_"mxsb_ baf_g_gby \ nZce_ dhgnb]mjzZpbb kem [u ihlj_[mxl]
ih"kbkl _fu kem' [ b kem [u

$ sudo systemctl daemaaload

$ sudo systemctl restart ssp.service

7.15. @mjgZeu

@mjgZeu jZ[hlu ihjlZeZ aZshdtaglZ klkkyjXgyxlky \ |_dklh\u_ nZceu \
Abj_dIhjlopt/multifactor/ssp/app/logs? keb ~bj _dlhjby imklZ beb g | gm~
m[_"~blvky qlh m ihevah\zZl_ey ih” dhlhjuf aZzimkdz_Ilky kem [Z

wlm ~bj_dlhjbx

>ey ijhkfhljZ kh”_jsysibgTh gh \hkihevah\ZIvky dhfZg~hc

$ sudoless/var/log/syslog

>ey ijhkfhljZ "mjgZehs§spsemichkihevamcl_dhfZg”™m

$ sudo journalctHu ssp.service

7.16. >hklmi d ihjlZem

lhjlZze “"hklmi_g iht@pgfsdprdomain.org
>ey j _ZebaZpbb OLYHQHVV FKHFN bkihevamcl_ *(7 KWWS\
ljbf_j hI\_1Z
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"timeStamp: "2022-08-05T08:19:42.338",
"message": "Ok"

7.17.  <hijhku b hI\_lu

<lhg_fm ihevah\zl_ev g_ fh  _I \hkklZgh\blv iZjhev ohly | _ogbqg._
aZibkv ihjlzez bf__1ijZ\h gZRe$¢Pésswgigy dhgl_cg_j_ kK
ihevah\zZl_eyfb™

H K _j\Aqgtive Directory bf_ | g_dhlhju_ h]jZgbqg_gby g9gZ gZagZq_gb_ ij.
"hklmiz ihevah\zl_eyf dhlhju_ y\eyxlky qe_gZfb ijb\be_]bjh\Zgg
gZijbf DomainAdmins). LZdb_ ihevah\Zl _eb gAChhkeh™mixlevkdbo

hit _dlh\ ihwlhfm \u “he gu m[_"blvky qglh *ey g _h[oh”bfuo ijb\b
ithevah\Zl_e_c kha”“Zgu ehdZevgu_ ijZ\beZ ij_"hklZ\eyxsb_ |1_og
aZibkb ijReskhtrassword

< DZd baf_gblv bgl_jn_ck b ihjl dhkujd KestmePZ | \_[

H < nZce_ dhgn appegithgsdauctionxml *h[Z\vI_ [ehd dhgnb]mjZpbb
<Kestreb..</Kestreb Bgl_jn_ck b ihjl mdZau\dxtky \ gh”_

>http://localhost5000</Url>
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lhjlZe ~ey ihevah\Zl_e_c¢c $FWLYH '"LUHFWRU\

MultiFactor SelfServicePortal 2 \_{kZ¢lhjlZz&Zfhh[kem bY&gbgvah\Zl_e c
Active Directory, SAML, OpenlDConnect OAuth.

IhjlzeéhklZ\ey IKgBgghkbl kh]eZkgh dhfie _dIim ihklZ\db
718. 1_j_~ gzqZehf jz[hlu

1. AZc”bl_ \ ebqguc dZ[bg_I| FmevlbnzZdlhjz ~Ze__ \ jZa™_e_ J
gh\uc j_kmjk IbiZ"S¢elESdrviceihjlZe
H gZa\Zgb_ b zZ~j_k ijhba\hevgu_

H j_]bkljbjh\ZIv gh\uo ihevah\zZl_e_c¢ *Z
H ijb ihrdexq_gbb [_a gZkljh_ggh]h \lIhjhlh nzZdlhjz \dexqb
kZfhklhyl_evgmx gZkljhcdm
2. lhke_ kha”Zgby \Zf [m ml| *hkl|ARIday ibAR Eetjet hgb
ihlj_[mxlky "ey gZkljhcdb ihjlzez

719. Lj_[h\Zgby ey mklZgh\db ihjlZeZ

FlhjlZe mklZgzZ\eb\Z_IkWirgldBwek[hh\c ] gZgbgZy k \ RXbb
T K_j\_j*he _g [ulvijbkh_~bg_g d “hf_gm
FK_j\_jm k mklZgh\e_gguf ihjlZehf g_h[oh”bf "hkImi d ohklIm
api.gosmultifactorru i hTCP ihjlm (TLS).
kK j\ _j_ "he 'gZ [ulv mklZMbSeryer(l|®ek dhfihg g+AEP.NET 4.6
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7.20. 1ZjzZf_lju ihjlZeZz

1ZjZf_lju jZ[hlu ihjlZeZ o0jZgWitofighZicke]fZXML.

_ah\h]h



JHN J: 01
57

n Value:nn />

't value="" />

evlibnzdlh,

gb

agZq_gu

ljb \dexq_ghBjZf_|jdseactivedirectoryuserphone dhfihg_dim”" _|
bkihevahlZeév nhagZibkZgg@o e Z~@enera. NhjfZl_e_nhfghiZz _I[ulv

ex[uf
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ljb \dexq_gbb izZjzZf -aphvedirsckbrymobileuser SKRQH dhfihg gl
[mMm~_| bkihevah\Zlv | _e_nhg aZibkZgguc gZ \dezZz~d_ 7THOHSKRAQ
| _e_nhli@gd fh  _Ifulvex[uf
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7.21. 1jh\_jdZ &DSWFKD

>ey aZsblu hl zZ\IhfZlbabjh\Zggh]h i_j [hjZ iZjhe_c¢ hl mqzl
kljZzgbp_ \oh”zZ \ ihjlze_ ij_~mkfhlj_gzZ \hafh ghklv ijh\_jdb i
ihfhsvx | _klZz &DSWFKD < dzZg_kI\_ ijh\Zc”_jh\ k_j\bkzZ &DSW
<DQGH[ 6PDUW&DSWAXROHA. *RRJOH UH

MijZ\e _gb_ iZjheyfb
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lhjlze kZfhh[kem b\Zgby iha\hey | ihevah\zZl_eyf mijzZ\
"hf _ggufb iZjheyfb f gylv | _dmsbc iZjhev f gylv bkl _dr
\hkklZgzZ\eb\Zlv aZ[uluc iZjhev >ey gZkljhcdb bkihevamxlky ke _~

7.22. <hkklZgh\e _gb_aZ[uluo iZjhe_ ¢

NmgdpbhgZe \hkklZgh\e _gby aZ[uluo iZjhe _c ihal\hey | ihev:
'LUHFWRU\ kzZfhklhyl _evgh [_a \h\e_g_gby | _ogbqg_kdhc ih~™_j°
aZ[ulu_ b ml_jyggu_ iZjheb

Mkeh\by ~ey jZ[hlu

ihevah\zZl _ey ~he gh Julv gZkljh_gh fh[bevgh_ ijbeh  _gb_
dZq_kI\_ kihkh[Z Zml_glbnbdZpbb

GZ ihjlze_ "he gZ [ulv \dexq_gZ \hafh 'ghklv mijzZ\e_gby iZjl

GZ ihjlze_ "he gZ [ulv \dexq_gZ ijh\_jdZz &DSWFKD

>ey gZkljhcdb bkihevam |ky ke _~mxsbc iZjZf_1j

7.23. MklZgh\dZ ihjlZzeZ

1. AZ]jmabl_ b khojzZgbl_ k[hjdm ihjlZzezZ gz \Zr_f k_j\_j_
2. AZimk I®drver Manager> Tools-> Internet Information Services (IIS) Manager;
3. GZ fblijz\hdghidlgdefault Web Siteb\u[_jb IAdd Application;
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4. Kha~Zcl_gh\h_ ijbeh” _gb_
O Alias: mfa
H Physicalpath imlv d iZid_ kh k[hjdhc ihjlZeZ ba i
H KhojZgbl_ b azZdjhcl_

5. AZc " bDefault Web Site> mfa-> Authentication;

6. M[_"bl,_&Mkihkh[Zim]|_glbnbddgbprbous AuthenticatiorbForms

Authentication\d e xq _@buf _x k1Z | frabled).?keb \udexq_gu
gbo ijZz\hc dghidhc bEhable bk eBormsAuthenticationh Tk mIkI\m _1 \

kibkd _ m[_~bl_kv qlAS®PNEhg_ dleb \ur_ mklZgh\e g gZ k_j\_
kf Lj_[h\Zgby “ey mklZgh\db ihjlZeZ

gZ fbl_ gz

j
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724. H[gh\e _gb_ihjlzez

1. KM _eZlv j_a_j\gmx dhibx nZce ZVeldcgnfig \m Z4 d b bk
ihjlZehf

2. MA"Zeblv kh”_j"bfh_ iZidb k ihjlZehf

3. Kdzgzlv k\_"mx k[hjdm beb kh[jZlv ba bkohrgh]lh dh*zZ jZKki
ihjlzehf

4.1 _j_g_klWebconfigihevah\ZIl_evkdb_ iZjZf_lju ba j_a_j\ghc dhibb
dhgnb]mjZpbb 4pb@afSetings b<ActiveDirectorr =~ keb [ue mdZaZg

725. @mjgZeu

@mjgZeu jZ[hlu ihjlZeZ gZohdyylkyby idlikjbb kh k[hjdhc ihjlZeZz
?keb iZiagpg | kha”rZcl__z b m~hklh\_jvl_kv qglh hgZ "hklmigz
ehdZevghfm ih e vigshbgPoolBetaultAppPool.

Syslog

>ey aZibkb "mjgBledk \j\_j BEM kbkl_fm ~h[Z\vI_ \ jZa”_e
dhgnb]mjZppraisettings ke _"mxsb_ iZjzZf_Ilju
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?kedyslogi_j_"~"Zzl bkdZ  _ggu_ kbf\heu gm gh ihf_gylv ke_"mxsmx
IDOVH Ih mfhre€:Zgbx

7.26. JZ[h1Z k g_kdhevdbfb Ahf_gZfb

lhjlze ijb aZimkd_ gZoh”bl \k_ “h\_j_ggu_ ~hf_gu b fh™_1 ijh\h”b
Zml_glbnbdZpbx ihevah\zZl_ey \ ex[hf ba gbo <u fh  _lhdhl”®_evgt

[Zaj r_ggbeb kibkhd aZij_s_gguo ~“hf_gh\ =zcenfigmlibdh \ jZa™ e
Ah[zZ\vl_ ke _"mxsb_ kljhdb ihke_ aZmjadefixg:]h Iw]Z

requiresUserPrincipalNameéirue™

7.27. GzZkljhcdZ rZ[ehgZ V\VORJ

libf_jrZz[ehdgdkl fghthjgZeZz

[{Timestamp:MMM dd HH:mm:ss}] {Level:u3} {Message:lj} <s:{SourceContext}>
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{NewLine{Exception}

7.28.  <lhjhc nzdlhj i_j_~ i j\uf

?keb wlZ hipby \dexq_gZ ihjlZe kgZgqZeZ aZzZijhkbl \lhjhc nZdlhj
mki_rgh]lh ih~I\_j°~ _gby ijh\_jbl mqg_Ilgu_ ~"Zggu_

7.29. Bkihevah\Zgb

IhjlZe “"hkimi_g ihk@WNsS¥Xm\zrrhf_g UX PID

7.30. MijZ\e _gb_ mkljhckI\Zfb ([FKDQJH $FWLYHB\QI

<Exchangek _j\ _j_ ij_"mkfhlj_g f_oZgbaAttieBydoghtkgjhckl\ KjZam ~_
ihke_ ih”dexq_gby fh[bevghc ihgqlu mkljhcklI\ ihiz*Z_1 \ dZjZglb
hAh[j_gh beb hldehg_gh ~ey bkihevah\zZBhanhekb g kg ZHhhf
h~h[j_gby fh[bevgZzy ihqlz g_ jz[hlz_| Z _~bgkl\_ggh_ ibkvfh dI
mkljhckl\h \ dzZzjZgilhgbgnhjfZpby qlh mkljhckl\h h b”~Z_ I ih”~I\_j
Z™ fbgbkljZlhjhf
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IhjlZze kzZfhh[kem b\Zgby ij_"eZ]Z_| \hafh ghklv ihevah\Zl_ex ihk
\Ihjhlh nzZdlhjzZ kZfhklhyl_evgh mijZ\eylv mkljhcklI\Zfb ~ey k\h_]h
\dexqgZlv b \udexqZlv *hkImi

MijZ\e dbtiveSyncgZ ihjlZze_ ih mfheqZgbx \udexq_gh >ey \dexq_g
\uihegbl_gZkljhcdb gb" _

731. GzkljhcdZ ([FKDQJH

1. AZc”bl_ \ p_glj Zz"fbgbkiExthamygpgbay e Fh[bevgu_ mkljhckl\Z
gZ fbl_ Baf_gblv

2. <dexqgbl_dZjZglbg
3. < rZ[ehg ibkvfZ ~ey ihevah\Zl_ey \klZ\vl_ khh[s_gb_ b kkuedi

7.32. GZkljhcdZ ihjlzez

1. >h[Z\vl_\ dhgnb]mjZpbx dexq
<addkey=" Htvalue="true'/>

2. JZaj_rbl_ ihjlZem jEfthabge k

Kha”ZcAD kem™ _[gmx mqg_Ilgmx aZibkv ihf Eddhbnge \ ]Jjmiim

TrustedSubsystem
GZkljhcl_ jZaj_r_gby ey mqg_Ilghc aZibkb gZ ql_gb_ iZidb k k
I Zidbogs
GZkljhcl_ jZ[hlm kZclZ hl bf_gb wlhc mq_Ilghc aZibkb
HIidjhcllS
< jZa”™ApmplicationPools\u[ _jb DefaultAppPoolb hldjhAdvanced
Settings
< jZa™ldentty mdZ bl_ kha”Zggmx mq_Ilgmx aZzilkkv |_j_aZ]jm:
(iisresej

7.33.  <hijhku b hi\_lu

8 =7_ijhibku\Z _Iky k_j\bkgZy mq_lgZy aZibActvéBiyeatbrfdexq_ gby

H >ey ijh\_jdb eh]bgZ b iZjhey k_j\bkgZy mqg_lgZy aZibkv g_ bki
ihr*dexqz_ANoyhd bf_gb ihevah\Zl_ey dhlhjuc aZijZrb\Z_| Zml_glbi
Kf_gZ iZjhey b miEXdreangpghctiveSyncmkljhcklI\Zfb hkms_kl\ey_ Iky hl



JHN J: 01

bf gb ihevah\zZl_ey ih” dhlhjufli&Zcl aZims_g \

< DZd hldexgblv \hafh ' ghklv f_gylv "hf_gguc iZjhev gZ ihjlZe "

H <hafh ghklv baf_g _gby iZjhey hldexqZ_Iky ke_"mxs_c gZkljhc

< key=" Aivalue=" />

< <lhjhc nzZdlhj ijb \oh~_gZ ihjlZze aZijZrb\Z_|ky m \k_o ihevah\
\dexgblv mkeh\guc aZijhk \Ihjh]h nZdlhjZ gZ [Za_ ge_gkI\Z ihevz
AD?

H < p_eyo [_ahizkghklb ih~I\_j"~ _gb_ \lhjhlh nzZdlhjZ ijb \oh”_ ¢
j_"bf_ kzZfhh[kem b\Zgby Ij_[m_Ilky "ey \k_o ihevah\Zl e ¢ AZ"Z
fh'gh gZ mjh\g_ ]jmiih\hc iheblbdb \ iZg_eb mijZ\e_gby Fmevlibn

AZijZrb\ZIv \Ilhjhc nZdlhj lhevdh m ihevah\Zl_ eAbB fthaghdZazZgghc
j_"bf__"bgh]lh(S®® %kZihfhsvx ke _“mxs_c gZkljhcdb

< key=" J' value=" &>

< DzZdb_ dhfzRowerShellbkihevam _1I| ihjlZe ey jZ[hlu k mkljhckI\Zfb
ExchangéActiveSyn®

H JZ[hlZ b”zl| gZiAgtivaRiréctory, [ _a dhfZg”~e Ih\

lhevah\Zl_ex ih” dhlhjuf azlisig _b[kBEbAu ijZ\Z gZ ql_gb_ b azib
ke "mx&baP ZIjb[mIh\ \ dhgl_cg_j_ihevah\Zl_ e _c

GZ ql_gb_

1. H[t_dIluser

distinguishedName

2. H[t_ dImsExchActiveSyncDevice
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msExchDevicelD

msExchDeviceFriendlyName msExchDeviceModel

msExchDeviceType

whenCreated

msExchDeviceAccessState
msExchDeviceAccessStateReason objectClass

GZ aZibkv
1. H[t_dluser

msExchMobileAllowedDevicelDs msExchMobileBlockedDevicelDs

2. H[t_ dImsExchActiveSyncDevice

msExchDeviceAccessState
msExchDeviceAccessStateReason

< DZd *h[Z\blv iCAPTO#HA gZ kljZgbp_ \oh”~Z \ ihjlZe"

H ITh™ " b\ZGdaglereCAPTCHAV2. >ey \dexq_gby ihemqgblSitezjZf_ Ilju

Key bSecretkey \ iZg _eb mijZ\reCAFIZCHADb aZz”Zcl_ ke_"mxsb_ gZkljhcdb
dhgnb]mjZpbb ihjlzez

< DzZd \ dZq_kI\_ eh]bgZ ihevahWeN \efniej lbaYaihnj"

H Ih mfheqZgbx eh]bg ihevah\Zl_ ey i j ~Z |Iky \ FmevlbnZdlhj '
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dhihjhf _]Jh \\h~bl ihevah\Zl_ev gZ kljZgbp_ eh]bgZ

Fh gh az~Zlv Ij_[h\Zgb_ \\h”"Z eh]bgZ iheW®N\Zlihéh§Wxnhjfzl_
ke "mxs_c gZkljh&gdph|kfk g kdhevdbfp ~hf gZfb

requiresUserPrincipalNaméirue'>

cevl_jgZlb\gh fh gh jZaj _rblv \\h™ eh]bgZ ihevah\zZl_e f \ ex[hf
\dexqgblv ij_h[jZah\ZgbUsePrifcipaINam¢UPN) ijb hlijz\d_ aZijhkZz
AhklmizZz \ FmevibnzZdlhj k ihfhsvx ke_“mxs_c gZkljhcdb

< DZd bkijZ\blv hrb[dm G_ m~”Z _|ky ijhgblZlvanZZce dhgnb]mjZpt
g_"hklZlhgguo jZaj_r_gbc "

H >Zlv jZaj_r_gb{IS juo8RS
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8. GZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb \ 93
Djbilhljh 1*DWH

8.1H[sZy bgnhjfZpby

< klZlv_ hibku\Z_Iky NGatel'}bgdih~"dexq Mg NmonZdlhjghc
Zml_glbnbdZpb_c

<hafh gu_ kihkh[u Zml_glbnbdZpbb

| Fh[bevgh_ ijbeMultghctor

| KFK

| :1iZjZlgwWTPlhd_gu

| Ijbeh  _g®WP: Google Authenticatobe by g~ . ®le x q

>ey gZkljhcdb \lhjh]lh nZdlhjZ Zml_glbnbdZpbb \Zf ihlj_[m_lky m
g Zkljh MultiFactorRadiusAdapter G ZkljhcdZ rNGaed DAP-k _j\_jzd ~ _

"he gu [ulv ijhba\_~ gu aZjZg__

82.Ko fZ jZ[hlu

1. IThevah\zZIl_ev ihrde¥BNY \\kybd eh]bg b i¥PNedeb gl _
CryptoProNGate

2. Rex&lGateijh\_jy | eh]l]bg b iZjhev ihevahdZlZeh) /'$3

3. Rex&lGateih ijhlhdRADIUS aZijZrb\Z | \Ihjhc maliFagtor
RadiusAdapter

4. lhevah\zIl_ev ih?I\_j'~Z | aZijhk gZ | _e_nhtMPN.b ih*"dexqZ_ Iky

8.3.GZkljhcdZ 08/7,)$&725

1. AZc”blkb%l_fm mijZMULFGIBEACTOR, "Ze _ \ jZa’knejkbu
khanZcl_gh\uc j_kmjk Ibiz K "INGd#eé& wdjZg

2. AZihegbl_ GzZa\lzZgb_ b :~j_k ih \Zr_fm mkfhlj_gbx 1Zjzf_|I
ijh\_jdhc \lhjhlh nZdlhjz b Yaud hl\_qgZgZlkdZhbHafhhghklv
nZdlhj g _ihkj_~kl\_gghNGatka pb gh*"dexq_gbb ihevah\Zl_ey [_a
gZkljh_ggh]lh \lhjh]l]h nzZdlhjzZ “hkImiZz

3.lhke_ kha”zZgby \Zf [mAml| “hklmigAaStdentifigry BSharpdSecret
hgb ihlj [mxlky *“ey ihke_“mxsbo rZ]h\

4. MklzZgh\bl_ b g&AltkactorRadiusAdapter
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84.GZkljhcdZ 1*DWH 931
Hidjhcl_iZg_ev mijNGae gby

f<jZa”_e_ DeZkl<ku dhgnb]lmjzZpbb \u[_jbl_\Zrm dhgnb]mjZy

85.GZkljhcdz /'$3 deb_glz
f < gzZkljzb\z _fhc dhgnb]lmjZpbb i _j c”bl_gZ \deZ"dm <g_rgb_

jZa™_e_ +tk83\_j gZ fbl_ Ijb\yazlv "ey i_j_oh”~Z gZ kljZgbpi
gZkljhcdb /K 3\_jh\
T ?2kelDAP k_j\_j hlkmlkI\m _| |h “h[Z\vIKk gh\gagZ$3Ib_f dghidb

Kharzgb -kK'$8 jz
T AZ~Zcl_ iZjzZf_ljuk/'j83jZ gZ fbl_ ]Zehgdm KhojZgblv
T <uihegbl_ ijb\yadm _/j$3Z d dhgnb]mjZpbb

8.6.GZkljhcdZ 5$%$',86 deb _glZ

t< gZkljzb\Z _fhec dhgnb]lmjZpbb i _j_cAbl_ gZ \dez~dm <g_rgb_
jZa” _e_ 5%$k8/8_j gz'fbl_ ljb\yazZlv “ey i_j oh”Z gZ kljZgby
gZkljhcdb 5%%8j_jh\

t GZ fbl_ Kha”rZgb-k5§\, 85

T AzZNZcl_ izZjzZf_lju ih”d Mulgfadgds RadiusAdapter
HRADIUS name: Multifactor;
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HRADIUS server addressZ *j _&khfih g __ §lultiFactor Radius Adapter
HRADIUS server portiihjlbagZkljhdkifihg §utiFactor RadiusAdapter
HSecret: radius shared secketg Zk|jhd kfihg _WuliFactorRadius Adapter
t GZ fbl_ ]Zehgdm KhojZgblv
T <uihegbl_ijb\yadm-k$j\8Kiltifactord dhgnb]mjZpbb

8.7.GZkljhcdig | Z edGate

f < gzZkljzb\z _fhc dhgnb]lmjZpbb i _j c”bl_gZ \dezZ”"dm IhjlZeu
bdhgdm J_"ZdlhtplEdBEeZ \ kljhd_ k \Zrbf ihjlZehf
+GZ fbl_ dghidm JZkrbj_ggu_ gZkljhcdb gZkljhcl_ dhgnb]mjz
h[jZahf
HF |h® Zml_glbnbdZpbb ihevah\Zl (EDAP);Eh]bg iZjhev
H BkihevaRADIUS: \dexqgbl _
H Bkihevah\zZgb_iZjhey
v HlijZ\eylv iZjhRAP\\dexqgbl _

v HlijZ\eylv iZjRADIUS: \udexqgbl _
H AZijZrb X \dexgbl_ _keb ieZgbjm_| _ObRihevah\Zlv
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>hdmf_glZpblggmb]mjZpbb.ihjlZez

GZkljhcdZ ihevah\zZl_evkdhc fZrbgu

GZkljhcl_ ihevah\Zl_evkdnbgkZmbgpbbh\ g hjz

88.1h"dexqg_gb _

Hidjhcl_ deQryptoPro NGate;

<\_"bl_ bfy \Zr_]h rexaZz

GZ fbl_ lhrdexqgblv

<\_~"bl_ eh]bg b iZjhev ihevah\&ZlZghha /'$3
lh~I\N _jAbl_ \lhjhc nzZdlhj \u[jZgguf kihkh[hf
Kh_"bg_gb_ mklzZgh\e_gh

o g s~ wN PP
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GZkljhcdZ "\monZdlhjghc Zml_glbnb
OpenVPN AccessServer

89.H[sZy bgnhjfZpby

AZsbIBIPN ih~dexq_QpenVPNAccessServer\lhjuf nZdlhjhf
Zml_glbnbdZpbb kMEXhswxgby k_j\bkZ FmevibnZzZdlhj

<hafh gu_ kihkh[u Zml|_glbnbdZpbb
| Fhlbevgh _ijbeWultd-hctor
A\hghd gm gh ijbgylv \uah\ b gZ Zlv

| 2iiZjZlgwWTPlhd gu
| ljbeh" g®TWP: Google Authenticatobe by g™ . ®le x q

<ZjbzZgl bgl_]jZpbb k Fmevibnzdlhj az\bkbl hl \Zr_]h ihklZ\sbdZ

1. ThklZ\sbd mqgzlguo afAchJe Oirectory
Bgl_]jZpbRADWUS-ijhlhdhem

2. lhklzZz\sbd mqgzlguo aZabd8ZevgZy ~“bj_dlhjby mqgzlguo aZibk_c
OpenVPNAS

Bgl ]jZpby k ihPbgawthZml_glbnbdZpbb

8.10. Ko fgz[hlu

RADIUS Postauth

1. lhevah\zZl_ev ih*"de¥B¥ \\kybd eh]bg b iZjhev mqg_Ilghc aZibkb
deb _ @penVPNConnect

2. OpenVPNAccessServerih™I\ _j"~Z | dhjj_dlghklv eh]bAdive iZjhey \
Directory q _j Mailtifactor RadiusAdapter

3. Fmevlibnzdlhj azZijZrb\Z _| \lhjhc nZdlhjpdsh\ fdhltbretvdyp b b
ijbeh” _gbbTelegram h*"ghjZzalOTRbeb KFdh” a\hghd gZ dhlhjuc
g_h[oh”~bfh hI\_Iblv# gz Zlv

4. lhevah\zZl_ev ih?I\_j°"~Z | aZijhk bVR\tdexqZ_ Iky d

8.11. 5$',86 bgl_]jZpby

Bkihevamcl_ wlhl \ZjbZgl bgl_]jZpbb _keb \Zr ihkRAgetieebd mqzlgu
Directory.
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8.11.1.1 j\u_ rz]b

=

KhanZcl_ ZddZmgl EAHcgtokjAIb\gmx RhgvelvnZdlhj

< jZa™jekmjlkdebdgllh[Z\blv j_kmjkhy\b\r_fky kibkd_ \u[_jbl_
>jm]h\cjZza” Ke | \hc wdjXgihegbl_g_h[oh”bfu_ ihey ey Ih]h ¢
ihemqgblv izZjzNASjdentifier bSharedSecret Wlb iZjZf _lju ihlj_[mxlky
"ey aZ\_jr_gby gZkljhcdb

N

3. AZ]jmabl_ mklZgh\bl_ b gZklyhuitfactad RACHWYS Aplapter
(Windows Linux).

8.11.2. G Zk |jh c@penVPN Access Server

1. AZc”bl_\ Z~rfbgbkljZIb\@perVPA§ccessServer

2. < jZa”"Awhentication, i _j _c”bl_\ ih"RADNSb debddlé
RADIUS;
3. < jZa”™RADIUS Authentication Method \u[_jbl_f Ih™ Zml_glPABdZpbb
4. < jZaRADIUS SettingsmdZ bl_ Z~j_ k 5dH{BBy g BhatedSecretb a
gZkljh_d dhfihg_glZ
5. DebdgB8BdveSettings~ey khojZzg _gby gZkljh_d
6. Qlh[u baf_g_gby \klmibeb \ kKbdate RliehrdydSeiver.

IJBF?Q:GB?
M[_~bl_kv qlh \ kibkd RARUS k _H%bjg b@penVPNAS [m~ |
hlijz\eylv aZijhku \h \k_ ihhq_j_~gh

8.12. Postauth bgl _]JjZpby
Bkihevamcl_ wlhl \ZjbZgl bgl_]jZpbb _keb \Zr ihiklZ\sbd mqzlgu
ehdZevgZy ~bj_dlhjby mq@pgnV&@NAZ.ibk ¢
I _j\u_ rzZ]b

1. KhanrZcl_ zZddzZmgl ZAtegMbKljAIb\gmx RihgvébnZdlhj
2. < jZa™jekmjldebdglrlh[Z\blv j_kmjkhy\b\r_fky kibkd_ \u[_jbl_
>jm]h\cjZza™ Ke | \hc wdjgihegbl_ g _h[oh”~bfu_ ihey ey Ih]h «
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ihemqgblv izZjzZNASjdentifier bSharedSecret Wlb iZjZf _lju ihlj_[mxIlky
Ney aZ\_jr_gby gZkljhcdb

3. < kemqgZ_Zml_glbnbdZpbb ehdZeQmndPNAS kaaVZcl c
khhl\_Ikl\mxsbo ihevah\Zl _e ¢ \ kbkl_f_FmevibnzZdlhj 1_j c¢”
ihevah\Zhb elebdgbH[Z\blv ihevah\Eélefyhjlbjh\ZIlv

4. AZ]jmdomstauthie Z]blgmevibn Z d I QpéreAPNAccessServer

8.13. GZkljhckRastauth ieZ]bgZ

1. HIdjhcl_ rmpdscath multifactorpyc ihfhsvx | _dklh\h]h j_~ZdlhjZ < nZce_
g_h[oh”bfh azZz”*Zlv agZq_gby iZjzZf_|IjzZf

NAS_IDENTIFIER bSHARED_SECRET.

NAS_IDENTIFIER="
SHARED_SECREE"

HOST = "api.gosmultifactor.ru’

KhojzZzgbl_baf_g _gby b aZdjhcl_|_dklh\uc j_~Zdlhj
JZaf_klbl_ kmbgb aluth_multifactor.pyx “bj_dlhjbb
/usr/local/openvpn_as/scriptg/ K _j\ _PpenVPN Access Server.

$ scp post_auth_multifactor.py

<SSH_USER>@<AS_HOST>:/home/<SSH_USER>/post_auth_multifactor.py

AZf_ gkBESH USER>b<AS HOST>gZ nZdlbg_kdb_ bfy ihevah\Zl ey
Z™Nj _k k_j\_jZz KgzZqzZeZzZ azZ]ljmabl_ kdjbil \ *hfZrgxx ~bj_dlhjbx |
Z~fbgbkljZlb\gh]lh ihevah\zZl_ey 2SHQ931 $6 sudd ijZ\ gZ aZibkv [

?keb k_j\_j [ue jZa\_jgml k ihfhsvx kj_~klI\ \bjimZebaZpbb C
9 90:DUH (6;L $PD]JRQ $:6 OLFURVRIW $]XUH *RRJOH &ORX
\oh” fh™ | Julv aZsbszg ijb\Zlguf dexqhf < IZdhf kemqZ_ azZ”"Zc
ihfhsvx hipbdPATH_TO PRIVATE_KEY>.
2. HIdjhcl_ gh\mX 6kkib x

$ ssh <SSH_USER>@<AS_HOST>
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3. | _j_f_Klkobstauth multifactorpy \ “bj_dlhjbx kh kdjbilZfb

$ sudo mv post_auth_multifactor.py /usr/local/openvpn_as/sckiptst _auth _multifactor.py

4. M[_"bl_kv qlh nZce y\ey_ |ky bkihegy_ fuf

$ sudo chmod a+x

/usr/local/openvpn_as/scripts/post_auth_multifactor.py
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8.14. MklZgh¥Wbg&auth ieZ]bgZ

1. A Z"Z pdst auth multifactorpy Postauth kd jbilhf ih mfheqZgbx k ihfhsvx
bgkljmf_glZ dhfZzZg dsaclik?kle bS8 ihevah\zZl_ey g_|I| ijZ\ gZ
\uiheg_gdag az”*Zcl_ bfy Zz~fbgbkljZlb\gh]h ihedalgkhlely ba \_|
ihfhsvx hipddsSER.

$ sudo /usr/local/openvpn_as/scripts/s&cli

--key "auth.module.post_auth_script"

--value_file="/usr/local/openvpn_as/scripts/post_auth_multifacto\.py"

ConfigPut

2. AZimklbl_ k_j\bku

$ sudo /ustr/local/openvpn_as/scripts/sacli start

8.15. L_klbjh\Zgb_\oh~Z

lhke_gZkljhcdb b mdstaughiedblbgZ FmevibnzZdlhj ihijh[mcl_
ihrdexgblIWBN& ihfhsvx-\odl jn_ckZ beb @pebVRNCbnnect

?keb mklZgh\dZ ijhreZ mki_rgh deb_gl aZijhkbl \lhjhc nzZdlhj ~e
K ihfhswBMSbeb 2-dh"Z

f>ey Zml_glbnbdasbtoe bh2-dHh*m \\_~bl_ dh” \ hl*_evghf hdg_ \\
OpenVPNConnect

f>ey Zml_glbnbdZpbb k ihfhsvx fh[bevgh]h ijbeliiOSgby Fmevlibi
Android) b e belegramgZ fbl1>Z wlh m\_"hfe_gbb k aZijhkhf
ih~ M\ _j°~ _gby Zml_glbnbdZpbb

8.16. @mjgZeu

@mjgZeu "“hklimiguNaMidsesibg b/var/log/openvpnadog .

J_r_gb_ ijh[e_f

[jbgbgu gZb[he__ qzZklguo ijh[e_f k Zml_glbnbdZpb_c



4.
5.
6.
7.

JHN J: 01
79

<u bkihevam _|_ -EFRRWHMAkRH "ey dhlhjh]lh b]Jghjbjmxlky
IjZ\begdstauthZml|_glbnbdZpbb Ilhevah\Zl_ey

j_dhf_g”m_Ilky hldexqgZlv ihke_ iheghc gZkljhcdb k_j\_jZ Bgk
hldexq_gbx

<u bkihevauniclégin ijhnbev dhlhjuc b]JghjbjnPostuhbe Z

Eh]bgu ihevah\zZl_ e-iZQ§y ZMidibfgctor g khhl\_IklI\mx| eh]bgZf
ehdZevguo ihevampehVENAccessServer

< n Z ¢ @ost auth multifactor.oy g _\ _ j grhd Z a KASuldentifier bShared Secret;

leZ]bg g_ bf__1ijZ\ gZ &kiheg _gb _

leZ]bg g_dhjj_dlgh mklZgh\e g

K_j\_jg_[uei_j aZims_g ihke_ mklZgh\db ieZ]bgZz
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AZsblZ m~Ze_gghlh ~“hklmiz d dhjihjZlb\ghc k_Ib k 2SHQ931 $F
A\monZdlhjghc Zml_glbnbdZpb_c

8.17. H[sZy bgnhjfZpby

<hafh ' gu_ kihkh[u Zml|_glbnbdZpbb

xFh[bevgh _ ijbeMultidhctor

x A\hghd gm'gh ijbgylv \ug&h\ b gz Zlv
X :iiZjZlgwWTPIlhd _gu

xljbeh" g®¥P: Google Authenticatobe Yy g . ®Dle x g

>ey gZkljhcdb \zZf ihlj_[mActikgDitdtforng hI” _evdimax k_j\ _j k
mklZgh\e_@umeuVPNb g Zkljh\dltFactorRadiusAdapter

8.18. Ko fZ jZ[hlu

1. lhevah\Zl _ev ih*"de¥B¥ \\kykd eh]bg b iZjhev mqg_Ighc aZibkb

2. 0penVPNih ijhlhdRABDIUS ih~I\_j°~Z | dhjj_dlghklv eh]l]bgZ b iZjhe:
Active Directory.

3. Fmevibnzdlhj ijbkuezZ |1 gZ | _e _nhg ihevah\Zl_ey aZijhk “ey i
Ahklimpash\ L_e ]jZf beb al\hghd gZ dhlhjuc g_h[oh”Bfh hI\_lbl\

4. lhevah\zZIl_ev ih?I\_j°~Z | aZijhk bVIR\'dexqZ _ |ky d

8.19. GZkljhcdZ Fmevibnzdlhjz

AZc blkbkl _fm mijZ\e _gby Fmevlibmadbaljhfgh\u®OpenvidNk
Ilhke_ kha”Zgby \Zf [m"ml| "hklmi§AaStdentifié BShargdSecreth g b
ithgzZz~h[ylky "ey "Zevg_cr_c gZkljhcdb

8.20. GZkljhcdZ $FWLYH 'LUHFWRU\

AZ]ljmabl_ b mklZgh\bIMultfadtohgadm$sAdapter Dhfihg _gl jZ[hlZ_1 \
dZqg_KRADIUS k_j\_jZ ihemqz_I| &@pepNWRNbhijh\_jy | eh]bg b iZjhev
ihevah\zZl _ey \ ~hf_g_
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1Zjzf _lju dhfihg_glZ

1ZjZf _lju jZ[hlu dhfihg _glZ ojZgylky \ nZce _
MultiFactor.RadiusAdapterexeconfig \ nhjfZXML.

ml_glbnbd

_keb m~Zz

J' value="

" value="

" value=""/>

't value=""/>

8.20.1.AZimkd dhfihg_glZ

Dhfihg_gl fh_I jZ[h1ZIv \ dhgkhevghf j “bf_ bewindowZ g ekl\ kem"
aZimkdzZ \ dhgkhevghf j_ "bf_ ~hklZlhgqgh aZimklblv ijbeh’ _gb_

>ey mklZgh\WindahZService \uihegbl_ k déxghtif_gb :~fbgbkljZIhjZ

MultiFactor.RadiusAdapterexe/i

b aZimklbl_ kem ' [m
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netstartmfradiusadapter

8.202.@mjgZeu

@mjgZeu jZ[hlu dhfihg_glZ gZdbgsyPkeh boidg | m~hklh\_jvl_kv
iZidZ “hkimigZ ~ey aZibkb NédteorkSehidde e x

8.21. GZkljhc@penVPN

< i_j\mx hqg_j_"v \Zf glinukdh/bfj k mklZghGpenMPOfK _j\_|j
fh™ | [uBentOSUbunty Debianb I~ < gZr f ijbf_j_  jZKkfZépldF Iky
gh “ey ijhgbo kbkl_f hlebgby [m~ml| fbgbfZevgufb

KzZf ijhp_kk mklZgh\db b i_j\bdpbrvRNTkiljdhcdBkkfZIjb\zZz _f 1zd
dzZd gZ wim | _fm _klv fgh  _klI\h klZIl _c

PAM_RADIUS

MkIZgh\bl_ fRAVh BADIUS

$ sudo yum-y install epelrelease

$ sudo yumy install pam_radius

Hidjhchrey ~Zdlbjh\aAdxietc/pamradius.confomdzZ bd”j &hfihg _glZ
Multifactor Radius Adapteibshared key.

192.168.0.1:1818haredsecret40

IJBF?Q:GB?
lihgb_ k_j\_jZ _keb hgb _klv ih mfheqZgbx \ nZce_ g_h[oh”b
azdhff_glbjh\ZIv ihklZ\blv \ gZqZe_

8.21.1.G Zkljhc@m@nVPN k _j\ _jZ

Hidjhcl_ n@dapenvpiserverconf b "h[Z\vl_ieZ]bg "ey Zml_glbnbdZpbb |
ihfhsvRAM fh mey
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plugin /usr/lib64/openvpn/plugins/openvpiugin-authpam.so openvpn

>Ze _ kha”Zcl_nZce ijh\_jdb idpémpmgghklb ey

$ sudo vi /etc/pam.d/openvpn

b\ibrbl \g_]h

auth sufficient pam_radius_auth.so account sufficient pam_permit.so session sufficient pam_permit.

| _j_aZimkOpdnVPNK _j\_j

$ sudo systemctl restart openvpn@server

822. < aZdexqg_ghbb

JZkkfhlj_ggZy \ klZlv_ dhgnb]lmjzZpby h[_ki_gb\Z | g_h[oh”~bfuc r
b aZsblu ey hjl]ZgbaZpbb m”~Ze_ggh]h *"hkimiZ k gqbkehf khljm~g
g _eh\_d "h g _kdhevdbo lukyqg Djhf_Ih]h kms_kI\_ggh mijhszZ _ II
ZNfbgbkljbjh\Zgb 1ZdadZdllykihewvguc dZlZeh] mActivguo aZibk c

Directory. Bkihevah\zZgb _\lhjh]l]h nZdlhjZ Zml_glbnbdZpbb hl Fmevlb
ba[Zz\ey_ | hl g_h[oh”bfhklb \u”rzZ\Zlv dZ ~hfm ihevah\Zl_ex bg” b\
K_jlbnbdzl ~ey ih”depgn\UPbly d
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GZkljhcdZ "\monZdlhjghc Zml pfpensebdZpbb
OpenVPN

< klZlv_ hibku\Z_Iky péSekd¢heyl Zh~de x q QpbrWwRN
<hafh ' gu_ kihkh[u Zml|_glbnbdZpbb

T Fh[bevgh_ ijbe hMultdbctor

T A\hghd gm gh ijbgylv \uah\ b gZ Zlv

>ey gZkljhcdb \lhjh]lh nzZdlhjZ Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k | j h iMultiFactor RadiusAdapter

8.23. Ko fZ jZ[hlu

1. lhevah\Zl_ev ih"depf@&nséBpenPN \\h~bl eh]bg b iZjhev \

OpenVPNConnect
2. pfSenseih ijhlhdRADIUS ihrdexqZ |ky d dhMditdragdnRadius
Adapter

3. Dhfihg_gl ijh\_jy_1| eh]bg b iZjhevAchw\Dirbactdr, ADY DS
b e NetworkPolicyServerb aZijZrb\Z _| \lhjhc nZdlhj Zml_glbnbdZpbb
4. lhevah\zIl_ev ih?I\_j°"~Z 1 aZijhk "hklmiZ \' | _e _nhg_

824. GZkljhcdZ Fmevlbnzdlhjz

1. AZc*blkb%l_fm mijZz\e_gby FmevlIbh&ZdlhjhZar e J_kmjku b
kha”Zcl_ d@penPN K _j\ ;]

2. lhke_ kha~zZgby \Zf [m~ ml| ~hklImi§laStdentifigry H6hajed
Secret hgb ihlj _[mxlky "ey ihke_"mxsbo rzZ]h\

3. AZ]jmabl_ b mkJdtHattot Radius Adapter

8.25. G Zkljhcupf3ense

Hidjhcl_dhgkhev mpfiSghee.gby

8.26. GZkljhcRADIUS k_j\ _jzZ

<jZa”™_System> UserManager > Authentication ServersgZ "fbIAdd b "h[Z\vI _
gh\uk _j\ Z4ml_glbnbdZpbb
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Descriptive Name: Radius Server

1 Type: RADIUS

t Protocol: PAP

T Hostname or IP addresZ "] _&kh fih g _ §utiFactor Radius Adapter

T Shared Secret: Shared Secbetg Zkljhdkdfihg_glZ

T Services offered: Authentication

1 Authentication port1812

T Accounting port: n/a

1 Authentication timeout40

TRADIUS NAS IP Attribute: \u[_jbl_ bgl_juANclkeWAN bgl_jn_ck ey
i _j_"NZgRADIUS ZI1jb [ mMNAS-IP-Address

G Z fblSave

Users Groups Settings Authentication Servers

Server Settings

Descriptive name Multifactor RADIUS Adapter

Type RADIUS

RADIUS Server Settings

Protocol PAP J
Hostname or IP 100.100.100.100
address

Shared Secret...........cccccoeen.

Services offeredAuthentication J
Authentication port 1812 J

Accounting port

Authentication 40 ki
T meout. i” vale codrols hOW long, in seconds, that the RADIUS server may take to respond to an authentication request. If left blank, thewkefaldt val
seconds. NOTE: If using an interactive tfa@tor authentication system, increase this timeout to account for how leitigatke the user to
receive and enter a token.

RADIUSNASIPLAN-192.168.1.1 J

AN (QWHU WKH ,3 WR-IR$EB GR U WHHDYWMW& LE X W H -Bequest Pléase e thdithis thbiae won't change the interface used for
contacting the RADIUS server.

?kebuohlblbkihevahREDMWS k_j\ 4ml_glbnbd2&pbih"\Zdhgkhev
mijZ\e pfBgnsebih~dexq_ddsly,gAde Z”Skttings\u[_jblk j\_j
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Zml_glbnbdBhpkil Z\v]lZe hqglaijhlBise Authentication Server for Shell
Authentication”.

8.27. GZkljhcdZ ijZibwall
< jZa”"Fiewall >RulesgZ fblAdd, glh[u *"h[Z\blv gh\h\ Firgwalb e h
< Kk _ dfkdibFirewall Rule

T Action: Pass

T Interface: WAN

1 Address Family: IPv4
t Protocol: UDP

< k_ d Dedtination

T Destination: Any
T Destination Port Range: Frob812 (ihjld hfih g _ §luktiFactor RadiusAdapte)

GZ fblsave
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8.28. G ZKkljhc@mnVPN

< jZa”"VIEN >OpenVPN>Servers\u[_jbl_\Zr kOpenYPNb debddhit_
Server.

< k_ d pMwobde Configuration
T Backend for authentication: Radius Server

G Z fblsave
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8.29. Ijh\_jdz

< jZa” Diagnostics> Authentication

T Authentication Server< Z RADIUS k _j\ _|j
T Username:eh]bg
T PasswordiiZjhev

GZ fblTest

< kemqZ_ ijZ\bevghc gZkljhcdb gZ | _-eazZihigkihkRkihmbEZ XY Ka\hghd
khlezkgh gZkljh_gghfm nzZdlhjm ~hklmiZz
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GZkljhcdZ "\monZdlhjghc Zml_glbnpjdapghb K

830. H[sZy bgnhjfZpby

< klZlIv_ hibku\Z_Iky gZkljhcdZ rexalz_jja ek gihkdle xgPN by d
c"\monzZdlhjghc Zml_glbnbdZpb _c

<hafh ' gu_ kihkh[u Zml|_glbnbdZpbb
<hafh 'gu_ kihkh[u Zml|_glbnbdZpbb

| Fh[bevgh _ ijbemMultghactor

| KFK

| :iizjzZlgwWTPlhd_gu

| Ijbeh ™ g®WP: Google Authenticatobe by g~ . ®le x q

>ey gZkljhcdb \lhjh]lh nZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k |j h MultiFactor RadiusAdapter

831. Ko _fZ jZ[hlu

1. lhevah\Zl _ev ih"de&d&radSPUPN, \\h~*bl eh]bg b iZjbeMA K
Deb_ gl _

2. KL _jjZ Rexa ih ijhiRADMESThr*dexqZ _|ky d dhMditdgragdm
RadiusAdapter

3. Dhfihg_gl ijh\_jy | eh]bg b iZjhevAchw\Dirbddtdry besyNatwork
PolicyServerb aZijZrb\Z | \lhjhc nzZdlhj Zml_glbnbdZpbb

4. lhevah\zIl_ev ih?I\_j°~Z |1 aZijhk "hklmiZ h~rgbf ba \hafh ' guo k
Zml_glbnbdzZpbb \ Ihf qbke_ \\h” h*ghjZph\éb dnH”r"zZ \ K

8.32. | _j\u_ rz]b

1. Kha”rZcl_ ZddZmgl EZAMcg'bKljAIlb\gmx RhevébnZdlhj
2. < jZa™jekmjldebdgllh[Z\blv j_kmjkhy\b\r_fky kibkd_ \u[_jbl_

>im]h\cjZa” Ke | \hc wdjEgihegbl_ g _h[oh”bfu_ ihey ey Ih]h
ithemqgblv iZjzZNASjdentifier bSharedSecret Wlb izZjzZf_lju ihlj_[mxlky
Ney aZ\_jr_gby gRRDIUS-dONZil_jZ

3. AZ]jmabl_ mklZgh\bl_ b gZklyuitfactad RACHYS Aplapter
(Windows Linux).
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833. GZkljhcdZ KjZ

IhAjh[gu_ bgkljmdpbb ih gZkljhcd_ Relxajjzb b kb g &2
Ahdmf_glZphbhjz

8.33.1.GZkljhcdZ \azbfh”_ckl\by-k_5%'jB5

<azZbfh”_ckl\b _-d=DG g XKV §&j ZMultifactor RADIUS k _j\ _jZ gZkljzZzb\Z_lky \
Ciscolike dhgkheb mijzZ\eL gh% RexaZz

KL_jjz.2

Hub1(config)#aaa nexnodel
Hub1(config)#aaa authentication login MF_RADIUS group radius
Hub1(config)#radiuserver host RADIUS HOST

Hubl(config)#radiuserver key SECRET
Hubl(config)#radiusserver timeou60

1"

T SECRET*a g Z(q_rgdussharedsecretba gZkljh_d dhfRADIU§IZ
Z™NZil_jZ FmevlibnzZdlhj

T RADIUS HOST #IP-Z"j RADIUS k_j\ ;jZ
F(KkL_jjRexd.3)RADIUS AUTH PORT xihjl*ey¥ ml_glbnb dZagdpier

serverendpointd h fih g _ ylukiFactor RADIUS Adapter;
T KL_jjZ RexaMESSAGE+tkhh[s_gb_ dhlhjh_ [m”~_1 \u\h”blvky \ hd
Zml _glbnb&XZguh kL jjZ sz ~“h ijhoh ™ _gby Zml_glbnbdZpbb

<:@GH
KL jjZ Rexa bkihawviehml _tey Zml_glbnbdZpbéuthgotj@ f ]

ihAA j b\Z_Iky

>Ze _ ijb\y'bl_ kibkhd f_Ih~*h\ Zml_glbnbdZpbb d “"bgZfbq_kdhc
\dexqgbl_ ih”" XAuthm

8.33.2.KL_jj2.2

Hubl(config)#crypto dynamimap DMAP1
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Hubl(configcrypto-map)#set client authentication list MF_RADIUS
Hub1(configcrypto-map)#set client authentication xauth
Hubl(configcrypto-map)#set client username interactive

Hubl(configcrypto-map)#exit

KibkhdhfZgZkljhRADIUS-deb _glZ
tC-L_jjZ Rexa
$C-L_jjz Rexa

lhkljh_gWPNImgg_ey f -I’nmjK Rexalb Z Dele Zghl_glbnbdZpb_c
ijb ihfhsRADIUS k_j\_jZ

-L_jjZ Rexa

9. GZkljhcdZ "\monZdlhjghc Zml_glbn]|
lhqdb ”hkWwh-FL

9.1.H[sZy bgnhjfZpby

< klZlv_ hibku\zZ_Iky gZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb “
[ _kijh\h~*ghcWiFilb | _ogheh]b _c VidRZAIkhterpriseb ijh\_jdhc
eh]l]bgZ iZjhey ihevah\ZI|Adiye Difeatoryg

<hafh gu_ kihkh[u Zml_glbnbdZpbb

* Fh[bevgh_ ijbe Multdhctor
¥ A\hghd gm 'gh ijbgylv \u&h\ b gz Zlv

>ey gZkljhcdb \Zf ihlj_[m_IKky

T LhqdZ ~hMinAkri Z

T Microsoft Network Policy Serverih”~d e xq _ gd{fef_ dhetive Directory

T MultiFactorRadiusAdapter mklZgh\e _gguc \RADJSKI\hdkb f_""m
lhgdhc "hkINPEZ b

9.2.Ko _fZ jZ[hlu

1. lhevah\zl _ev ihr"dexqzZ_Iky d [_kijh\h~rghc k_Ib. \\h”~bl eh]bg

2. LhgdZ “hklmizZ ih iRADRUShidmdexqZ _|ky d dhRMditdragdm
RadiusAdapter

3. Dhfihg_gl ijhdkbjm _ INat@ojkRolicy Server



JHN J: 01
92

4.NPSijh\_jy_I i_j\uc nZdh]jbg b iZjhev ihevah\Zl|Aaiye\ "hf_g_
Directory b \ha\jZsZ | chh¥ithg_glm

5. MultiFactorRadiusAdapteraZijZrb\Z | \lhjhc nZdlhj gZ | _e _nhg_ iheval
b ihke_ ih?I\_j°~ _gby jZaj_rZ_| “"hklmi

93.Ko _fZ k_1Ib
< ijbf_j_ihdzazg z"j_k k93.1680n.11861hjuc gm gh ihf_gylv gZ
ZdimZevguc *“ey \Zr_c dhgnb]mjZpbb

Dhfihg RpdiusAdapterfh™ | [ulv mklZgh\e_g dZdNBSZ IZ dj\b jg Zk

hi*" evghf < | _dms _f ijbf_j ihdZazZg \Zjbzgl jZza\_jlul\Zgby gZ h'
bkihevah\zZgb_f ihjlZz "ey dhfihg2 d8Z4UDHAKkhehjlg [ulv

hidjul gZ k_j\_j_ "~ey ih~dexq_gby Ihqdb *hkImiZz

9.4.G Zk|jh cRatlius Adapter

1. AZ]jmabl_ b mkdiHattotRadiusAdaptergZ k _j\NPX
2. GZkljhcl_dhgnb]lmjZpbx ke_"mxsbf h[jZahf

<?xml version="1.0" encoding="u8"?>
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9.5.G Zk | jh cefwork Policy Server

1. < jZa”™RadiusClientskha”~Zcl_ gh\h]h deb_glZz
Friendly Name: Wifi_ MFA

Address:192.168.0.1
Shared secretba dhgnb]mjZpbb zZ*Zil_jZ

2. GZ fbl_NPB(Local), \u[_jbl_ dhgnb]mRpdipdServer for
802.1X Wireless or Wired Connectionsb g Z * f b IConfigure 802.1X
<u[_jbBecure Wireless Connection, Next

Next

<u[_jbMicrosoft: Protected EAP (PEAP), Next
>h[Z\v]_ ]Jjmiiu _keb gNbejtoh”bfh
Next

Finish

96.GZkljhcdZ Ihgdb *"hkImiZ
MdZ bl_ \ gZkN\WEidZob

A Z s b MIPA2 Enterprise
RADIUS-k _j\_j
K_dj_lguc dcbargksecretba dhgnb]JmjzZpbb z~Zil_jZz
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MklZgh\dZ k_jlbnba'ZEhdrypt g ZNVindows Server
9.7.H[sb_k\ "~ gby

>ey jZ[hlu kem [ m~Ze_g\WimflowsPekdeniZd b f dREmoteDesktop
Gateway bRemoteAccessVPN Ij_[m _Iky |Ij_[m_Ilky k_jlbnbdZl \u”Zgguc im
m~ hklh\_jyxsbf p_gljhf

K _jlbnbdzZl bkihevam_Iky ~“ey rbnjh\Zgby ljZnbdZ f_""m deb_
Z lzd _ "~ey Zml_glbnbdZpbb k_j\_jZ g_ deb_glz Fh g
kzfhih~ibkZgguc k_jlbnbdzl gh \ IZdhf kemqgzZ_ \zZf ijb"_Iky mk
dZ "h_ mkljhckl\h \Zrboeih@evah\ZI _

?klv [ _kieZlgZy Zevd g AHRtZEncrypt \ dhlhjhf fh gh [ _kieZlgh
aZ g_kdhevdh fbgml ihemqgblv \Zeb”*guc k_jlbnbdZzZl

9.7.1. Win-Acme

>ey jZ[hlu k k_j\_jhf k_jlbnbdZpbb g_h[oh”b#mAa@djmablv d
Deb_gl jzkijhkljZgy Iky [_kieZlgh bkohGghub.dh” ~hkimi_g \

072. MklZgh\dz deb _glZ

AZ]ljmabl_ihke "gWintAgrkd k k Z bttgs//github.comwin- acmewin-
acméreleases\Zjb Zgimmed JZkiZdmcl_ zZWiddowsXk j\ _j  ]~_ g_h[oh~Dbfh
mklZgh\blv k_jlbnbdZl

9.7.3. MklZgh\dZ k_jlbnbdzZlZ ey 6673 931

| _j_~ mklZgh\dhc m[_"bl_kv qlh

| ZNj_k k_j\_jzZz mNEazZg \
| 9Z k_j\_j_ mklZgh\Greg ZcgdssandVPN (RAS)

AZimklekdjbil

wacs.exe-target manual-host vpn.example.corcertificatestore Myinstallation iis,script-

installationsiteid E-script "ScriptSmportSSTP.ps1=-scriptparameters "{CertThumbprint}"
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9.74. MklZgh\dZ k_jlbnbdZlZ ~ey 5SHPRWH 'HVNWRS *DWHZD
| _j_~ mklZgh\dhc m[_%bl_kv qlh

| Z™j_k k_j\_jZz mNFazg \
| 9Z k_j\_j_ mklZghRemgteD¢bktopGateway

AZimklkdjbil

wacs.exe-target manual-host rds.example.coracertificatestore Myinstallation iis,script-

installationsiteidl --script "ScriptSimportRDGateway.psi--scriptparameters "{CertThumbprint}"

]~ rds.example.com® Z”~j_k \Zr_]1h k_j\ _jZ
9.75. H[gh\le_gb_ k_jlbnbdZlh\

D K<?>?GBX
H[jZIbl_\gbfzZgb_ k LptbErog@hu~Z Iky kjhdhf gz f_kypZ gh
kdjbil mkiZgh\db kha”ZaskSzZetidlertmey Z\IhfZIlbq_kdh]h h[gh\e gb
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GZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb gZ k_
Windows kh ke m RD &Gateway

< klZlv_ hibku\z_IkyWddowshicdiX jZ "ey \dexg_gby “"\monZdlhjghc
Zml_glbnbdZpbb ijb ih*dexq_gbb m”"Ze_ @R®R]khjXjegngREhc klheZ
Gateway

RD Gateway? dhfihg Wihdowsk j\ _jZ iha\lheyxsbc ih*dexqZlvky d jZ[h
klhem g_j_a rexa dhlhjuc \uih¥By, 4 bimgdpmbbharZ | aZrbnjh\Zgg
ihrdexq_gb_ ih ijALBdhem

libf_gbfh d \_jkbyf

| WindowsServeR012R2
| WindowsServer 2016
| WindowsServer 2019

<hafh ' gu_ kihkh[u Zml|_glbnbdZpbb

| Fh[bevgh ijb e Wultdbctor
| A\hghd gm gh ijbgylv \uah\ b gZ Zlv

98.Ko_fZ jZ[hlu

1. lhevah\Zl_ev ih*dexqZ_|ky d m”*"Ze_gghfm jZ[RED_fm klhem q_j
Gateway

2. RD Gatewayijh\_jy | eh]l]bg iZjhev iheblbdm zZ\I{RBBZpbb j_kmjktF
i _j_Z"™j_kh\u\z | detwdrkPalicy Server(NPS);

3.NPSihemqgZ | aZRh@®ateway aZijZrb\Z | \lhjhc nzZdlhj Zml_glbnbd:
ihRADIUS ijhlhdhem \ dhfiMgtiFa¢torRadiusAdapter

4. Fmevibnzdlhj hlijz\ey_|1 gZ |_e_nhg ihevah\Zl_ey aZijhk ih”I\

5. lhevah\zZl_ev ih"I\_j°~Z | aZijhk \' | _e_nhPNb ih"dexqgZ Iky d

>hihegbl_evgu_ \hafh ghklb

Tt gZkljhcdZ "hkimizZz gZ hkgh\_ijbgzZ”e_ "ghklb Abtewgah\ZI|l_ey d ]
Directory;

T ba[bjzl_evgh_\dexqg_gb_ \lhjh]lh nzZdlhjZ gZ hkgh\_ ijbgz~*e_ -
ihevah\Zl ey d A¢uveiDiréctory,

¥ bkihevah\Zgb_ |_e_nhgZ ihevahWlivedjreotary {rerybayhgdZ gz
fhlbevguc | _e _nhg
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99.Lj [h\Zgby d k_j\_jm

1. GZ k_j\_j_ ~he ' gu [ulv mklZgh\e_gu b gZRénoteDesktbpfihg glu
Gateway bNetwork Policy andAccessService

2. GZ kK_j\ NPSlg_h[oh”~bfh mklZgh\bl|vMdtFabttgrRgdiusAdapter

3.>ey jZ[hlu Fmevlibnzdlhjz k_j\_jm g_h[oh”~bf “hkIimi d ohklIm
api.gosmultifactorru ih ihjlm (TLS).

9.10. G ZkljhcMudtiFactor RadiusAdapter

JZa\_jgbl_ dhfMuliiFaxtorRadiusAdapter gZkljhcl_nZce dhgnb]mjZpbb
ke_"mxsbf h[jZahf

<?xml version="1.0" encoding="u8"?>
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<:@GH

ljbA"mfzZcl_ keh gh_ 8HAREDHECRETb aZibrbl_ \
dhgnb]mjZpbhgguc nZce

9.11. GZkljhcNRS
1. < jZa”Remote RADIUS Server Grougsha”Zcl_ gh\mx ]Jjmiim

T Group name: MFA

T GZ fblAdd:
HServer:127.0.0.1

HShared secretfZg ijb"mfZg $HARED SECRET
HLoadBalancing ihklzZ\vl_ 1ZcfZmlu ih k_dmg”

2. <jZa” _Gonnection Requests Policigsldjhck\hckIAZe bl bd®
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GATEWAY AUTHORIZATION POLICY:
H G 4 d e Z "Skttings:
v\jZa”" Aathentication\u[_jbI\Z]b Zgdrward requests to the
following remote RADIUS server group for authentication: MFA

9.12. ?keb glh g_ jZ[hlZ |

| >ey ijh\_jdb ijbgZz~e_"ghklb ihevah\zZl_ey d JActvezZf [_ahiZkghl
Directory, Z~Zil _j “he” _g [ulv aZims_g ih” ihevah\zZl e f bf_xsbf
gl_gb_ d "hf_gm h[uggh ex[hc ihevah\Zl_ev ba ~hf_gZ

| 1jh\_jvIl _mjg ZMindows, j Z a * Castom Views> Server Roles> Network
Policy And Access Services

| Ijh\_jvli_mjgzZdehfihg _WlukiFactor Radius Adapter

| Ijh\_jvl_ "mjg@devibnzZdlhjZ
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10. GZkljhcd¥monZdlhjgmd glbnbd@Wmbddws
VPN kRouting and Remote Access Service (RRAS)

10.1. H[sZy bgnhjfZpby

< klZlv_ hibku\zZ _Iky gZklj¥MicrosoftiReutinfandRemoteAccessService
(RRAS "ey ih*rdexqg Mg d\monZdlhjghc Zml_glbnbdZpb_c Ijbf_gbfh
\_jkbyf

| Windows Server 2012 R2
| Windows Server 2016
| Windows Server 2019

<hafh ' gu_ kihkh[u Zml|_glbnbdZpbb

Xx Fh[bevagh ijbe WMultdrhctor

x A\hghd gm gh ijbgylv \u&h\ b gz Zlv

>ey gZkljhcdb \lhjh]lh nzZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k|j h iIMuttiFactor RadiusAdapter

102. Ko _fzZ jZ[hlu

1. Deb WNih*"dexgZ RRASIk j\ _ jm mdZaulZ | eh]lbg b iZjhev

2.RRAS Kk _j\ _ji_j_zZ"j_kh\u\Z_ 1 aZzijhMultifdctogRadilsAdapter

3. Dhfihg_gl ijh\_jy | eh]bg b iZjhev ihevAdiveDireetprjyb*hf g
hlijz\ey | gZ | _e _nhg ihevah\Zl _ey aZijhk ih~I\_j "~ gby \oh?”Z

4. lhevah\zZl_ev ih?I\_j°~Z | aZijhk \' I _e _nhPNb ih*"dexqZ_ Ilky d

10.3. MKklZgh\WgZkljhcKRaiting and Remote Access
Service (RRAS)

10.3.1.MklZgh\dZ kem [u

1. HIdjhcS$erver Manager\ f _g>»anage\u[ _jbI'Add Roles and Features
Wizard".

2. <jZa”" _Server Rolesh I f _|vIRemote Access> "Direct Access and VPN (RAS)"
3. AZ\ _jrbl_ mklZgh\dm
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10.3.2.GZkljhcdZ kem [u

1. <Server Manager\ f _gXools \u[_jbI'Routing and Remote Access"
2. ljzZ\hdghidlg&df_gk_j\_,jZZe"Configure and Enable Routing and Remote
Access"

3. <u[_jblimgdCustom Configuration"
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4. >Ze hlf_lvlimgd¥YPN"

5. AZ\_jrbl_ gZkljhcdm

10.3.3.1jhlhdhe ih"dexqg_gby

RRASij ~eZ]Z | g_kdhevdh ijMANIkle hA bge yBRT® L2TP/IPSecb
SSTP

T PPTPy\ey_I|ky mklZj_\rbf b g_[_ahiZkguf



JHN J: 01
103

FL2TP/IPSecblKEv2 [ _ahiZkgu gh bkihevamx| g_klZg”~Zjlgu_ ithjlu b
ihevah\zl_eb fh]lml bkiulu\Zlv ijh[e_fu ijb ih*dexq_gbb ba ~hf
im[ebgguo k_I|_c

tSSTP2 [_ahizkguc ijhlhdhe dhlhjuTCBkhhld4afS)b y\ey_ lky
gZb[he__ m”Zqguf \ZjbZglhf

>ey lhlh qlh[ m[jZlv g_gm 'gu_ ijhlhdheu gz fBértsbjZ\hc dghidhc
\u[_jbProperties>Ze _ gZ Gdnffigure*ey dZ ~h]h IbizZ ihj$33THEphf _
kgbfbl_\k_ nez db

10.3.4.GZkljhcdZ Zml_glbnbdZpbb

GZ fbl_ ijZ\hc dghidhc gZ bf_gb k PropgZiesWje jbAdezZ"d _
"Security" \ d Z g _ kAlthentication Providem d Z * BRADIUS Authentication"b
gZ fbl'Configure". < kibKkRADIUS k_j\ _jh\ “h[Z\vl_ gh\uc k_j\_j

T Server name: IZ™j _&khfihg _WlukiFactor Radius Adapter
T SharedSecret h[sbc k_dj_| k dhfihg_glhf

T Timout: 60k _dmg”

T Port: 1812

T IhklZ\vhe Z hHAlways use message authenticator"
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Khojzgbl b azZdjhcl_

>Ze _ gZ fbl_ gZAdthdntidatioormethods b hklz\vl_ h”"bg \Zjbzgl
2 "UnencryptedgasswordPAP)".



JHN J: 01
105

Khojzgbl_ b azZdjhcl_

IJBF?Q:GB?

Ih [hevrhfm kq_Im \k_ ij_"eh”_ggu_ \ZjbZglu Zml_glbnbdZpbb
kl i _gb mya\bfu ihwlhfm lhevdh bkihevah\Zgb_[_ahiZkgh]h ij
ihr"dexq _@BVPD aZsbsZ | hl i_j_o\ZIlZ iZjhey

10.35.<u[hj k_jlbnbdZIZ k_j\_jzZ

>ey rbnjh\zgby IjZnbdZ f_""m deb_glhf b k_\_jhf Z IZzd _ Zml_gl
k j\ jZ g_h[oh”bf k_jlbnbdZl \u”"Zgguc im[ebgguf m~hklh\_jyxs
k_jlbnbdzZpbb <u fh  _|_dmiblv IZdhc k_jlbnbdZI| bets ihemqgblv [
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104. GZkljhcdz deb_glZ

Hidjhcl _ 1Zjzf>IKu Iv b bgl-5y¥PN.

>h[zZ\vl_ g¥WRMih~"dexq_gb _

T IlhklZ\sbd mWmdows \kljh_ggu_

t Bfy ih~rdexq_gby ijhba\hevgh_

t Bfy beb z~j_k k_j\_jz z~j_k \Zr_]h k_j\_jZz
T LbVPN: IjhlhdIBSTP
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>Ze _i_j_c™bl_\ gzZkljhcdb izjzf_Ijh\ Zz~Zil_jzZ b hldjhcl_ k\hck
GZ \dez”~d_ ; _ahizkghklv \u[_jbl_ JZaj_rblv ke_"mxsb_ ijh

G _aZrbnjh\Zgguc(RERhev

Khojzgbl_ b azZdjhcl_

AZimklbl_kh_~bg _gb_ \\_~bl_eh]bg b iZjhev HI FmevibnzZdlhjz
| e nhg k ih?I\_j "~ gb _f
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11. >\monZdlhjgZy Zml|_ glRtddssianpby
Cloud

11.1. H[sb_ k\_"~ gby

< klZlv_ hibku\zZ _Iky gZkljhcdZSingi®&Sidn®n)\'o hj’hZ* m dAtiassian
Cloud(Jira Confluencgé k fgh]hnzZdlhjghc Zml|_gWolhifacta.pb _c

AtlassianCloud ih~” _j"b\Z | n_" _jZlb\gmx Zml_glbnbdZaMk kh ijhlhdhe
bkihevah\zZgb_ f FmevlibnzZdlhjZz \ dZq_kI\_ ihklZ\sbdZ mqgzlguo a:
ithal\hey | p_gljZebah\Zggh mijZ\eylv *hkimihf b h[_ki_qgb\Z_1| az.
g_kzZgdpbhgbjh\Zggh]h “hkImiz d kbkl_f_ aZ kqzl fgh]l]hnZdlhjghc

Ihkdhevdm FmevlibnzZdlhj g_ aZijZrb\Z | b g_ ojzZgbl iZjheb \Zrbc
i_j\uf nzdlhjhf Zml_glbnbdZpbb eh]bg b iZjhev fh]lml \uklmiZlv
ithklZ\sbdb mqgzlguo aZibk_c

| Active Directory
| Yandex

| Google
| EhdZevgu_ihevah\Zl eb FmevidmaldlIhj lhevdh
| >jm]b_\g $HAML ihklZ\sbdb mqgzlguo aZibk_c

112. Ko _fZ jZ[hlu

1. AtlassianCloud mklzZzgz\eb\Z | ~h\ _jb_ k FmevlbnzZdlhjhf ihemqZy _
kK_jlbnbdzl b Z~j_k _"iYdiqBigh®my, Z

2. 1jb aZijhk_ gZ Zml_glhtlabstbrd@douxi i j Z~j _km _1| ihevah\Zl_ey gZ
kljZgbpm FmevlbnzZdlhjZz

3. Fmevibnzdlhj hlijz\ey_| ihevah\Zl_ey gZ kljZgbpm ihklZ\sbdZz
(Active Directory, Google Yg” _dk \g SAMicihklZ\sbd

4. Thke_ ih™I\_j"~ _gby i_j\h]h nZdlhjZz Fmevibnzdlhj azZijZrb\z _|I
AMmonZdlhjgmx Zml_glbnbdZpbx b \ha\jZsZ I|AtlagsibrkZgguc aZi
Cloud

5. AtlassianCloud ij_"hklZ\ey | thevah\Zl_ex "hklmi d aZijZrb\Z_fhfm

113. GZkljhcdZ FmevibnzdlhjZ

1. AZc"bleb\gguc dzZ[bgjda”_e_ J_kmjku kha"rzZeISAMh\uc KZcl
ijbeh” _gb_
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H GZa\Zgb_ ijhba\hevgh_
H :~j_k >hipbhgZe Agds@anZldjud k
H IhklZ\sbd mqg_Ilguo aZibk_c
V Active Directory2 “eynq_lgadibk” lef_dg\gtive Directory;
V Google? “ey bkihevah\Zgby mq_Ggagte aZibk_c
V Yandex? “ey bkihevah\Zgby mqg_Ilguo aZibk_c Yg*_dkZ
VLiheveimail 2 "ey bkihevah\Zgby ehdZevguo mg_Ilguo aZibk_
FmevlibnzZdlhjZ elmalvldha iZjhey
v>jm]hc "ey bkihevah\Zgby mqg_Ilguo aZibk_c ij_"gZkljh_g¢
ihklZz\sbdh\ \ jZza® _e_ 6 ZKHhklkd\lsbdb mq_lguo aZibk_c
Nj_k ihjlzez
v _keb \u[jZg ihklZ\sbd mq_hgtive Darédtbry, 16 mdZ bl _
Z™Nj_k \g_rgbc beb \gmlj_ggbc ij_"\Zjbl_iéylgdedZkljh_g
kZzfhh[kem b\Zgby FmevibnzZdlhj
2. KhojZgbl_ gZkljhcdb
3. KhojzZzgbl_beb hldjhcl_ih kkued_nZce ba ihey F _|Z~"Zggu_ |
ihgZ~h[blky "ey "Zevg_ crAtassidkljhcdb
4. lhe_ IhklZ\sbd mkem] ihdzZ hklz\vl_imkluf fu \_jg_fky d g _
g Zkljh Adldssian

11.4. G ZKkljhcAaAttlassian
GZkljhcgaML dhgnblmjzpbb

1. AZc”"hljZ a”'Security->'ldentity providers:> 'Other Provider (Choose)':
HDirectoryname aZ~Zcl_ ex[h_ agZq_gb_gZa\lZgby ~bj_dlhjbb
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AZimklbl_ fZkl_j gSAMihctrddnb]mjZ p b b'Seyup SAML singlesigron
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G Z Z] 'Add SAML";
hidentity provider Entity 1D:

v KkuedZ gZ f_|1Z*Zggu_ FmevibnzZdlhjzZ MMk hakdglgh]lh jZg
\ iZg_eb mijZz\e_gby FmevlibnzZdlhj
v Ijbf_j agZq _hgde/fdp.gosmultifactorru/rs <identifier> ;
O Identity provider SSO URL:
v KkuedZ gz f_1Z"Zggu_ FmevibnzZdlph4dg Mk hakRdglgh]h
\'iZg_eb mijZ\e _gby FmeadtinzZdlhj
vIjbf_ j agZg_gby

https//idp.gosmultifactor.ru/rs <identifier>/login/ ;

HPublic x509 certificate:
v&dhibjmcl_ agZq_gb_ \usodddnifickwe] ba nZceZ f_|Z~"Zgguo
FmevibniZi@ 1hf kibl Jm fw]2BEGIN CERTIFICATE b
END CERTIFICATE ----------- ;
v Iijbf_j 3(0k_jlbnbdzlZz

BEGIN CERTIFICATE
AZdh”bjh\Zgguc \Bab$hAl_jlbnbdZ!!

END CERTIFICATE

G Z fbINext'.
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G 4 Z] 'Copy URLs":

fKhojZglikue ®brvice provider entity URLb'Service provider assertion
consumer service URL';
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Kha”ZXML nZcsp metadata.xml

<?xml version="1.0"?>
<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="ENTITY_URL">
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="fals;

protocolSupportEnumeration="urn:oasis:names:tc:SAML.:2.0:protocol">

<md:NamelDFormat>urn:oasis:names:tc:SAML:1.1:nameid
format:unspecified</md:NamelDFormat>

<md:AssertionConsumerService

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HT-P®ST"
Location="ASSERTION_CONSUMER_SERVICE_URL"
index="1" />

</md:SPSSODescriptor>
</md:EntityDescriptor>

1™
ENTITY_ URL- agZg_gb_ 6HUYLFH SURYLGHU HQWLW\ 85/
x ASSERTION_CONSUMER_SERVICE_URLagZq_gb_ 6HUYLFH SURYLGH
consumer service URL".

x

x KhojzZgbl_ spdrewmdataml b aZ]jmabl_ _]Jh \ ihe_ 1IhklZ\sbd mken
iIZg_eb mijzZz\e_gby FmevibnzZdlhjz \ gZkljh8AMlo kha”Zggh]h
j_kmjkZz

3. GZ rZlinkdomain\u[_jbl_~hf_g “ey ZkkhpbzZpbb k ihklZ\sbdhf m¢
aZibk_c¢c ?keb m \zZk g_ ih?I\_j°"~ gh gb h~gh]h “hf_gZ g_hJ[ol
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\_jbnbpbjh\ZIv g_h[oh”Abfuc ~hf_dtasgidkGjh cibZext;

4. &hojZgbl_dhgnb]mjZ{shopandgavZSAML';

GZkljhcdZ iheblbdb Zml_glbnbdZpbb

1. AZc”*bl_ \ gZkljhcdb jZzg__ kha”Zggh]h ihklZ\sbdZ mqgzlguo aZ
‘Security -> 'ldentity Provider§
2. | _j_c”b\Y'Authentication policies™> '"View policies-> 'Add policy"
O Policy name: Enforce SSO;

3. GZAdezZ™8ettings'\ d e x g bEnforce single sigion’, g Z "~ f b [Update’;
4. GZ \de'MémbersgZ fblAddmembers *h[Z\vl_ kibkhd ihevah\Zl e _c¢
5. KhojzZgbl_ dhgnb]mjZpbx
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>\monZdlhjgZy Zml_glbnbdZpby +XDZHL &0ORXG
11.5. H[sb_ k\_~ gby

< klZlv_ hibku\zZ_Iky gZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb “
h[e ZduaweiCloud

HuaweiCloud ihA” _j"b\Z | n_~ _jZlb\gmx Zml_glbnbdZANk,ih ijhlhdhen
dhlhjzy kh\f_klgh k Fmevibnzdlhjhf ihal\hey | bkihevah\ZIlv _“bg
thevah\Zl_e_c b p_gljZebah\Zggh mijzZ\eylv “hklmihf k fmevibnZ
Zml _glbnbdZpb_c Ijb wihf ehdgevguttm\¢m™ ih jZ[hlZIv "ey
Z"fbgbkljZlb\guo p_e_c

Ihkdhevdm FmevlibnZdlhj g_ aZijZrb\Z_| b g_ ojZgbl iZjheb \Zrbc
i _j\uf nzdlhjhf Zml_glbnbdZpbb eh]bg b iZjhev \ azZ\bkbfhklb h
fhiml Julv

| Active Directory
| Yandex

| Google
| EhdZevgu_ihevah\Zl eb Fmevidmaldlhj Ihevdh

| >jm]lb_\g HA4ML ihklZ\sbdb mqgzlguo aZibk_c

116. Ko _fzZ jZ[hlu

1. HuaweiCloud b Fmevibnzdlhj mklzZzgzZ\eb\zZxl \aZbfgh_ ~h\_jb_ iml_
im[ebggufb k_jlbnbdzlzZfb b gZkljhcdhc _ (Sgdtign@r)jb kZz \oh"Z
_"bghlh Z"j_kZSigntehégOud;

2. 1jb aZijhk_ gZ Zml_glHualvdiZlpidxi j Z~j _km | ihevah\ZIl ey gZ
kljZgbpm Fmevibnzdlhjz

3. Fmevibnzdlhj hlijz\ey_| ihevah\Zl_ey gZ kljZgbpm ihklZ\sbdZz
(Google Y g™ _dk Aceve Directory);

4. Thke_ ih~I\_j°~ _gby i_j\h]lh nZdlhjZz Fmevibnzdlhj azZijZrb\z _|I
A\monZdlhjgmx Zml_glbnbdZpbx b \ha\jZzszZ IHUatwebkZgguc aZzZi
Cloud

11.7. GZkljhcdZ FmevibnZdlhjZz
1. AZc*bleb\gguc dzZ[bgjda™_e_ J_kmjku kha”*ZeSAMih\uc KZcl
ijbeh™ _gb_

o GZa\Zgb_ ijhba\hevgh_
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o0 :Nj_k >hipbhgZzZevHyha@eiZlojd k

T IhklZ\sbd mqg_Ilguo aZibk_c
0 Active Directory?2 ~“eynqg_lgasdibk”kef_ g\Ztive Directory;
0 Googe? “ey bkihevah\Zgby mqg_Ggagte aZibk _c
O Yandex?2 "ey bkihevah\Zgby mqg_Iguo aZibk_c¢c Yg~_dkZ
O Lheveimail 2 "ey bkihevah\Zgby ehdZevguo mqg_lguo aZibk_
FmevibnzZdlhjZ eimalyvidha iZjhey
>jm]hé ~ey bkihevah\Zgby mqg_lguo aZibk_c ij_~gZkljh_g
\g _rgbo ihklzZz\sbdh\ \ jZa”_e -! ABklphstb mq_Iguo
aZibk_c
T :Mj_k ihjlzez
_keb \u[jzg ihklZ\sbd mq_ hgtive Darédtbrly, |6 mdzZ " bl_ zZz7j_k
\g _rgbc beb \gmlj_ggbc ij_~\Zjbl_evighlHg&kljh _ggh]h
kZfhh[kem b\Zgby FmevibnzZdlhj

(@)

2. KhojzZgbl_ gZkljhcdb
3. GZ fbl_ AZ]jmablv f_1Z"Zggu_ b mdzZ 'bl_ zZ~j_k
H KWWSV >HF?GBH;E:D:B+8%:(, DXWKXL VDPO PHWDGDWD [PO

4. KhojzZgbl_ beb hldjhcl_ ih kkued_ nZce ba ihey F_IZ~"Zggu_ |
ithgz~h[blky "ey "Zevg_cr_c gZkljhcdb

11.8. GZkljhcdZ +XDZHL &0ORXG

1. AZc”"hljZa”~"Managemen& Deployment™> "ldentity and Access Management".
2. < f_g'™dentityProviders kha”~Zcl_ gh\h]h ijh\Zc”_jZ

H gZa\Zgb_ FmevibnZdlhj

H ijhlhd8&&ML

H khojzZgbl _
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3. < f_ g™dentity Provider§ g Z fbIModify gZijhlb\ FmevibnzZdlhjZz
H khojZghbdgn Link 2 wlh zZ~j_k ”"ey \oh”Z k fmevlibnzdll
Zml_glbnbdZpb_c
H aZ]jmabl_ \ [Metddat Configuration nZce k f_|Z~Zggufb
Fmevibnzdlhjz
4. KhojzZzgbl_baf_g_gby

KhihklZ\e _gb_ jhe_c b ihevah\Zl e _c

Ih mfheqZgbx ihevah\Zl_eb ih~dexqg_ggu_ qg_j_a n_"_jZlb\guc "t
lhevdh gZ ql_gb_ >ey gZkljhcdb jhe_c \h'kdéntity&omedrsibr jZa”™ ehf
Rules ihbgkljm didualveiCloud

11.9. Ijh\_jdz

<uc”bl_ ba dhgkheb mijZ\eHugwsi bh he Z phhcfl _ k kagend.ink.
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J ]1bkljZpby ihevah\zl e _c¢ \ kbkl_f_

j_1bkljZpbb \Ihjh]h nZdlhjZ

lib \u[hj_ hjb_glbjmcl_kv gZ Ibi aZsbsZ_fhc kbkl_fu

Kihkh[u j_]bkljZpbb \lhjh]lh nZdlhjZ

ihrn j°d_ hij_"~ _ezgguo f_Ih*h\ Zml_glbnbdZpbb b bklhggbdh\ mc¢
# Kihkh[ Ih*oh”bl F_Ih”u Bklhggbd mqgzlguo
j_1bkljZp2AA "ey kbkl| Zml_glbnbd?Z
1/ < j_"bf_~bZeg VPN bVDI - Multifactor ) )
. Push - ActiveDirectory
k ihevah\zZl_¢ deb_glu
- OTP - RADIUS (NPS)
- SMS -EhdZevgu_ mqzlgly
2 < \_| -Web b - <k_ "~hklm .
. . - ActiveDirectory
ijbeh”_gbyo | saAML
. . - <g_rghkdP
ijbeh” g
- RADIUS (NPS)
y-Outtiook EhdZevgugzigaZibh
Web Access guzigas
(OWA)
3| GZ ihjlze _ Ex[u_ - <k_ ~hkImi|-ActiveDirectory
kZzfhh[kem b
-Fh I jZ[hl
dZzd _~bgZy
\o h"S50
4/ 1h Ex[u_ <k_ ~hklmig - ActiveDirectory
dhgnb]ImjZpb -<g_rgdP
kkued_ - RADIUS (NPS)
\ukueZ _fhc g -EhdZevogwzlgaZibk
email
5/ :\IhfzZlbq_kdZ Ex[u_ SMS - ActiveDirectory

J_1bkljZ SM$

zZ1zd _ 1j_
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\IhfZlbaZpby
< ~Zgghf jzar_e_ ijb\_~_gu ijbf-Z4 BRZZHABIOHOR@Y j_]bkljZpbb

ihevah\Zl _e ¢ b jZkkuedb dhgnb]mjZplaihgguo kkuehd gZ

12.1.1.Wdkihjl ihevah\ZI| Aetive Diractory

Wdkihjl \k_o ihevah\zZl_e_ -<PDifOx&bp I \molhfactgr.local \
CSV- n Z c@\tempADusers.csv

GetADUser-Filter { mail -like *'} -SearchBaséCN=Users,DC=multifactor,DC=IlocaFProperties |
Select-Property samaccountnargenailAddresdDisplayNamg ExportCSV "C:\\temp\ADusers.csv*
NoTypeinformationEncoding UTF8

12.1.2.Bfihjl ihevah\Zl _e AR b HijZz\dZ dhgnb]mjZpbhgguo
email

Bfihjl \k_ovak\ZI_e_c bfemalbo"j_k \ hrfultdactorlocal \ API
FmevibnzdlhjZz k h”gh\j_f_gghc hlijZ\dhc kkuedb ~ey gZkljhcdk
kjhdIBfqgzkz

[Net.ServicePointManager$ecurityProtocol =
[Net.SecurityProtocolType]ris12
$apiKey ="<API Key>"

$apiSecret 2<API Secret>"

$encodedCredentials =

[Convert}: ToBase64StrinText.Encoding]:ASCII.GetByte$("{0}:{1}" -f $apiKey, $apiSecre))

$parameters = @
Uri = 'https://apigos.multifactor.riusers'
@{ 'Authorization’ = "Basic$encodedCredentidl$

'POST'
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ContentType = ‘application/jsoncharset=ut'

$users =GetADUser-Filter {mail -like *'} -SearchBase

"CN=Users,DC=multifactor,DC=locaFProperties SamAccountNardail, DisplayName
$userq ForEachObject{

$body = @

Identity = $ .SamAccountName

Email = $_.Malil

Name = $.DisplayName

EnrollmentLink = @ To ="email"

Ttl = 180

} | ConvertTeJsonlnvokeRestMethod@parametersBody $body}
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GZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb ijb \o
MacOS

>7ZggZy klzZlvy hibku\zZ | gZkljhcdm \oh”~Z gZ jZ[hgmx klZgpbx be
hi_jZpbhgghc kMdcOSk eh]bghf b iZzjhe_f b \lhjuf nzZdlhjhf k
bkihevah\ZRadiudk j\_Mltifactor.

<hafh gu_ kihkh[u Zml_glbnbdZpbb

Tt Fhibevgh_ ijbe Multdhctor
T A\hghd gm gh ijbgylv \u&h\ b gz Zlv

12.2. Ko fZ jZ[hlu

T Kbkl_fgu_ kem [u Z\IMab@IZpkihevamx| fRAVMIBADIUS "ey
ijh\_jdb \lhjh]lh nzZdlhjz ih~"ebgghklb

T Fh mev ihrdexqgRADWYSiihhlIhdhem d h[eZgghfm k_j\_jm Fmevlb
beb d mklZgh\e goRADIUS E~NERI; jm

f Fmevibnzdlhj hlipp)SHml_"~hfe_gb_ beb kh\_jrz_| a\hghd
ihevah\zl_ex ey ih?I\_j "~ _gby "hklmiZz

f lhevah\zl_ev ih"I\PYSMadelb a\hghd b \oh”bl \ hi_jZpbhggmx kb

123.  Lj _[h\Zgby “ey mklZgh\db dhfihg glZ

1 JZ[hqZy kIKgqsyyZ [Za_ ijhpinteklyjZgbgZy k OSpklhdn;
¥ K_I_\hc ”hkadiusgbsmultifactorru b e RADIUS Z*Zil _jm mklZgh\e_gghfm
\ ehdZevghc k_1Ib

124. Kp_gZjbc bkihevah\Zgby

AZsblZ ehdZevgh]h ~hkimiZ dNZJOS hdhkd@gpbevguf nZdlhjhf
Ahkimiz

125. | _j ~ gzqZehf jz[hlu

< \_jkbQ&X ElCapitaa beb \ur_ ~bj_dPAFAWYhKmeyfb ih mfhegZgbx
lustlib/lpamaZsbs_gZ gZ aZibkv ISystgrmietedrity Rrotection(SIP).

>ey p_e_ch?@gmdh\W*"kkihevam _ |ky gZoh"ysZyk®IR bkdexqg_gbyo

Abj_dlhjdgocalib) ?keb \u ohlbl_ bkihevah\Zlv kbkl_fgmx ~bj_dlhjk
hldexqlsIP.

<:@GH
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MklZgh\bl_ iZjhev iphkbhatkI\Z qlh[u bkdexqgblv \hafh ghklv
g_Z\lhjbah\Zggh]h "hkimizZ d jZa” Resoveh®El| Fgjih\ev gby
aZijZrb\Z _Iky ijb ihiuld_ kf_gu aZ]jmahqgh]h “bkdZz

126. GZzkljhcdZ Fmevibnzdlhjz

1.AZc bl *bgbkljZlb\gmx iZg_ev Fmewlpa&dlbjZ J_kmjku
kha~zZcl_ j_kmjk IbiZ"Likuxjk_j\ _j

2.AZihegbl_ GZa\Zgb _ Nj_k b Yaud ih \Zr_fm mkfhlj_gbx
i_j_dexqZl_ev \ AZij_Iblv “hkimi \ jZza™_e_ Iljb ih"dexqg_gbb
gZkljh_ggh]lh \lhjh]l]h nzdlhjZz

3.lhke_ kha”zZgby \Zf [mAml| ~hklmigAaStdehtifigr bEhayed
Secret hgb ihlj _[mxlky "ey ihke_"mxsbo rzZ]h\

4. HipbhgZevgh MklZgh\bl RadigZRhclp\ kemqgzZ_ _keb \u g_
ohlbl_jzZz[hlZIv q_j_aRAD8IBgg yt Multifactor.
M[_"bM kglh Z~Zil_j gZkljh_g gZ jZ[hlm [ aZpihgédd i_j\h]h
key="first-factorauthenticatiorsourcé value="Noné'/> ;

12.7. MklZgh\dZ b gZkljhcdZ fh"mey 3$0B5%',86

AZ]ljmabl_bkoh”~guc dh” fh "mey

$wget
https//githubcom'FreeRADIUSpam radiugarchivérelease2_0_Otar.gz

$tar-xzvf release2 0 Otar.gz

Kdhfibebjmcl_ fammadius authso

$cd pam_radiuselease 2 0 0
$ ./configure
$ make

Kdhibjmcl_ fhfusieeallib

$ cp pam_radius_auth.so /usr/local/lib

>Ze kharZaolZLcdhgnb]mjZpbb

$ sudo vi /etc/pam_radius_auth.conf
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<ibrbl_\ g_]h gZRADIOEK j\ _jZ FmevibnZdlhjZ FhojZgbl_ b azdj
j_"ZdIhx)

host SHARED_SECREZ0

1"

Thost ZMj_k k_j\_jZ h[=idsggnuttifactorru beb ehdZevguc

Tt SHARED SECRET kdhibjmcl_ khhI\_Ikl\mxsbcSha@gZSecrgt ba
gZkljh_d j_MaciSFogon FmevibnZdlhj

T |ZcfZml h b~rZgby aZijhkZ k aZiZkhf

< nZce_ o0jZgblky k_dj_lguc dexq ihwlhfm mklZgh\bl_ gZ g_]h ij
gl _gb_lhevdh ihevah\ZI| _ ex

$ sudo chmo®600/etc/pam_radius_auth.conf

12.8. GZkljhcdzZ 3%$0 fh*me_c

Hidjhcl feVYyzZdlbjh\Zgby dhgnb]mjZpbhggautomnzziore kem [u

$ sudo vi /etc/pam.d/authorization

<nZceazf_ gHlljhdm

auth required pam_opendirectory.so use_first_pass nullok

gZz

pam_opendirectory.so use_first_pass nullok

N e ZéquisitthklZgh\bl ijh\_jdm \ kemgZ_\\h"Z g _ijZ\bevghl]h iZjhey
ebrgbc azZijhk \lhjh]h nzdlhjzZ

< dhgp_ nZceZ "h[zZ\v]l_ ke_"mxsmx kljhdm
auth required /usr/local/lib/pam_radius_auth.so skip_passwd client_id=NAS _Identifier

conf=/etc/pam_radius_auth.conf
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1"

T NAS Identifier kdhibjmcl_ khhI\_Ilkl\m xs O\NAS Bigatifierj b a
gZkljh_d j_MaciSFogon FmevibnZdlhj

KhojZgbl_b aZdjlg)l_nZce
>Ze _lzdbf " f_Ih~"hf hlj_~Zdlbjmcl| _sdeekda®jZgbl nZce

< blh]_ n Z@am®irationbscreensave*he gu \u]ey”_Iv ih~h[guf h[jZahf

Authorization Screensaver

authorization: auth account
auth optional pam_krb5.s0 use_first_pass use_kcminit
auth optional pam_ntlm.so use_first_pass
auth requisite pam_opendirectory.so use_first_pass nullok

account required pam_opendirectory.so
auth required [usr/local/lib/pam_radius_auth.so skip_passwd
client_id=rs_a71f0eb03b3daba6b4823fa025603 conf=/etc/pam_radius_auth.conf

<:@GH

& e m  @dthorizationbkihevam _|ky g_ |lhevdh gMac@$zZgb klohg'w \
"bZeh]b Z\lhjbazZjhkeb f 1Zd ~_ [m~ml [j_[h\ZIv ih™I\_j°~ _gby \Ilhj
nZdlhjhf

12.9. 1jh\_jdz

<hc”bl_\ hi_jZpbhggmx kbkl_fm ih” ihevah\zZl_e f dhlhjhfm gZKk
nZdlhj

t ?keb m ihevah\zZl_ey gZkljh_gh ih?I\_j"~ _gb_ k imr_f Fmevlb
imr \u[jZgguf f_Ih~rhf Z dhfihg_gl [m”»_| h b”rZIlv ih~I\_j°~ gby
hl ihevah\Zl_ ey

f ?keb m ihevah\zZl_ey gZkljh_gh ih”?I\_j"~ _gb_ a\hgdhf Fmevltk
al\hghd gZ ghf_j ihevah\Zl _ey ”"ey ih~I\_j°~ gby

g_h[oh”~bfh hI\ _Iblv b gZ Zlv Z dhfihg_gl [m”~_| h ' b~Zlv ih”?
hldZaZ hl ihevah\Zl_ey
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12.10. ?keb glh g_ jZ[hlZ |

Ihke_ _~h\zZl _evgh ijh\_jvl_ qlh \u gbgq_]h g_ mimklbeb

T K jZ[hg_c klZgpbb hidjulDPhikljlhm ih gz Z"j_Kk
radiusgosmultifactorru beb \Zr ehd ZRadmsZ£"Zil _|

T 1ZjZf_|jNAS Identifier bShared SecretmdZaZgu dhjj_dlgh

flhevah\zZl_ex gZkljh_g ohly [u h”"bg \lhjhc nZdlhj

Fljh\_jvl_ "mjdRAadiuszZ"Zil_jzZ

Fljh\_jvl_ "mjgZe AZijhku EbglghifZzdA[bFgnévibnZdlhjZ

f?keb \u jZaf_mhfh"mev \ kbkl_fghc *"bj_dlhjbiBIBRZsbs_gghc
hldexql®lPi_j ~ dhibjh\Zgb_f fh mey

Tt HIdexqgblv ijh\_jdm \lhjh]HetdZaaridiguthodrizationb
letdpamd/screensavefh "gh ijb aZ]jmad_ ba jZa”_eZ \hkklZgh\e _gby I

| _jfbgZeZz

2keb gbq_]h g_ kjz[hlZeh h[jZsZcl_kv ihfh _f
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GZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb ijb \o
Windows

MULTIFACTOR Logon 2 ijh]jzffguc dhfihg_gl wdjZg \oh”~Z \ hi_jZpbhgg
kbkl_Wimdows JZ[hlZ | dZd ijb ehdZevghf \oh”_\ hi_jZpbhggmx kb
ijb ihrdexq_gbb q_j_a m”~Zezgguc jZ[hgbc klhe

Dhfihg_gl \ WbkiZgh\hqgh]hjhkitez]ZgBSB ghkbl, e _

>7ZggZy klzZlvy hibku\zZ | gZkljhcdm \oh”~Z gZ jZ[hgmx klZgpbx be
hi_jZpbhgghc kWikdovissk eh]bghf b iZjhe_ f b \lhjuf nZdlhjhf k
bkihevah\Zgb_f mklZgh\e_ggRADNSZ"Zilk |[Bb[h q_j_a h[eZqguc
k _j\ radiusgosmultifactor.ru.

DzZd ijZz\beh ehdZevguc b m~"Zezgguc \oh”™ gZ jZ[hgmx klZgpbx a
eh]bghf b iZjhe_f < kh\j_f_gguo hi_jZpbhgguo kbkl_fZo ~"h[Z\ey:
f ITh~u Zml_glbnbdZpbb 1Zdb_ dZdRNMdghhdgb ]j2hblgg & kb f

dexghf ojZgbebs_ f k_jlbnbdzZIlZ beb [bhf_Ijbq_kdbf ~ZIgbdhf LZ
dhgnb]lmjZpby j_Zebam _ | lhevdh h”bg nzZdlhj ijh\_jdb ih*ebgghkl
gZklhevdh gZkdhevdh gz~ "gh aZsbszg i_j\uc nZdlhj gZ deb_gl
Il j_o\Zl Zml_glbhddde ~Zgguo fh ' gh hkms_Kkl\blv gZijbf_j ijb b
i _j."Zq_ ih g _aZsbszgguf dZgzZezf k\yab beb imlzf gZ[ex” _gby a
fhf_gl bo \\h"Z

Bkihevah\zZgb_ \lhjhlh nzZdlhjZz g_ mkeh ' gy_I| ijhp_kk ih*dexqg_ghb
agzZqbl_evgh khdjZsZy jbkd g_ijZ\hf_jgh]lh “hkIimiz

<hafh 'gu_ kihkh[u Zml|_glbnbdZpbb

Tt Fh[bevgh_ ijbe Multdbctor
T:iiZjZlgwWTPIhd_gu

T Ijbeh” g®WP: Google Authenticatob e iy g~ . ®Dle x q
+ KEK
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12.11. Lj_[h\Zgby “ey mklZgh\db dhfihg glZ

t > kdlhigzZWihtgkws beb \ur_

T K_j\_jgZyWkhdowsServer beb \ur_

f Hidjuluc bkoh”ysbc ibpP ey hlijz\db azZijRADIUSh
ijhlhdhem

¥ K_I_\hc ”hkadiusgbsmultifactorru be RADIUS Z*Zil _jmmklZgh\e_gghfm \
ehdZevghc k_Ib

T K\_ " 2\y jkbMicrosoft Visual C++ Redistributable x64 e k36.

12.12. ljbgpbi jZ[hlu

1. Dhfihg_gl mklZgzZ\eb\Z_|ky gZ p_e_\mx hi_jZpbhggmx kbkl_fmn
klzg”~Zjlguc f_Ih® \oh”"Z

2. 1jh\_jdZ ehjZglzey ihevah\Zl_ey ijhbkoh”bl klZg”*Zjlgufb f_lh"z
hi_ jZpbhgghc kbkl_fu

3.1jh\_jdZ \lhjh]l]h nzZdlhjzZ ijhRADRUS bjlhilndhem eb[h gq_j_a
mklZgh\e_gguc \ \RADWJE ZIvZil _jeb[h g_j_a h[eZgqguc k_j\_|j
radiusgosmultifactor.ru;

4. lhevah\zl_ev ih?I\_j"~Z | ihemqg_gguc aZijhk gZ ih~dexq_gb_
k] _g_jbjh\Zgguc h*ghjZah\uc dh” \ nhjfm \oh”Z b ih"dexqZ_IlKk
f_klm

12.13. h~™ _j°b\Z _fu_ Ibiu mqgzlguo aZibk _c

EhdZevg lhevah\ZI|_Adive Mqgzlgu_ aZi
ihevah\ZI_ Directory Microsoft

<oh” k ehdZevghc mq_Ilghc aZibkvx gZ ehdZevghf wdjZg_ \oh”"Z
Windowsfh™ | hkms_kl\eylvky \ h~rghf nhjfZlh\

1. <computernames<username>

2. \<username>

ljb \oh”_ k ehdZevhbtcamidpkhgx emdlbgh\zZl_ey [m”_| RAPIUZ g gZ
K_j\_j \ nhj&&érname@<pcname .

12.14. >hihegbl_evgu_\hafh ghklb b h]jZgbq _gb

IhAr j°b\Z_| Zml_glbnbdZpbx qRADHIS kkilhghdhbkihevamy
StatusServer aZijhk ~ey fhgblhjbg]Z ~hkimighklb
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Ilhalhey | dhgnb]mjbjh\Zlv “hkimigu_ ~ey ihevah\zZIl_ey f_|h”u
Zml_glbnbdZpbb

H]ljZgbg_gby ijb jZ[hlradigs.gosaultifactor .ru

G_ijbgbfZz_I| dbjbeebqg_kdb_ bf_gZ mqgzlguo aZibk_c ijb jZ[hl_
radiusgosmultifactor.ru;

GZkljhcdzZ \lhjh]l]h nzdlhjz \ j_"bf_ ~"bZeh]Z k ihevah\zZl_e_f g_
b kih evah\Adbsgosmultifactor.ru.

<:@GH IHFGBLYV

G_azZ\_jrZcl_k_kkbx I _dms_]h ihevah\zZl_ey "h I_o ihj ihdZ g
dhjj_dlgh gzZkljh_gh b jz[hlZ |

12.15. GzkljhcdZ 08/7,)$&725

1. AZc blZ ¥bgbkljZIb\gmx iZge ev \ jZa™_e J_kmjku b kha~Zcl_
j_kmjk Ibiz HK -RKWindoys'

2.AZihegbl_ GZa\Zgb_ Nj_k b Yaud ih \Zr_fm mkfhlj_gbx
i_j_dexqZl_ev \ AZij_Iblv *hkimi \ jZa”_e_ |ljb ih~dexq_gbb
gZkljh_ggh]lh \lhjh]l]h nzZdlhjZz

3.lhke_ khanrzgby \zZf [mAml| ~hklmigAaStdentifigr bEhayed
Secret hgb ihlj _[mxlky "ey ke_"mxs_]h rZ]Zz

4. ?keb iezgbjm_|_ jzaf_ REDWE \j&hjdZevghc k_Ib mklzZgh\bl_ b
gZkljh®RADIUS Zz~Zil _jl _j_bf_gmcl_nZce rZ[ehgZ
Clientgwinlogonconfig.template\ Clientgwinlogonconfig b gZkljhcl_ _]h

ke "mxsbf h[jZahf
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?keb \u ieZgbjm_|_ bkihevah\Zlvréadiesgapgultfactofiu, ijhimklbl _
wlhl rz]

5.GZ jZ[hg_c klZgpbb mklZgh\ ilifa¢toh egonSetggxe Ihke
aZ\_jr_gby mklZzgh\db [m~_| aZims_g dhgnb]mjZItBun?keb \u k
Config' \h \ fy aZ\_jr_gby mklZgh\db aZim Kk ntflogoeordigeke] mjZIhj
hl bf_gb zZz~fbgbkljZlhjz \ iZzid_ k mklzZzgh\e_gguf dhfihg_glhf

G Z \de Lkederal

Hosts2 mdZ lidbeb bf_gZ ohklh\ k gZkljh_ggufb Zz~Zil_jzZfb
Port 2 ihjl gzkljh_ggh]lh z~zZil_jz "~he _g [ulv h*bgZdh\uo "ey \
Timeout(sec) 2 1ZcfZml aZijhkZ “hkimiZz
Retransmitcount 2 dhebq_ klI\h ihiulhd azZijhkZ "hklmiz
SharedSecret2 MdZau\Zcl_agZq_gb_\ aZ\bkbfhklb hl IbizZz jZza\_jl
i. EhdZevBARIUS Z*ZilcgZkljh _glghcglbnbdZgpdb cglh\
mdZ bl _agZq_gb_ az”ZgmdiusshardgZdcrdf\ deb glkdhf
nZce_ dhgnb]lmjZpbb

i. EhdZevBARIUS Z"Zil [ &~ _glbnbdZpbb debdgib\_ agZq _gb_
azZ”"Zggh _\ iZijafifustharedsecret\ dhjg _\hf nZce_dhgnb]mjZpbb

< key=" 't value=" >

iii. H[ e Z g gradiusgos.multifactor.ru md Z " tshared Secre{i.3) bg_kmjkZ
WinLogon \ iZg e fbgbkljZMult#actor.

Nasldentifier 2 bkihevam_lky *ey b”_glbnbdZpbb deb_glzZz MdzZaz
i_j_™Z _|ky \ aZijhk_ RAUSiK pZRADIUS- ZIjb[ mMNAS-
Identifier. MdZau\Zcl_agZq_gb_\ aZ\bkbfhklb hl IbizZz jZza\_jlu\Zg



JHN J: 01
134

. EhdZevBARIUS Z"ZilcgZkljh_glghcglbnbdZgpdb cglh\
mdZ ' bl_agZq_gb_ azZ”Zgmtiusdientjnasidéptifier \
deb_glkdhf nZce_ dhgnb]mjZpbb

key=" " value=" S'[>

i. EhdZevBARIUS Z"Zil[j&”" _glbnbdZpbb detbklghwV_ imkluf
iii. H [ e Z q gradiusgosmultifactorru: md Z ~ INIAS Identifier i ba j_kmjkZz
WinLogon\ iZg_eb Z"fbgb MykifdciaL
Network BypassList 2 ih~"dexq_gWRPRIba mdZaZgguo ih*k_I_c [m~"ml
hkms_ kl\eylvky [ _a aZijhkZ \lhjh]h nzZdlhjzZ 1jbf_j agZq_gby
10.10.%,192.168.1.0/24,127.0.6127.0.0.5
Domain 2 mdZ bl_ ~ActiveDirectory”ey _]1h Z\lhih~klZgh\db \ ihe_ Eh
gZ wdjZg_ [ehdbjh\db b gZ ehdZevghf wdjZg_ \oh”Z
UseHostasStationld 2 _keb \dexei gh”~Z\Zlv bfy ohklZ deldP glzZ \f_KklIl
deb_glZ ijb ih*"dexq_ R \ebjyal 1Zzd _ gz | _dkl \ azZijhk_ ~hklm
fhibevghf ijbeh” _gbb b [hH@UWHIBACHFOR);
Signin Filter 2 _keb \dexq_gh \ dzZq_kI\_ f_Ih*h\ \oh”Z jZaj_r_gqu
f_Ih~u ba [_eh]h kibkdWhité\ldstsy.~d Z
Bypass2 _keb \dexqg_gh ijh\_jdZ \lhjh]lh nZdlhjZ [m”_1 ijhims_g
g_"hkimighkIRADIKJSoOk j\_jh\ >hklmighklv hij_~_ey_ Iky hlijZz\dh
RADIUS aZijh&tEtusServer\ fhf_gl ih*dexq_gby AZijhk hkms_kl\ey |
ihke_"~h\Zl_evgh gRADIBSNuG\_j ba kHoktdlz 1ZcfZmlhf
k_ dmg”~u b dhebq_kI\hf j IjZgk2blh\ aZijhkZ
DebugLog 2 _keb \dexq_gh \ izZzid_k mklZgh\e _gguf dhfihg_glhf
n Z caebuglogixt Kk hleZ~hgghc bgnhjfZpb _c¢
SkipUsers2 kibkhd ihevah\zZl_e_c¢ ”"ey dhlhjuo ijh\_jdZ \lhjh]h nz
ijhimkdZIlvky
Ilhevah\Zl _e ¢ g_h[oh”bfh mdZau\Zlv q_j_a aZiylmx [_a ijh
EhdZevgu_ihevah\Zl _eb mdZauldeidampg nhjfzl _
>hf gg ihevah\Zl_eb mdzZau\zZxlky [_auskrhamZ \ nhjfzl_
Microsoftihevah\zZl _eb mdZau\lZxlky k iheguf gZa\Zgb_f ZddZzZi

[h~” _j"b\Zxlky kem  _[gu_ bf_gZz
local users?2 \k_ ehdZevgu_ ihedatmiZuseesB \k  ~hf_ggu __
ihevah\ZImierbsoft users?2 \k Microsoft ihevah\ZIl_eb

T UseDOMAIN \userformat 2 _keb hipby \dexg_gZ |h eh]bg "hf_gguo
ihevah\zl_e_c [m~_1i_j _~zZ\Zlvky gBOMKAIN\usérnamg¢fZ |
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G Z \d e XMhiteLists:

T ?keb \dexq_g iZ&jghfin Rilter, az~Zcl_ jZaj_r_ggu_ f_|Ih~u "ey
ehdZevgh]h \oh”Z b ih"dd&RD&._gby g_j_a

6. ljhl_klbjmcl_ dhgnb]lmjZpbx gZhetkgettimygd2d\nd e LBederal
?keb k\yagRADWEX k _j\_jZfb gZkljh_gZ dhjj_dlgh | _kI “he  _g \_
OK "ey dZ "h]h k_j\_jzZHastkibkd _

7. < :“"bgbkljZlb\ghc iZg_eb kha”Zcl_ihevah\Zl _ey k dhlhjuf [n
bkihevah\zZlv \Ilhjhc nZdlhj b \urebl_ _fm kkuedm gZ gZkljhcd
gZ ihgqlm

8. GZkljhcl_\lhjhc nZdlhj "ey ihevah\Zl _ey
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9. Kbkl _fZ ]Jhlh\Z d bkihevah\Zgbx
12.16. Ijh\_jdz

<:@GH

G_ [ehdbjmy b g_ \uoh”y ba |I_dms_c k_kkbb ihevah\zZl_ey ih”
ihevah\zl_e_f dhlhjhfm gZkljhbeb \lhjhc nZdlhj

¥ ?keb \u[jZg kihkh[ ih~I\_j"~ _gby k h*ghjZah\uf dh”hf ihevah\
_]h \ hI* _evghf ihe _

T ?keb \u[jZg kihkh[ ih~I\_j ~_gWULTHFAQTOR ijbrezl imr
\u[jZgguf f_Ih~hf Z dhfihg_gl [m~_I h'b”rZlv ih?I\_j "~ _gby
beb hldZaz hl ihevah\Zl_ey

AZ]ljmadz \ [_ahizkghf j “bf_

Ih mfheqZgbx dhWihdpwgllogong [ehdbjm _| \oh” ijb aZ]jmad_ kbkl_
[ ahizkghf j_ "bf_<u fh  _|_gZkljhblv ijbgm”~bl_evguc aZijhk \Ih
ijb az]l]jmad_ \ [_ahizkghf j_"bf_ \g_ky baf_g gby \ kbkl_fguc j_

[HKEY_LOCAL_MACHINE\SOFTWAREMicrosoftWindowsCurrentVersiokAuthenticatio Providers]

"ProhibitFallbacks"=dword:1

M[_~bl_kv qlh

1. FZrbgZ ih~"dexq_gZ d W ANBVGFi g aih”"dexqgblky \ [ _ahiZkghf
j_bf_

2.RADIUS :~Zil_j g_ mklZgh\e_g ehdZevgh gMndéowgbogohZ«bg_ k
[_ahizkghf j_"bf_kem'[Z z~Zil_jZz g_ [m”~_l aZims_gZ

<GBF:GB?

lihl_klbjmcl_ dhgnb]mjZpBypesg glhflu g_ ihl_jylv Ahkimi d
kbkl_f_\ kemgZ_ g_\_jghc gZkljhcdb

1217. ?keb glh g_ jZ[hlZ |

Ihke ~h\zZIl _evgh ijh\_jvl_ glh \u gbg_]h g_ mimklbeb
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T MklZgh\e _gZ k\_ " KilicrdsoftMispal C++ Redistributablex64 b e k86;

TKjZ[hg_c klZgpbb hldjulDPhikljjm ih gZ Z7j_kRADWUS]h
ZNZil_jZ rédausgosmultifactorru;

Tt Hi_jZpbhggZy kbkl_fz bf_ | [blgmx jZajy*ghklv j_dhf_g”~m_

T 1ZjZf_ljNas Identifier bShared SecretmdZaZgu dhjj_dlgh

T lhevah\Zl_ex gZkljh_g ohly [u h”"bg \lhjhc nZdlhj

T ljh\_jvl_ "mjgZe AZijhku EbRgighifzdA[bg_|_

Tljh\_jvl_ kh[ulby \ kbkl_fgMWindowgtZleb k| h g dMultifactorLogon
bLogonUl;

t>hklmi [_a \lhjh]h nzZdlhjZ “hklmi_g ijb aZ]jmad_ \ [_ahiZkghf

12.18. H[gh\e _gb __

M~ Z e BMultifactor Logon' ba kibkdZ mklZgh\e _ggh]h \ hi_jZpbhgghc kbk
MklzZgh\bl_ dhfihg_gl aZgh\h

12.19. M~Ze gb_dhfihg _glZ

M~ Z e BMultifactor Logon' ba kibkdZ mklZgh\e _ggh]h \ hi_jZpbhgghc kbk
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VIPNET

12.20. H[sZy bgnhjfZpby
Kbkl _fgu_ Ij_[h\Zgby

T ljhp_kkhj dhebqg_kt\y y¥f @,
T H[t_f hi_jZlb\ghc RZbylbi_B =[Zcl
T K\h[h~rgh_ f_klh gZ ~_ktdgf T =[Zcl
T Hi_jZpbhggZy kbkl_fZ h”~gh]h b4 Asb&lipok ®ddridiBdition

©Kfhe gkd2Ubuntu22.04LTS
T IHViPNet 2 ViPNet Client 4U for Linux 4.1%" Z e 2 _ViPNet Client 4U);
T MultiFactor Radius Adapterf ey hlhjhhthdjullk_|_\uahjlutey
ih"dexq _:dhkhkem [Zdtive Directory/AD LDS 2dh[eZqggkfm\bkm
fghlhnzdlhjfme glbnbdwipfadior. 7keb \u ohlbl_ mklZgh\blv k_j\_|j
Zml_glbnbdZpbb gZ h*gMultikhgtocRddibsAdapter bkihevamcl _
MultiFactorRadiusAdapter * e kinux, ihlhfm qlh k_j\_j Zml_glbnbdZpbb jZ[lI
lhevdhLigi. |jbf_qZgbDAP Zz~Zil_j g_ ih"™ _j'b\Z_Iky Kh\f_klbfhk
IHViIiPNet <u fh™ | bkihevah\Zlv k_j\ _j Zml_glbnbdZpbb ~ey fgh
Zml_glbnbdZpbb ihevah\Zl_e_c
> e \ndroid ViPNet Client 4U for Android\ _jkbdb3.0 b\ur _
> e Windows ViPNet Client 4U for Windows 4.14.289B\ur _
>eWMacOS\ jZajZ[hld _
>eyinux \ jZajZ[hld_

+H +H+ +H+ +H

K_j\_j Zml_glbnbdZpbb ijbgbfXiPNeZii¢htdd, hjil h[jZam _| bo b
hlijz\ey MgtFactorRadiusAdapter AZI _f k_j\ _j Zml_glbnbdZpbb hlijZ\ey_
h1\ | KultiFactorRadiusAdapter h [ Z | g/iPNet Client 4U.

<k_ iZjzZf_lju "\monZzZdlhjghc Zml_glbnbdZpbb gZkljZb\Zxlky \ h[e
Multifactor, kK _j\ _j Zml_glbnbdZpbb Ilhevdh i_j ~Z | dhfZg”u
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AZsbszgguc dhglmj dhjihjzZz?badlgZ Kk hjjZgbq_gguf kibkdhf "hklmi
dhlhjmx dhgljhebjm _| kbkl_fguc zZ~fbgbkljZlhj hjl]ZgbaZpbb < aZz

dhglmj_ jzaf _kibl_

¥ aZsbs_ggucViANet@lientk k_j\_jhf Zml_glbnbdZpbb

1 MultiFactor Radius Adapter
tkem [m dZlZeh]lh\ GZ ]jZgbpZo k_Ib mklZgh\bl_ dhhjrbgZlhj b

f “k_I_\hc wdjzg GZ mae_ k k_j\_jhf zmI_yiPhetQligpbb mklZg]

12.21. GZkljhcdZ OXOWLIDFWRU

IJBF?Q:GB?
G_baf_gycl_vyaud k_j\ _jZ Zml_glbnbdZphlbltifadtdeZgghf k_j\bk _

iZjzZf _ljZo j_kmjkZ “he” _g [ulv Zg]ebckdbc yaud

1. MklzZgh\blv b gAlljiRdctar RadiusAdapter
2. > e WultiFactor Radius Adapteg Zkljhcl _

T ~ h kI ndapigos.multifactor.rui hnTCP-ih j1 M43(TLS) gZijyfmixelg _j HITP

proxy
TrhkImi d k_j\_jm ~hf-idh4dlnh 7&3kdDAR) beb k & DARS)
Ney \aZbfh” _cKdtive\Ditectory
12.22. GZkljhcdZ 9LS1(7
1.< mijZ\eyxs_f IH kha”"Zdkeb/lgQ K[b CligntAuth Server*ey maeZ k
K_j\_jhf Zml_glbnbdZpbb

2. MkIZgh\bl_ k_j\_j Zm|_ghawhddg@pbb b

$ dpkg-i infotecsvmfa-server<ver>.deb
$ dpkg-i infotecsvmfa-watchdog<ver>.deb

IJBF?Q:GB?
JZa\hjzgqb\Zcl_ k_j\_j Zzml_glbnbdZpbb \ aZsbs_gghf dhglmj_ o

Kk Ib GZ mae_ k k_j\_jhf Zml_glbnbdZpbb YirbletGlieptdy mklZgh\e¢

3. GZ mae_ k k_j\_jhf Zml_glbnb &/PplbtClienkdZ gh\b| _

IJBF?Q:GB?
GZ mae_ k k_j\_jhf Zml_glbnbdZpWbRNétRkeng4U,[1 | b Glient
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AuthServer BgZq_ k_j\_j Zml _glbnbdZpbb g_[m~_I| jZ[hlZIv

4. HlIj_~Zdlbjmcl_ nZce gZkljhcdb \azZzbfh”_ckl\by k_j\ _jZ Zml_gl
MultiFactor RadiusAdapter /opt'vmfa- serverfetduserproperties

hSET SERV TIMEOUT 2 \j _fy h ' b~Zgby hI\_1Z hl k_j\_jZ Zml_glbnk
\ViPNetClient4U. |h mfheqzZybx k_dmg”® AzZ"Zcl_1zZdh_ ~_ agZq.
gZkljhcd_ <j_fy dwrBativZadijhkzZ \ h[eZqghMhtifadtok
?keb aZ”~Zgu jZagu_ agZq_gby [m~_| bkihevah\Zlvky gZbf

HALLOW_RESTARTIN 2 \j fy qg_j_a dhlhjh_ ~hkIimigZ ih\lhjgZy
Zml_glbnbd¥ipNstQlient4U. Ih mfheqZygbx k_dmg?

HSERVERPORT 2 ihjl k_j\_jZ Zml_glbnbdZpbb #h807iG.heqZgbx

HSERVERHOST?2 Z~j_k k_j\_jZ Zml_glbnbdZpbb

IJBF?Q:GB?
Ih mfheqZgbx imklhc iZzjzf_|j k_j\_j Zml_glbnbdZpbb bkihevan

bgl jn_ck kh[kI\_ggh]h maeZ aZsbs tgQh6 k bldf lgpcdghwihl
i ZjzZf _1j

IRADIUS HOST?2 Z~j_k maeZ gZ dhlhjMuljZaator RgdiusAdapter

IRADIUS _PORT? ihjl~reyh”~dexq_ d¥MuyltiFactor Radius Adapter.

Bkihevam_|ky “ey ijb_fZ azZijhkh\ \iPNdiElieatdUZ d hd h fu f
gZagZq_gZ fghlhnzdlhjgZy Zml_glbnbdzZpby 2 181Bf g~m_fh_
IRADIUS SECRET?2 k_dj _IgZy njZaz ~ey jZ[hlu k_j\_jZ Zml_glbnbdz
MultiFactorRadiusAdapter Bkihevamcl_ keh gmx

k _ dj _Igmx njZam qlh[u bkdexgblv jbkd g _kZgdpbhgbjh\Zggh]
NZgguf AzZ~Zcl_ 1Zdmx ~_ k_dj_lgmx MylERaotionRgdiksljhcd Zo
Adapter

ljbf_jnZc eger.properties:

SET_SERV_TIMEOUT=45
ALLOW_RESTART_IN=15
SERVER_PORT=8070
SERVER_HOST=

RADIUS_HOST=<Z ~| MultiFactor Radius Adapter>
RADIUS_PORT=1812
RADIUS SECRET=«_dj lgd¥aZz

AZimklbl_ k_j\_j Zm|_gwarchddgdpbb b
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$ service vmfaserver start

$ service vmfawatchdog start

Qlh[u hklZgh\blv jZ[hIm k_j\_jZ Zml_glbnbdZpbb

$ service vimfaserver stop

12.22.1. lihkfhlj khklhygby

Qlh[u ihkfhlj_Iv khklhygb_ k_j\_jZ Zml_glbnbdZpbb

$ service vmfaserver status

<kljhdictive h1h[jZabkkyImk

T active(running 2 \dexq_g b jZ[hlzZ_I
t inactive (dead? hklZgh\e g

12.22.2. M~rZe gb_

QlhJu m~Zeblv k_j\_j Zml_glbnbdZpbb

$ dpkg-r vmfaserver

NZceu dhgnb]ImjZpbb m”Ze ldptvirifeasgryet X b a

12.22.3. Eh]bjh\Zgb_
logbackxml 2 gZkljhcdb eh]bjh\Zgby Ih mfheqZgbx

t fZzdkbfzZevguc jZaf_j nZceZ " nkjgixd Z

fjhlZpby nZceh\ "mjgzZeZ \uihegy_Ilky Z\IhfZlbg_kdb ihke _
nZceZf "~ mj@ppvihfa-servefloggvmfa-serverog.
AZibku\Zxlky

T\ _fy
t ghf_j k_kkbb
thkgh\gu_ iZjZf_ljuViANEZ@ient4U b hi\_1h\ k_Nulifagtor.

n z
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ljbf_j nZdegback:

<configuration>

<property name="LOGS_ HOME" value="/opt/vraéarver/logs’>

<appender name="STD" class="ch.gos.logback.core.ConsoleAppender">
<encoder>

<pattern>%d Oblevel %logger{36

</encoder>
</appender>

<appender name="STDOUT"

class="ch.gos.logback.core.rolling.RollingFileAppender">
<file>${LOGS_HOME}/vmfaserver.log</file>

<rollingPolic
class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy">

<fileNamePattern>${LOGS_HOME}/vmfa

server.log.%i.zip</fileNamePattern>

<minindex>1</minindex>
<maxIndex>10</maxIndex>

</rollingPolicy>

<triggeringPolicy
class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>500MB</maxFileSize>

</triggeringPolicy>
<encoder>

<pattern>%d [%thread] %level %logger{36}-

%msg%n</pattern>

</encoder>

</appender>
<root level="info">

<appenderef ref="STDOUT"/>

</root>
</configuration>




JHN J: 01
143

13. GZkljhcdZ "\monzZdlihjghc Zml_glbnbdZpbb 9C
Horizon View (VDI)

13.1. H[sZy bgnhjfZpby

< klZlv_ hibku\zZ _Iky \WiMat¢g HorzdnView (VDI) "ey ih~"dexq_gby d
m~"Ze gghfm jZ[hqgc fimblh&dihjghc Zml_glbnbdZpb _c

<hafh gu_ kihkh[u Zml_glbnbdZpbb

| Fh[bevgh_ ijbeMultdhctor

| KFK

| :iiZjZlgwWTPlhd_gu

| Ijbeh ™ g®WP: Google Authenticatobe by g~ . ®le x q

>ey gZkljhcdb \lhjh]lh nZdlhjZ Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k Ij h MultiFactor RadiusAdapter

132. Ko _fz jz[hlu

1. Thevah\Zl_ev ih*dexqZ_|ky d jZ[hg_fm klhem Horlzéb| eh]bg b i
View;

2. VMwareHorizon ih ijhlhdR&BIUS ih*dexqZ |ky d dhMuitgragdm
RadiusAdapter

3. Dhfihg_gl ijh\_jy | eh]bg b iZjhevAchw\Dirbddtdry besyNatwork
PolicyServerb azZijZrb\Z | \lhjhc nzZdlhj Zml_glbnbdZpbb

4. lThevah\zl_ev ih?I\_j°~Z | aZijhk “hklmiZ \' I _e _nhg_ beb \\h~t
d h *HorizonView.

133. GZkljhcdZ 90ZDUH +RUL]JRQ

1. AZc”bl_\ Z~fbgbkljZIb\gWkvaddttpkitoav
2. HI1djhcView Configuration-> Servers> Connection Servers,u|[ _jblk j\ b
g Z fbIEdit.
3. G Ade Z™Authentication",\ jZa”™ "Advanced Authentication\u[_jbl _
"RADIUS" \ ki b k @fa authentication.
4. <d e x qWBEnforce 2factor and Windows user name matchirg'Use the same user
name and password for RADIUS and Windows authentication".
5. <u[_jbICreate New Authenticator\ ki b k duthenticator:
HLabelt MultiFactor
HDescription ijhba\hevgh_ hibkZgb _
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HHostname/AddressZ ) _&h fih g _ WlultiFactor Radius Adapter
HAuthentication port1812

H Accounting port0
HAuthentication type: PAP
HShared secret: Shared Secbetg Zkljhdkifihg _glZ
H Server Timeout40
6. KhojZgbl_ b aZdjhcl_
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GZkljhcdZ "\monZdlhjghc Zml_glbnbdZpbb &KHF
RemoteAccess VPN

134. H[sZy bgnhjfZpby

< klZlv_ hibku\zZ _ Iky GhgdkPdint dZy ih”"dexq ReimgtedccessVPN c
A\monZdlhjghc Zml_glbnbdZpb_c

<hafh gu_ kihkh[u Zm|_glbnbdZpbb

| Fh[bevgh_ ijbeMultghctor

| KFK

| :iiZjZlgwWTPlhd_gu

| Ijbeh  _g®TWP: Google Authenticatobe ¥ g . ®le x q

>ey gZkljhcdb \lhjh]h nzZdlhjzZz Zml_glbnbdzZpbb \Zf ihlj_[m_lky m
g Z k|j h iIMuttiFactor RadiusAdapter

135. Ko _fz jz[hlu

1. lhevah\Zl _ev ih*"de¥B¥Y \\kybd eh]bg b iZjhevRemad gl _
Access

2. CheckPointNGFW ih~*dexqZ_lky d dhMditdgragdnRadiusAdapterih
ijhlhdhRADIUS;

3. Dhfihg_gl €hdgdkPointNGFW ijh\_jy | eh]bg b iZjhev ihevah\Zl ey
Active Directory b e NetworkPolicyServerb aZijZrb\Z | \lhjhc nzZdlhj
Zml_glbnbdZpbb

4. lThevah\zl_ev ih?I\_j°~Z | aZijhk “hklmiZ \' I _e_nhg_ beb \\h~t
dh” \ de RegbteAccessVPN (EndpointSecurityMAB).

1351.GZkljhcdZ &KHFN 3RLQW 1%*):

AZimklbl_dhgkhev Bma#Censgléy

13.5.2.GZk|jh cRADIUS k_j\ _jZ

G_h[oh”bfh kha”ZIlv gh\u_ HWadiwl k_j\_jZ

1. K ijZ\hc klhjhgu \ jZza”_e_ h[t_dIhNewx$piiev> Morg d |
RADIUS b \uihegblv ke _"mxsb_ gZkljhcdb

H G Z a\ Z dvltifactor Radius Server,

HHost Z”~] _k dhfih dulggfFdctorRadiusAdapter kha”~Zcl_ gh\luc h[t_dl
beb \u[_jbl_ kms_kl\mxsbc
X Service: NEWRADIUS (port1812);
X SharedSecret ba gZkljh_d dhfihg_glZz
x Verison: RADIUS Ver2.0;
x Authentication method: PAP.
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13.5.3. G Z k| j h cRefnote Access VPN Check Point

2. Hidjhcl_ gZkljhcdb h[t_dIZ rexaZhgckPbinZ kz& kMabile

Ih\lThjbl_ gZkljhcdRN Clients-> Authentication < blh]_ dhgnb]JmjZpby \
h[hbo jZza”~_eZo "he gZ \u]ley”_|Iv ke_"mxsbf h[jZahf
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13.5.4.GZkljhcdZ ]jmiiu ihevah\Zl_ e _c

K ijZ\hc klhjhgu \ jZa”_e_ h[t_dlhNewxMaxtd ¥ Usarg dtcess
Role Az~ZIv iZjZf_lju ~ey gh\h]h h[t_dlZ b mdZaZlv bklhggbd ~Zgc
ihevah\zZl _eyo

13.55.GZkljhcdZ iheblbdb “hklmiZz

< jZa”" Securitypolicies> Policy> kha~Zcl_ gh\mx iheblbdm ~ey “hklmiZz
ihevah\ZIRemoteAccessVPN d \gmlj _gg_c k_1b

* Source <K h a” Z gjgZayg Access Role

* VPN: RemoteAccess

135.6.GZkljhcdZ 1ZcRABILB k_j\_jZ

1. GZ fbl_ gZ bdhgdm \ e_\hf \_jog_Globdéropektieb>jb | _
Advanced-> Configure-> FireWall1 -> Authentication> RADIUS



2.
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M\ e b gradius retrant_timeout®60 k _dmg”"

01
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14. GZkljhcdZ "\monZdlihjghc Zml|l_glbnbdZpbb &l
AnyConnect VPN

14.1. H[sZy bgnhjfZpby

< klZlv_ hibku\zZ_Iky GstéASAAdyConnect*ey ih~"dexqg_gby d
VPNc "\monzZdlhjghc Zml_glbnbdZpb _c

<hafh gu_ kihkh[u Zml_glbnbdZpbb

| Fh[bevgh_ ijbeMultghctor

| KFK

| :iiZjZlgwWTPlhd_gu

| Ijbeh ™ g®TWP: Google Authenticatobe by g” . ®Dle x q

>ey gZkljhcdb \lhjh]lh nZdlhjZ Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k Ij h MultiFactor RadiusAdapter

142. Ko _fz jz[hlu

1. lThevah\Zl_ev ih*"de¥gN¥ \\kyld eh]bg b iZpyGounéct

2. CiscoASA ih ijhlhdRADIUS ihrdexqZ |ky d dhMditdraggdnRadius
Adapter

3. Dhfihg_gl ijh\_jy_1| eh]bg b iZjhevAchw\Didactd beyNatwork
PolicyServerb aZijZrb\Z_| \lhjhc nZdlhj Zml_glbnbdZpbb

4. lhevah\zl_ev ih?I\_j"~Z | aZijhk "hklmizZz \' | _e_nhg_ beb \\h~t
d h ~AnyConnect

143. GZkljhcdZ FmevibnzdlhjZ

1. AZc"blkb%l_fm mijzZ\e _gby Fmevlbhedlh\jhZak'melbu
khanzZcl_gh\luc j_kmjk Ibiz K'Ciscohc wdjZg

2. AZihegbl_ GZzZalZgb_ b :~j_k ih \Zr_fm mkfhlj_gbx 1ZjzZf_1j
ihrdexq _gbb [_a gzZkljh_ggh]h \lhjh]l]h nzZdlhjzZz hI\_qZ_1| aZ \h
gZkljhblv \Ihjhc nzZdlhj g_ihkj_~klAngCphnécdpgtb gl _
ih"dexq_gbb ihevah\Zl ey [ _a gZkljh_ggh]h \Ihjh]h nZdlhjzZ *I

3. lhke_ kha~zZgby \Zf [m~ ml| ~hklmidAaStdentiiigr 265h&ed
Secret hgb ihlj_[mxlky “ey ihke_“mxsbo rzZ]h\

4. MklZgh\bl_ b g&ljkectorRadiusAdapter
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14.4. GZkljhcdZ &LVFR $69%

14.4.1.ADSM Configuration

<u[_jbl_ih~rdexq_gb_ "ey dhlhjh]h |Ij _[m_Iky "\monZdlhjgZy Z
G Z " f b [Edit-> Basic;
<jZa”™ _Aathenticationg Z " f b IManage;
<jZa”™ _"AAA Server Groups"g Z " fb IAdd;
Kha~Zcl_gh\mx ]Jjmiim k_j\_jh\
H gZa\ZMmPA Radius Servers
H ijhlhdRADIUS
H khojZgbl_ b aZdjhcl_
6. >Ze__ kha”~Zcl_ gh\uc k_j\_j \ ]Jjmii_
HIP Zz~j _k Z7j_k dhfvhblgFagtbZzRadiusAdapter
HServer Secret Key: Shared Kéyag Zk ljhdlfihg_glZ
H Timeout: k_ dmg”n
H kgbfblneZ HMicrosoft CHAPv2 Capable"
H khojZgbl_ b aZdjhcl_
7. <jZa”™ _Aathentication,md Z  bYe RAA Server Group] jmiitMFA Radius
Servers".

aoRwN e

14.4.2.CLI Configuration

aaaserver MFA protocol radius

aaaserver MFA (inside) host0.105.130.5key *****

tunnelgroup TEST type remotaccess

tunnetgroup TEST generattributes

addresspool test

authenticatiorservergroup (inside) MFA

tunnetgroup TEST webvpiattributes grougalias TEST enable

ip local pool testi92.168.1.9192.168.1.10nask255.255.255.0
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15. GZkljhcdZ "\monZdlihjghc Zml|_glbnbdZpbb Dl
4 VPN

15.1. H[sZy bgnhjfZpby

< klZlv_ hibku\Z_Iky gZkljhcdZ k_j\_jZ ~hklmiZ DhglV¥RN gdebkeglih~dexq_
Dhglbg-:glk "\monZdlhjghc Zml_glbnbdZpb_c
<hafh gu_ kihkh[u Zml_glbnbdZpbb
t Fh[bevgh_ ijbehMultgdctor
t+ A\hghd gm gh ijbgylv \uah\ b gz Zlv

>ey gZkljhcdb \lhjh]h nZdlhjzZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k 1jh iMultiFactor LDAP Adapter

152. Ko _fz jZ[hlu

1. lhevah\zl_ev ih~"de¥BN \\kybd eh]bg b iZjhev \ deb_gl_Dhglk
o
2. K_j\_j "hklmizZ Dhglbg_ gl ©LbAFhhRdleemZ Iky d dhfihg_glm
MultiFactor LDAP Adapter
3. Dhfihg_gl ijh\_jy | eh]bg b iZjhevAchw\Dabctdry beeyp \*jm]hf
LDAP-dZlZeh]_ b azijzZrb\Z _| \lhjhc nZdlhj Zml_glbnbdZpbb
4. lhevah\zl_ev ih™I\_j°~Z | aZijhk "hkIimiZ \u[jZgguf kihkh[hf
Zml_glbnbdZpbb

15.21.GZkljhcdZ FmevlibnzZdlhjZz

1. AZc"blkbkl fm mijZ\e gby FmevIibh&eZdlhjhZza”_ e J _kmjku
kha~Zcl_ bpDAmijbeh” gb _

2. lhke_kha”~zZgby \Zf [m ml| ~hklmi{AaStdentiiiény bShayed
Secret hgb ihlj _[mxlky "ey ihke_"mxsbo rzZ]h\

3. AZ]jmabl_ b mkKudtHattiotLDAP Adapter

15.22.GZkljhcdZ Dhglbg_gl

AZcrbl_\f_g 7~ _jdhgnb]mjZpbb Dhglbg_gl

< jZa"zeZ\gLy:"fbgbkljbjh\Z et DAP gZ fblKha” 2IDAP

ijhnbev

G Z a\ Z dvlltifactor;

B fydomain.local (DNSbfy*hf_pZ

; Z aih b kdXC=domain,DC=local (Base DN);

E h]bgse@domainlocal mqzlgZy aZibkv k_j\bkgh]h ihevah\Zl ey
IZjhev i1iZjhev k_j\bkgh]h ihevah\Zl ey

+—H H+ H+ +H+ +H
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< ih~jza”_e_ K_j\_ju gz fbl_bdhgdm >h[Z\blv

1 K_j\_dcdomainlocal bfy k_j\_jZ
T Mk Z"j _k dhMuhigactptZDAP Adapte);
t Ihjl (LDAPS ihjl dhfihg_Mul#FactorLDAP Adapte).
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16. GZkljhcdZ "\monzZdlihjghc Zml_glbnbdZpbb )R
VPN

16.1. H[sZy bgnhjfZpby

< klZlv_ hibku\Z_Ilky FodiGajdrcalyZ ih~dexq _ViPbyg d
A\monZdlhjghc Zml_glbnbdZpb_c

<hafh 'gu_ kihkh[u Zml|_glbnbdZpbb

| Fh[bevgh_ ijbe HMultd-bctor

| KFK

| :iiZjZIlgwWTPIlhd _gu

| ljbeh ™ g®WP: Google Authenticatobe by g~ _.®le x q

>ey gZkljhcdb \lhjh]h nZdlhjzZz Zml_glbnbdzZpbb \Zf ihlj_[m_
b g Zk|jh\bdlitFactor RadiusAdapter

16.2. Ko _fz jZ[hlu

1. Thevah\zZl_ev ih*"de¥B¥ \\kykd eh]bg b iEqhidient

2. FortiGateih ijhlhdRABIUS ih*"dexqZ_ I|ky d dhMuditdagdm
RadiusAdapter

3. Dhfihg_gl ijh\_jy_1| eh]bg b iZjhevAchw\Dabadtdr besyb \
NetworkPolicyServerb aZijZrb\Z | \lhjhc nzZdlhj Zml_glbnbdZp

4. lThevah\zl_ev ih?I\_j°~Z | aZijhk “hklmiZz \' I _e _nhg_ bel
h~ghjZah\ucFdrhclient

16.2.1.GZkljhcdZ )RUWL*DWH

Hidjhcl_ dhgkhev mkpZiGategby

16.2.2.GZkljhcdZ 5%$',86 k_j\_jzZ

<jZa”" User& Device> Authentication> RADIUS Serversbaf_gbl
gZkljh dADIUS:

t gZa\ZdW-A_Radius

T Primary Server IP/NameZ ~j _&khfih g _ WluliFactor Radius Adapter
T Primary Server Secret: Shared Sedveg Zkljhdkfihg_glZ

1 Authentication method: PAP
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M[_~bl_kv glh \ kibkd_RABYS Kk _Htbjg bFartiGate
[m~_| hlijz\eylv aZijhku \h \k_ ihhq_j_~gh

16.2.3.GZkljhcdZ ]jmiiu ihevah\Zl_ e _c

< jZa”"User& Device>User>UserGroupkha”~Zcl_ ]jmiim ihevah\ZIl_e
SSLVPN Usersb ~h[Z\MFA_Radius\RemoteServers

16.24.GZkljhcdZ iheblbdb *"hklimiZ

< jZa”"Pdicy& Objects> Policy>IPv4 kha~Zcl_gh\mx iheblbdm "ey
AhkimizZ ihevahSgUVRN @ \gmlj_gg_c k_1Ib

T Incoming interface: ssl.root (SSL VPN interface)
T Source Users: SSL VPN Users

16.2.5.L.ZcfZml h bAZgby hRADIAShK j\ _jZ

>ey Zml_glbnbdZpPUSH@\] "ehfe _gby m\_ebqvl_\j fy h ' b"Zg
h1\_ IRADIUS.

1. Hldjhcl_ dh¢@hev
2. <uihegbl_ dhfZg”u

config system global
set remoteauthtimeo60 end

config user radius edit MFA_Radius set time60t
end
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NIKM,3 Deb_gl

16.3. H[sZy bgnhjfZpby

libf_gbfh d \_jkbyf

| NIKMP \_ jkba0

< klZlIv_ hibku\zZ_Iky NKkMhetdy ih~"dexq Viehyg d
A\monZdlhjghc Zml_glbnbdZpb_c

<hafh 'gu_ kihkh[u Zml|_glbnbdZpbb

fFh[bevagh ijbe Multddstor

tA\hghd gm gh ijbgylv \uah\ b gz Zlv

>ey gZkljhcdb \lhjhlh nzZdlhjzZz Zml_glbnbdZpbb \Zf ihlj_[m_
b g Zk|jh\bdlitFactor RadiusAdapter

16.4. Ko _fz jZ[hlu

1. ©lhevah\Zl_ev aZimkdz | YPN}j&Effdhe X\eygby -IRIKM
Deb_gl <uihegy_| dhfZzg"m ©kh_"bgblvky?2 gZgbgZy ih-
VPN-rexam N |-k

2. lhevah\zZl_ev RMrtiI®*hkImizZz “ey kh_"YWoK MBIy k

3. lhevah\zZIl_ev \\h”"bl \ bgIKjMP ©&keb eltZlbg iZjhev b
\lhjhc nzZdlhj "ey Z\lhjbaZpbb

4. NIKMP ih ijhlhdheglimsih~"dexqgZ _lky d dhMditdgragdm
RadiusAdapter

5. D hfihg _MultiFactorRadiusAdapterijh\ _jy | eh]lbg b iZjhev
ihevah\ZI| Aetiye Directory b e NetworkPolicy Serverb ijh\_jy |
\lhjhc nZdlhj Zml_glbnbdZpbb

6. Dhfihg_MultiFactorRadiusAdapterh|\_qZNIKMP j _amevIZIhf
ijh\_jdb

16.41.GZkljhcdZ FmevibnzZdlhjZz

1. AZc blkb%l_fm mijz\e _gby FmevlIbh&ZdlhjhEZa” e
J_kmjku kha”Zcbkbjm]kmjXka™ Ke | \hc wdjZg

2. lhke_khanzZgby \Zf [m~ml| ~“hkImi§AaStrdentifigny bof 1jZ
SharedSecret hgb ihlj_[mxlky “ey ihke_“mxsbo rZ]h\ AZ]jmab
gZkljhcl_ b mkIMgdthabtbrRadiusAdapter
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16.4.2.GZkljhcdZ N-IKM

>ey ihemq_gby “hihegbl_evghc bgnhjfZpbb h dSA_gl_ gm"
Zljb[mlu :FBDHG \ gZkljhcdb Fmevibnzdlhjz :ljb[mlu fh gl
\ n Z €ententradius.dictonary

# Vendorld 37249 (Amicon)

VendorSpecificAttribute Amicon-SysID integer

VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute

VendorSpecificAttribute

VendorSpecificAttribute
VendorSpecificAttribute

VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
VendorSpecificAttribute
octets

VendorSpecificAttribute
octets

VendorSpecificAttribute
string
VendorSpecificAttribute

PO 00 N o o b W N P

Amicon-GrouplD integer
Amicon-UserlD integer
Amicon-KeySerie integer
Amicon-KeyGen integer
Amicon-Flags
Amicon-ClientMAC

Amicon-ClientlIP string

Amicon-FWVer
Amicon-SWVer

Amicon-OSVer
Amicon-ClientLic
Amicon-ClientLicExp
Amicon-ClientDCN
Amicon-ClientDGUID
Amicon-Certificate|D

Amicon-CertificateCN

integer

string

string
string

string

string
string

string
string
octets

string

Amicon-CertificatelssuerKID

Amicon-CertificateSerial

Amicon-Certificatelssuer

Amicon-CertificateAlg

string

IhAjh[gZy ~hdmf_glZpby ih gZkGhcd|KNAKMDb glZ
AhkimigZ gZ ihjlZe  ~hdmf_g|Btpb/iwikiFeBReh@/

GZkljhcdZ NJIXMey \azbfh~_ckl\bykk P$jB6IJZ[hlZ k
Fmevibnzdlhj ih~I\_j "~ _gZ3\\NjKbwb
g _h[oh”bfh h[gh\bly3NTKNhke "~g ¢ ZdimZevghc \_jkbb
<aZbfh”_ckl\b_-,BIRADIUS k_j\_jhf gzZkljzb\Z _lky \
dhgnb]lmjzZlihj -NIKkM ~kI\zZzfb ijh]jZffu p_gljZebah\Zggh]h
mijZ\e_gby ©M~Ze _gguc Z~fbgbkljZlhj NIKM?2

>ey dhjj_dlghc jZ[hl

eb[h ijb ehd
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ihr"dexq_gbb d-NIKIMjy*hd ~ _ckl\bc \ dhgnb]#PjZpbb NIKM
Baf _gblv dhgnb]mb£bbxytNIKMDeb gtuu[jZlv Jjmiim
deb_gHl\u[jZIlv hibkZglthg gldGZKkIjhdAARIUS +J_~Zdlh]j
K_j\_jh\

KhanrzZ f hibRAWWS k _j\ jZ < dZg_kI\_ hkgHRaHP8 Zz~j kZ

K _j\_jZ mdZzZau\zMuititaétpr RADIUS Adapter KhojZgy f hibkZgb _
<u[bjz_f kharzZgguc k_j\_j “ey :ml_glbnbdZpbb b :ddZmglb
bkihevah\Zlv ©HL3 iZjhev?® beb ©>hf_gguc iZjheva& \ aZ\bkl
bkihevam_fh]lh f _Ih~Z ijh\_jdb ihevah\Zl ey
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Khojzgy f gZkljhcdb
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GZkljhcdZ "\monZdlhjghc Zml| HgdweibdZpbhb

SSLVPN

<

kIZIv_ hibku\Z_I1ky HyawdiFirewal ey ih~dexq S$hyPNc

"\monZdlhjghc Zml_glbnbdZpb _c

<hafh gu_ kihkh[u Zml_glbnbdZpbb

Fh[bevgh _ ijbehMultd-bctor

KFK

(1iZjZIgwWTP lhd _gu

ljbeh " g®WP: Google Authenticatob e ¥ g~ . ®le x g

>ey gZkljhcdb \lhjh]lh nzZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k|j h iIMuttiFactor RadiusAdapter

+
+

16.5. Ko fZ jZ[hlu

Ilhevah\zZl _ev ih~"de¥BN¥ \\kybd eh]bg b i3g¢to€liert

. HuaweiFirewall ih ijhlhd RABIUS ih*dexqZ _ |ky d dhMuitdraagdm

RadiusAdapter

.Dhfihg_gl ijh\_jy | eh]bg b iZ]jh e vAtheDiredtdy, ADLDS beb

NetworkPolicy Serverb aZijZrb\Z | \lhjhc nZdlhj Zml_glbnbdZpbb
lhevah\zl_ev ih?I\_j°~Z | aZijhk “hklmiZz \' I _e_nhg_

16.5.1.GZkljhcdZ Fmevibnzdlhjz

.AZc”blkbkl_fm mijZ\e_gby FmevibhaegZdlhjhZza”r_ e J_kmjku b

khanzZcl_ gh\ucKj_lkrihk we2gm]hc

G Za\Z ¢loawei SSL VPN
ljb ih~dexq_gbb [_a gZkljh_ggh]lh \lhjh]h nzZdlhjz AZij_Iblv ~

GZ fblKhojzZghblv

2.

3.

Ihke_ kha”zZgby \Zf [mAml| ~hklmigAaStdentifigéy bShayed
Secret hgb ihlj_[mxlky ~“ey ihke_"mxsbo rzZ]h\
AZ]jmabl_ b mkKMdtHattot Radius Adapter



JHN J: 01
161

16.5.2. G Z k | ] h ciduawei (Web Ul)

AZc~ bWehUl ihA ZddZmglhf ZAfbgbkljZIhjzZ

1. GZkljhcdZ iheblbdb [_ahiZkghklb

< jZa”"Pdicy -> Security Policy -> Security Policy g Z " f b IAdd Security Policy b
Ah[zZ\vl_ gh\mx iheblbdm [_ahiZkghklbFM\ely kiZhbjhZ f_"~"m
Zml _glbnbdRAPILS:

T Name: fw to autkserver

T Source Zone: local

T Destination Zone: dmga h gd&zh fih g _ YlultiFactor Radius Adaptéer

T Destination Address/Regiorz ~j _&khfih g _ 4uHtiFactor Radius Adapter
1 Service: radius

T Action: Permit

GZ fbIHD
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2. GZkljhcdZ k_j\_jZ Zml|_gRADHISZpbb

< jZa”Okject -> Authentication Server->RADIUS gZ fblAdd b “h[Z\vI_ gh\uc
K _j\_j Zml_glbnbdZpbb

1 Name: MF

T Primary Authentication Server IP Addresad”j _&kh fih g _ §luliiFactorRadius
Adapter

T Authentication portl812 (ihjldhfihg __ §lukiFactor Radius Adapter

T Retransmission Attempts:

T Reply Timeout10 seconds

T User Name Format: Without Authentication Domain

>ey ijh\_jdb gzrésyh\\_~bl_

T Test Account.bfy ihevah\ZIl_ey
T PasswordiiZjhev ihevah\ZIl_ey
T Authentication Type: PAP

< kemqZ_ ijZ\bevghc gZkljhcdb \ Z~Zil_j ihklmibl aZijhk *hkIimiz
\'iZg_eb mijZ\e_gby FmevibnzZdlhj ihy\blky gh\uc

ihevah\zZl _ev

GZ fblOK.

>hihegbl_evgh g_h[oh”bfh gZkIpablwesgqrksivatierval

GZkljhcdZ "hklmic:Z q_j_a

<USGBE50(E> systemview

[USG6500E] radiuserver maxunresponsiveénterval 60
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3. GZkljhcdzZ "hf_gZ Zml_glbnbdZphbhb

< jZa”"User->Authentication Domain gZ fblAdd b "h[Z\vl_gh\uc ~hf_g
Zml_glbnbdZpbb

T Name: domain.cori\ Z r * h f _agtive directory)
T Associated Group: Domain Name

GZ fbIOK.

< jZa"Userihy\blky kharZgguc ~hf_g Debdgbl_ih g _fm b aZc”bl_
jZkrbj_ggu_ gZkljhcdb

T Scenario\dexgbl_ neZ BELYRNaccess

T User Location: Authentication Server

T Authentication Server: RADIUS/MF

T Reporting Traffic to the Authentication Servérldexqgbl _
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T Radius Accountinghldexqgbl _
T Radius Authorization\dexqgb | _

GZkljhc84 VPN
< jZa”"Network ->SSLVPN \u[_jbl_\Zr rexa
G Ad e Z™Gateway Configuration™:

I $XWKHQWLFDW[LRQ "R Ptpa )] 2

G A d e Z™Role Authorization/User":

<jZa” _ei&wmf Authorized Roles bUser/User Group List *h[Z\v*hf g
ba rzZ]z
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GZ fbIOK.

16.5.3.>hihegbl _

165

evgu_ \hafh ghklb

K FmevibnzZdlhj \u 1Zzd"_ kfh _|_j Zebah\Zlv ke_"mxsb_ kp_gZjb

>\monzZdlhjgZy
>\monzZdlhjgZy
>\monZdlhjgZy
>\monzZdlhjgZy
>\monzZdlhjgZy

Zml_ gl bHimdESdrpClieny 2TP VPN
Zml _glbHie& SecpClienyPSecVPN
Zml gl bHiev&pelyAdraig

Zml _ gl bHiedvEpdnetAdnyin

Zml _glbHleW&SBHAdMRIy
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GZkljhcdZ "\monZdlhjghc Zml MkroTik d ZTg*b b
VPN

16.6. H[sZy bgnhjfZpby

< klZlv_ hibku\zZ_Iky Mk&NikiRADAIS Client *ey ih~"dexqg_gby d
L2TPVPNc "\monZdlhjghc Zml_glbnbdZpb _c

<hafh gu_ kihkh[u Zm|_glbnbdZpbb

T Fhibevgh_ ijbeMultfFhctor

¥ A\hghd
>ey gZkljhcdb \lhjh]lh nZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k |j h MultiFactor RadiusAdapter

16.7. Ko _fz jz[hlu

1. IThevah\Zl_ev ih~rde¥BN \\kybd eh]bg b iMjknaTik;\

2. MikroTik ih ijhlhdRABIUS ih*"dexqZ_lky d dhMditdgragdnRadius
Adapter

3. Dhfihg_gl ijh\_jy_| eh]bg b iZjhevAchwe\Dabctdry besyNatwork
PolicyServerb aZijZrb\Z | \lhjhc nZdlhj Zml_glbnbdZpbb

4. lThevah\zl_ev ih?I\_j"~Z | aZijhk “hklmiz \MikeTik.hg_ b \oh”bl

16.7.1.GZkljhcdZ FmevlibnzZdlhjZz

1. AZc blkb%l_fm mijzZ\e _gby Fmevlbhedlh\jhZak'mebu
khanzZcl_gh\uc j_kmjk Ibiz K'Mikrbtikk. wdjZg

2. AZihegbl_ GZzZalzZgb_ b :~j_k ih \Zr_fm mkfhlj_gbx 1ZjZf_1j
ijb ihrdexqg_gbb \lhjh]l]h nZdlhjZz b Yaud hlI\_qZxl aZ \hafh'g
\Ilhjhc nzdlhj g_ihkj_~klI\_g§ikrdtikl ejio_gi”~"dexqg_gbb
ihevah\Zl_ey [_a gZkljh_ggh]lh \lhjh]lh nzZdlhjzZ "hklmiZz

3. lhke_ kha”rzZgby \zZf [m~ml| ~hklmiglaStdentifiéy bEhhjed
Secret hgb ihlj _[mxlky "ey ihke_"mxsbo rzZ]h\

4. MklZgh\bl_ b g&ljkectorRadiusAdapter

16.7.2.GZkljhcdZ OLNUR7LN
Hidjhcl_ mIM&ibbm(GUI ~ey ZAfbgbkljbjRodterDs.

1. < jZa”™PRP->Interface -> L2TP Server-> Authentication \dexgbl_ ijhlhdhe
ijh\_jdb ih~ebgmapklb
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2. GzZkljhcdZ jhml_jz \ dZqRRDIUSdeb glZ

< jZa™RADIUS "h[Z\vl_\g_rgbc k_j\ _j Zml_glbnbdZpbb

T Enabled: true

1 Service: ppp, ipsec

Tt Address:Z™j_k Z™Zil_jZ

1 Protocol: udp

T Secret: radiusharedsecretbag ZkljhzZztzil _jz
1 Authentication port1812

T Timeout:60000

GZ fbIHD
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3. <jZa”" _RPP->Secret-> PPP Authentication& Accounting \de xqgb]Z e dJse
RadiusbgZ fbIHD

IJBF?Q:GB?

? k eMikroTik b]ghjbjm _| h[jZ SRadibsAdapter ijbgbghc fh™ _| [ulv
ehdZevguc klZImk ihevah\Zl_ey >ey bkijZ\e_gby wlhc ijh[e_fu
ehdZevgh]h ihewlkrdoZik, ehye"Servicé \u[_jbl_ ijhlh@PmRe\f_klh
any.
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16.7.3.GZkljhcdZ :LQ%R]

GZkljh aikroTik "ey \oh”rZ Zz~fbgbkWiZzBénK bkihevah\zZgb _f
A\monZdlhjghc Zml_glbnbdZpbb

T <Winboxi_j _c”blSystemb s _edgbl_imgdtkefs gxy\blky hdgh kh
kibkdhf ihevah\Zl_e c

t GZ fbl_ gZ dghidnmhy\blky hdgh Z\lhjbazZpbb b mq_IZ ijb \oh”_

t MklZgh\bl_UseRADIUS

T+ GZ fbl_ dgAppgliymbHD

T <dexgbl_ logi@z) hd&ADIUS Server
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APl mijZ\e _gby ihevah\zZIl_eyfb

APl "ey mijZ\e _gby ihevah\zZl_eyfb km[MULTEFACTORKIMmiZ \

>HKLMI API

| j_~ bkihevah\Zgb_ APrgghhéim~bfh \dexqblv jZRPby ggh _
ebgghf dZ[bd jZa”_e_  GZAPIjHc dlihevaARHaey bAPI Secret
ij_~hklZ\e_ggu_ \ jZa"_e_

16.8. MijZ\e _gb_ihevah\Zl eyfb
Dhebq_klI\h ihevah\Zl _e ¢ b ebp_gabc

: N _ kittps//apigosmultifactorru/usergcount — f IBET.

Nmgdpby ey aZijhkZ | _dms_c mlbebaZpMihTHACTOQR.bc \ kbkl_ f_

libf_j aZijhkz

GET https//api.gosmultifactor.ru/usergcount

ljibf_j hi\_1Z

total: 500Q

limit: 6000

12

"success”
"message"null

Kibkhd ihevah\Zl e _c¢

: N _ kittps//apigosmultifactorru/users f_ | h GET.

ljibf_j azZijhkz



JHN J: 01
172

>ey ihbkdZ dhgdj_Igh]h ihevah\zZl _ey ih eh]l]bgm bkihevamcl_ iZj.
Identity:

GET https://apigos.multifactor.riusers?identity=user@example.com

>ey \dexg_gby \ hI\_| k_j\ _jZ ghf_jh\ 1 _e _nhgh\ ihevah\zZl e _c i
bkihevamcl_izZjzZf_ \itaPhigriekkzh agZq tge f

GET https://apigos.multifactor.riusers?withPhones=true

libf_j hi\_1Z

"model™: [ kibkhd
ihevah\Zl e ¢

{

"id": "5e3¢1058c3a23e55b0579ded", /lidihevah\zZIl_ ey \

MULTIFACTOR

"identity": "user@example.com eh]bg ihevah\Zl_ ey
\\Zr_&bkl_f_

"name": null, "email": null, "isEnrolled": true,

\Ihjhc nZdlhj
gZkljh_g
“createdAt": "202002-06T13:10:48.139Z"
"lastLogin": "202106-01T15:42:46.7862"
"isLocked": false, "groups'f:

]jmiiu \ dhlhjuo

khklhbhevah\Zl_ev

"AllUsers",
"Super Admin Web"
], "authenticators"f

gZkljh ggu_ kihkhJu
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Zml_glbnbdZpbhb
"Telegram"

1,

1,

"success": true,
"message™: null

16.8.1.J ]bkljZzpby ihevah\Zl ey

: N _ kittps//apigosmultifactorru/users _ f_ [ROST.

lhevah\Zl _eb j_]bkljbjmxIky Z\IhfZlbg_kdb ijb i_j\hf ihk_s _gbb k
Ahkimiz gh 1Zd _ ij_~mkfhlj_g \ZjbZglIAPL]bkljZpbb q_j_a

libf_j aZijhkz

{

"ldentity": " user@example.com”,

% % &
"Email": " user@example.com", /[ e-mail, ' "3 & O0!"
"Phone": null, uué& ("'y "3 & 0!

"Name": "User Name", uu 3y !'*"3 & O0!"

"EnrollmentLink": %%/ ' 31 %&$"

"3 & 0!
{
"To": "email", uu! #"+&|"
"Ttl": 90 uu%" %3$"
)i

"Groups: {
"Add": ["Groupl namé, "Grou@ namé] ~h[Z\blv ihevah\Zl_ey \ ]jmiiu

libf_j hI\_1Z ihevah\Zl_ev azZj_]bkljbjh\Zg

"id": "5e3c1058c3a23e55b0579ded", “identityiser@example.com”name": "User Name",

"email": "user@example.com”isEnrolled": false,
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"createdAt": "202603-05T11:55:43.8001916Z", "lastLogin": null, "isLocked": false

"success true, "messageé null }

16.8.2.Baf_g_gb_ ~Zgguo ihevah\Zl ey

: N _ kttps//api.gosmultifactorru/userg{id} — f_ IRUT.

1ZjZf _ig 2 b~ _glbnbdZlhj ihevah\Zl ey
Bkihevam_|ky “ey baf_g _gbb “Zgguo [ehdbjh\db b jZa[ehdbjh\d]

libf_j aZijhkz

{ DELETE https//api.gosmultifactor.ru/user$1234567890
Identity": "user@example.com _kebgm g baf _gblv eh]

Name": "User Name", _kebgm g baf_gblv bfy

Email": "user@example.com _kebgm g baf_gblv Z7j
_kebgm g azZ[ehdbjh\Z]

IsLocked": true, Groupsf

"Add": ["Groupl namé, "Grou@ namé], _keb gm ' gh ~h[Z\blv ihevah\ZI|_e
"Remové: ["Grou®B namé, "Groupiname], _keb gm gh bkdexqgblv ihevah\
g_h[yazl _evgh

libf_jhI\_1Z

"model": {
"id": "5e3c1058c3a23e55b0579ded", "identityiser@example.com'name": "User Name",

"email": "user@example.com"isEnrolled": false,

"createdAt": "202603-05T11:55:43.8001916Z", "lastLogin": null, "isLocked": true
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12

"success": true, "message": npll

16.8.3.M*"Ze _dhevah\ZIl_ey

: N kttps//api.gosmultifactorru/userg{id}  f |IDELETE.
T1Zjzf_ig 2 b~ _glbnbdZlhj ihevah\ZIl_ey
ljbf_j aZijhkZ

libf_j hiI\_1Z

"success": true,

"message": null

16.8.4.KkuedZ ~ey gZkljhcdb \lhjh]lh nzdlhjz

: N _ kttps//api.gosmultifactorru/usergid}/ enroll ~ f [ROST.

T1Zjzf_ig 2 b~_glbnbdZlhj ihevah\ZIl_ey

Nmgdpby ~ey ] _g_jZpbb emailihz\dhyzl ey kkuedb ~ey gZkljhcdb
\lhjhlh nzdlhjZ ?keb g_ md&nadlkkiZgdZ [n~ | k] _g_jbjh\ZgZ [_a
hlijz\db ibkvfZ ihevah\Zl_ex b \ha\jZs_gZ \ hI\_I_ k_j\_jzZ

libf_j aZijhkz

"Email": "use@examplecom’, >hipbhgZevgh@ zZ”~j_k dm~Z hlijZ\blv ibkv

"Tt": 90 kjihd ~_ckl\by kkuedb fogml

libf_jhiI\_1Z
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"success": true,

"message": null

16.85.MijZ\e _gb_ Zml _glbnbdZlhjzfb

Ih"dexq_ggu_ kihkh[u Zml_glbnbdZpbb

: N kttps//api.gosmultifactorru/userg id}/ authenticators  f _|GET.

1Zjzf_lju

tid2 b~ _glbnbdZlhj ihevah\Zl_ey Ijbf_j hi\_1Z

"Telegram™;[ {

"id": "627d3d4f410ae00ede026358", "name": "User Name"

1,
"TotpToken":[ {

"id": "627e7ffec027bb87054ea6e3", "name’Y g~ . Dle X'q

"id": "627e8041c027bb87054ea6e4", "name": "Microsoft"

I
"HotpToken":[ {

"id": "62829fb2e0270cb2ea95208c", "name": "YubiKE334567"
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"success": true, "message": null

16.8.6.1 j_bf_gh\Zgb_ Zml_glbnbdZlhjz

A I 4
https://apigos.multifactor.riusers/{id}/authenticators/{type}/{authenticatorjd| f _|h "
PUT.

1Zjzf_lju

tid2 b~ _glbnbdZlhj ihevah\Zl_ey
libf_j aZijhkz

GET https://apgos.multifactor.riusers/1234567890/authenticators

type?2 kihkh[ Zml_glbnbdZpbb

authenticatorid> b glbnbdZlhj Zm| glRHumbdZIhjZ

1ZjZf _lju \ | _e_ aZijhkz

{
Name": Kbgbc jmlhd_g

}

ljibf_j hi\_1Z

{

success": true, message": null

}

MAZe gb_ Zml_glbnbdZlhjz

Nk

https://apigos.multifactor.riusers/{id}/authenticators/{type}/{authenticatorid| f _| hDELETE.
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1Zjzf _lju

tid2 bN _glbnbdzZlhj ihevah\ZIl_ey
ftype?2 kihkh[ ZmIl_glbnbdZpbb
T authenticatorid® b~ _glbnbdzZlhj Zml_glbnbdzZlhjZz

libf_j azZijhkz

DELETE

https://apigos.multifactor.riusers/1234567890/authenticators/telegram/2345678

libf_jhI\_1Z

"success": true

"message”: nulf Fh gHzZd \ua\ZMZggmxm gdppxan d Z a Agthgnticatorid< [Zdhf
kemgZ_ [m ml m~Ze_gu \k_ gZkljh_ggu_ Zml_glbnbdZlhju mdzZaz

libf_j aZijhkz

DELETE
https//api.gosmultifactor.ru/user$l23456789@uthenticatorselegram

libf_jhi\_1Z

success": true, message": null

16.8.7.J_]bkljZpby 273 Ihd_gZ

: N _ kttps//api.gosmultifactorru/user#{ id}/ authenticato§typet  f _Ih~
POST.

1Zjzf _lju
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tid2 bN _glbnbdzZlhj ihevah\ZIl_ey
ftype? Ibi lhd_gZz

Htotptoken? TOTP Ihd _g

Hhotptoken2 HOTP I|hd g

IhAr_j°b\Z fu_ Zelhjblfu owrbjh\Zgby

$TOTP-Ihd_$HA1 pbnj
$HOTP-lhd_$HA-1, SHA-256,SHA-512  pbnj

libf_j azZijhkz

POSThttps//api.gosmultifactor.ru/usergl23456789Guthenticatoriotptoken

1Zjzf _lju \ | _e_ aZijhkz

A ijbf_j j_]bklRatokenOTP

"Name': "RutokenHOTP", ijhbalhevgh _
gZa\Zgb _

"Key": "673c751468e8f0970c6a4321aa/667R68804"  d e x dpek

dh~bjh\d_ °

ijbf_j j_]bklyzZigikey OTP
"Name": "YubiKey1234567", ijhbalhevgh_

gZa\Zgb _
"Key": "9b617117c2a4862f47cafdfb2e4032ac", d e x dpex

dh”rbjh\d _

"Privateld"; "2fc5120aca42" /luid \ hex
dh”rbjh\d _
}

libf_jhI\_1Z

"success": true,

"message": null
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16.88.1 j f s gb_ 273 |lhd_gZ

: M) _ kttps//apigosmultifactorru/userd{ id}/ authenticator$ type}/{ tokenid
_ f_I1RUT.

1Zjzf _lju

fid2 bM _glbnbdzZlhj ihevah\ZIl_ey
Ttype?2 Ibi Ihd_gZz

o totptoken?2 TOTP Ihd_g

o0 hotptokenz HOTP Ihd _g
ftokenid2 b~_glbnbdZzZlhj Ihd_gZz

Nmgdpby “ey i_j @TRIlgdbygZ f ""m ihevah\zZl_eyfb 1ljb i_j f s _gb
lhd_g hldj_iey_Ilky hl klZjh]lh ihevah\Zl_ey b ijbdj_iey_Iky \ dZq_
Zml_glbnbdZpbb d p_e_\hfm ihevah\Zl_ex

libf_j azijhkz

PUT

https//api.gosmultifactor.ru/user$l23456789&uthenticatorhotptoker234567
1Zjzf lju \ | _e_azZijhkz

{
"uset: "1234567890", br glbnbdZlhj p_e_\h]h ihevah\Zl ey

"naméeé: ; _euc jmlhd_g >hipbhgZevgh@ gh\h_ gZa\Zgb _

Zml_glbnbdZlhjz °

libf_j hiI\_1Z

"success true,

"messageé null

16.8.9.Dhibjh\Zgb_ 273 Ihd_gZ

: N kttps//api.gosmultifactorru/userd id}/ authenticato$ typel/{ tokenid ~ f Ih~"
PATCH.
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1Zjzf _lju

tid2 b~r_glbnbdZlhj ihevah\ZIl_ey
Ttype?2 Ibi Ihd_gZz

X totptoken2 TOTP lhd _g

x hotptoken2 HOTP Ihd_g
ftokenid2 b”_glbnbdZlhj Ihd_gZ

Nmgdpby ey dhiOfR\AgbyZ bkoh”gh]h ihevah\zZl _ey h~ghfm beb
g_kdhevdbf p_e_\uf ihevah\zZIl_eyf 1jb dhibjh\Zgbb Ihd_g g_ hld]j
bkoh”gh]h ihevah\Zl_ey

libf_j azijhkz

PATCH

https//api.gosmultifactor.ru/user$l23456789&uthenticatorhotptoken234567

1Zjzf lju \ | _e_ azZijhkz

{

"users: [

"1234567890", br_glbnbdzZlhj p_e_\h]lh ihevah\Zl|_ey
"1234567890" ~glbnbdZIlhj p_e \hlhyihevah\zZ| e
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GZkljhcdZ "\monZdlhjghc Zml Agsible AWX pb [

< klZlv_ hibku\Z_lky AnZildeéAWod Zey aZsblu ihevah\Zl_evkdh]h \oh?”
kbkl _fm “\monZdlhjghc Zml_glbnbdZpb_c

<hafh gu_ kihkh[u Zml_glbnbdZpbb

tFh[bevgh_ ijbe Multdhctor

tA\hghd gm 'gh ijbgylv \uah\ b gz Zlv

>ey gZkljhcdb \lhjh]lh nzZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Zkljh iMuttiFactorLDAP Adapter

Ko fZ jZ[hlu

1. lhevah\Zl _ev ih"deRAgshleYXd\\h~bl eh]bg b iZjhev gZ kljZgbp_
\oh"Z

2. LDAP deb AnisibleAWX ih ijhihdhbAP ih"dexqZ |Iky d dhfihg_glm
MultiFactorLDAP Adapter

3. Dhfihg_gl ijh\_jy_| eh]bg b iZjhevAchw\Dirbéctdry besyb \
OpenLDAPb aZzZijZrb\Z | \lhjhc nZdlhj Zml_glbnbdZpbb

4. lhevah\zl_ev ihM\_j°~Z | aZijhk "hklmizZ \u[jZgguf kihkh[hf
Zml_glbnbdZpbb

169. | _j "~ gZqgZehf jZ[hlu

M[_~bl_kv qlh gZAksiileAWXkhldjulu ilBEOTCP(LDAP) b636TCP
(LDAPS) ey hlijz\db aZijhkh\ dMdltiFactogllBAP Adapter

16.9.1.GZkljhcdZ FmevlibnzZdlhjZz

1. AZc"blkb%l_fm mijZ\e _gby Fmevibh&gdlhjhEZar e J_kmjku b
kharzZcl_ pDARijbeh” gb

2. lhke_ kha~Zgby \Zf [m~ml ~“hklmidAStdentiiiér 265h&ed
Secret hgb ihlj_[mxlky ~“ey ihke_"mxsbo rzZ]h\

3. AZ]jmabl_ b mkuditHattotLDAP AdaptetAZc”~bl_\ iZg_ev mijZ\e_gby

AnsibleAWX k ijzZz\Zfb z~fbgbkljZlhjZz
<jZa” _Settings> Authentication > LDAP settings g Z " f b IEdit.

TLDAP Server URL:Z"j _Ikihjldhfihg_ §ultiFactor LDAP Adapter\ nhjfzZ1 _
Idap-url
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T LDAP Bind PasswordiZjhev k_j\bkgh]h ihevah\Zl ey
T LDAP Group Type:<u|[ _jbTActiveDirectoryGroupType"” e sctive Directory

TLDAPBINdDN: mqzlgZy aZibkv k_j\bkgh]h ihevah\Zl_ey gZijbf_]j
CN=bindusejDC=domainDC=com)

T LDAP User Search

LDAP-aZijhk ~ey ihbkdZ ihevah\ZIl e c

[
"CN=Users,DC=domain,DC=local",

"SCOPE_SUBTREE",

"(sAMAccountName=%(user)s)"

]

1 LDAP Group Search

LDAP-aZijhk ~ey ihbkdZ ]jmii

[
"DC=domain,DC=local",
"SCOPE_SUBTREE",
"(objectClass=group)"

]

1 LDAP User Attribute Map

KhihklZ\e_gb_ ko fu iheDARKZEIegb[anlZfb ihevahnsble e c
AWX

"first_name": "givenName", "last_name": "sn", "email": "email"

1 LDAP Organization Map

GZkljhcdz zZ\IhfZlbg_kdh]h kha”ZldaP OrgpdigdiiatZlp b b
j_1bkljZpb _c ihevah\ZIl_e "teamndemipetkil\b i _j\hf ih"dexq_gbb
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"LDAP Organization"{ "remove_users": false, "users": true, "remove_admins": false

}

G Z fblSave
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GZkljhcdZ "\monZdlhjghc Zml_gBinxt2dZpbb k

< klZlv_ hibku\Z_Iky d¢Bikiy2acdedy aZsblu ihevah\zZl_evkdh]h \oh”*Z
kbkl _fm “\monZdlhjghc Zml_glbnbdZpb_c

<hafh gu_ kihkh[u Zm|_glbnbdZpbb

tFh[bevgh_ ijbe Multdhctor
tA\hghd gm 'gh ijbgylv \uah\ b gz Zlv

>ey gZkljhcdb \lhjh]lh nzZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Zkljh iMultiFactorLDAP Adapter

16.10. Ko _fZ jZ[hlu

1. lhevah\Zl _ev ih*"deBiyg24Kyhdbl eh]bg b iZjhev gZ kljZgbp_ \o

2. AD/LDAP deb _Rjtrix24 ih ijhihdhBAP ih"dexgqZ_lky d dhfihg_glm
MultiFactorLDAP Adapter

3. Dhfihg_gl ijh\_jy_ | eh]bg b izZjhevAchwe\Dibctdry besyb \
OpenLDAPb aZzZijZrb\Z_1 \lhjhc nZdlhj Zml_glbnbdZpbhb

4. lThevah\zl_ev ih?I\_j"~Z | aZijhk “"hklmizZ \u[jZgguf kihkh[hf
Zml_glbnbdZpbb

16.11. | _j_~ gZqZehf jZ[hlu

1. M[_"bl_kv qlh gZzZBkrix24 hldkulu iBB9TCP(LDAP) b636TCP
(LDAPS) “ey hlijz\db aZzZijhkh\MuHiFactgALOAP Adapter
2. <Bitrix24 mklZgh\e g fAD/DARP";

16.11.1. GZkljhcdZ FmevibnzdlhjZz

1. AZc"blkb%l_fm mijZ\e _gby FmevlIbh&gdlhjhEZar e J _kmjku b
kharzZcl_ pDARijbeh” gb

2. lhke_ kha~rzgby \zZf [m~ml| ~hklImi§laStdentifigry 26h&jed
Secret hgb ihlj_[mxlky ~“ey ihke_"mxsbo rzZ]h\

3. AZ]jmabl_ b mkMdtHattotLDAP AdaptertAZc”~bl_\ iZg_ev mijZ\e_gby
Bitrix 24.

Kha”Z@bB/LDAP bgl ]jZpbhb

< jZa" GeZkljhcedAD/LDAP gZ fbl>h[Z\b.lv
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<h \dez~d_ K_j\_j

t:dlb\_g \dexgbl_neZ hd
t G Za\Zgbap Adapter
TK_j\_jihjl zZ~j_k b ihjl dMdlifrgctogllBAP Adapter\ nhjfZldap

url
fLbi ih"dexq_gby \isBLjBley ihjlz beb ;_arbnjh\Zgby "ey il
389
ftEh]lbg ihevah\zZl_ey k ijz\Zfb "hkimiZ gZ ql_gb_d ~_j_\m mqg
k_j\bkgh]lh ihevah\zZl_ey gZijbf_j

CN=binduser,DC=domain,DC=com)
fl1Zjhev iZjhev k_j\bkgh]h ihevah\ZIl_ey
T Dhj_d'v j_\l@ase DN): DC=domain,DC=com
Tt K _ I \hc I1ZcfZml

h IH>KD:AD:

K_j\bkguc ihevah\Zl _ev "he g [ulv "h[Z\e_g \ kibkhd k_j\bkgu
aZibk_c \ gZkMutFd&ZarLDAP Adapter*ey bkdexq _gby aZijhkZ m g _]h
\Ilhjhlh nzZdlhjz

<h \dez~d_ GZkljhcdb ihe _c

1. <u[_jbl_ ko_fm RDjb ejtDAP;
2. < k_dpbb KhhI\_Ikl\b_ ihe_c ihevah\DARSyaB~ZGb[mZi&bpm
khhi\_Ikl\by LBAP & j\ jZ ihevah\Z|_evkiix24heyf
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<:@GH
?keb \ \ZADADAP dZlZeh]_ ihevah\zZl_eyf g_ ijallemal Zhjb[mI
khhi\_Ikl\b_eimagdg h[oh”~"bfh m~Zeblv

<h \dez~d_ KbgojhgbazZpby \dexqgbl_nezZ hd Kha”zZ\Zlv g_kms_
ihevah\Zl e ¢

GZ fblKhojzZgblv

GZkljhcdb fhADVEDAP

16.11.2. GZkljhcdZ FmevibnzdlhjZz

< jZa” GeZkljhcd B Zkljhcdb ijh~m@EXIjhcdb fh A WmeuiZ”Zxs _f
kibkd_ k\_jom \AD/LDAP bgl _]jZpby

GZ \dez~d_ GZkljhcdb

t E-mail "ey ihevah\Zl_e_c¢c m dhlhjwontag@domaimdaia Z g

T K_j\_j *"hf_gZ ih mfheapAdapter

fKhanz\Zlv gh\uo ihevah\Zl_e_c ijb i_j\hc mki_rghc Z\lhjbaZpk

fljh\_jylv Z\lhjbaZpbx gZ \k_ldapkkjmijgwo keb \ eh]bg_ g_ mdz
ij_nbdk \dexgbl_

fKhanrz\Zlv ihevah\Zl_ey _keb ihevah\Zl_ev k I|Zdbf eh]bghf m
\udexqgbl_

GZ fblKhojZgblv
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17. GZkljhcdZ "\monZdlhjghc Zml _glbnbdZpbb Fl
[u\r ZHELQDU UX

17.1. H[sZy bgnhjfZpby
< klZlv_ hibku\Z_Ilky gZkljhcdZSingi&ignjdn\o k*¥\bk FLK Ebgd
[u\rwebinatru) k fgh]l]hnZdlhjghc Zml_gholfactat.pb_c

172. GZkljhcdZ FmevibnzZdlhjZz

FLK Ebgd ih” ™ _j"b\Z_I n_~_jZlb\gmx Zml_glbn8AMlpbx ih ijhlhdhe
bkihevah\Zgb f FmevlibnzZdlhjZz \ dZq_kI\_ihklZ\sbdZ mqgzlguo a:
ihal\hey | p_gljZzebah\Zggh mijZ\eylv "hkimihf b h[_ki_gb\zZ_| azZ
g_kZgdpbhgbjh\Zggh]h “hkImiz d kbkl_f_ aZ kqzl fgh]l]hnZdlhjghc

Ihkdhevdm FmevlibnzZdlhj g_ aZijZrb\Z | b g_ ojzZgbl iZjheb \Zrbc
i_j\uf nzdlhjhf Zml|l_glbnbdZpbb eh]bg b iZjhev fh]lml \ukimiZzZlv
ithklZ\sbdb mqgzlguo aZibk_c

| Active Directory

| Yandex

| Google
| EhdZevgu__ihevah\Zl _eb Fmevidmal}dihj lhevdh

| >jm]b_\g_®4ML ihklZ\sbdb mqgzlguo aZibk_c

173. Ko _fzZ jZ[hlu

1. FLK Ebgd mklZgz\eb\Z | “h\_jb_ k FmevibnzZdlhjhf ihemqZy
kK_jlbnbdzl b Zz~j_k _"™WYdiqBigh®my, Z

2.1jb aZijhk_ gZ Zml_glbnbdzZpbx FLK Ebgd i_j Z*j_km_I| iheva
kljZgbpm FmevlbnzZdlhjZz

3. Fmevibnzdlhj hlijZ\ey | ihevah\Zl _ey gZ kljZgbpm ihklZ\sbdZ
(Active Directory, Google Yg”~ _dk \g SAMicihklZ\sbd

4. Ihke _ ih™\_j"~ _gby i _j\h]h nzZdlhjz FmevibnzZdlhj a.
AMmonZdlhjgmx Zml_glbnbdZpbx b \ha\jZsZ | ih~ibkZgguc aZi

1. FLK Ebgd ij_"hklzZ\ey | ihevah\zZl_ex "hklmi d azZijZrb\Z_fhfm
\kbkl_fm mijZ\e_gby Fmevi\bpZa\hehimjkharZcl_ghXet
>SAML ijbeh” _gb_
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t GZa\Zgb_ ijhba\hevgh_
t :"j _k >hipbhgZevgh@ Z”j_k FLK Ebgd
T IhklZ\sbd mqg_Ilguo aZibk_c
Active Directory 2 “"eynq_lgadibk”ltf_ g\Ztive Directory;
Google2 ~ey bkihevah\Zgby mqg_Ggagte aZibk c
Yandex 2 “ey bkihevah\Zgby mqg_Iguo aZibk_c¢ Yg~ _dkZ
Lhevadmail 2 "ey bkihevah\Zgby ehdZevguo mq_lguo aZibk ¢
FmevibnzZdlhjZ eimalvldha iZjhey
>jm]h "ey bkihevah\Zgby mqg_lguo aZibk_c ij_~gZkljh_ggu
ithklZ\sbdh\ \ jZ&ZkEhceéb hklZ\sbdb mqg_Ilguo ;aZibk_c
T :Nj_k ihjlzez _keb \u[jZg ihklZ\sbd ActvelRjrector,Zlitbk _c
mdZ bl_ zZz~j_k \g_rgbc beb \gmlj_ggbc ij_"\Zjbl_evgh gzZkljh
kZzfhh[kem b\Zgby FmevibnzZdlhj

2. KhojZgbl_ gZkljhcdb

3. KhojzZgbl_beb hldjhcl_ih kkue&# |ZZ2Zgdw iRenyevibnzdlhjz
hg ihgZ~h[blky ey "Zevg _cr_c gZkljhcdb FLK Ebgd

4. lhe lhklZ\sbd mkemZ hklz\vl_ imkluf fu \_jg fky d g_fm iha _
gZkljhcdb FLK Ebgd

17.3.1.GZkljhcdZ FLK Ebgd
GZkljhSA®ML dhgnb]mjZpbb

1. AZc”bl_ \ jZjidehé gbyGZkljhc8%0
2. < jza”<ea[hj ijhihdheZ b gZkljhcdb ijh\Zc~_jZ b~ _glbnbdZpbb

T Ijhlhdh®AML;

T <u[h$S0Oijh\Zc”:Aaive Directory;

T BA_glbnbdA&[h]d(ldentity Provider (idP) Entity ID):
KkuedZ gZ f_1Z"Zggu_ Fmevibnzdlhjz MMk hakdglgh\h jZg_
iZg_eb mijzZ\e _gby FmevibnZdlhj
Ijbf | agZq httisy/idp.gosmultifactorru/rs <identifier>;

TURL Kbkl _fu _"bgh]liSigo-m’pageURL):
KkuedzZ gZ f_1Z"Zggu_ Fmevibnzdlhjz MKk hakdgkgh\h jZg_ _
iZg_eb mijzZz\e_gby FmeANddniZdlhj
Ijbf_ | agZq httisy/idp.gosmultifactorru/rs <identifier>/login/;

TURL Kbkl_fu _"~bgh]h (Sigodut@ageURL):
KkuedZ gzZ f _1Z*"Zggu_ FmevibnZdlhjZ $#Mkha”~Zggh]lh jZg__
j_kmjkz \ iZzg_eb mijZ\e_gby Hogaw.lbnzdlhj
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Ijbf_j agZq httsy/idp.gosmultifactorru/rs <identifier>/logout’;

K _jlbnb ddentity providercertificatg:

&dhibjmcl_ agZqg_gb_ <xgawckjthicdtes |¥va nZceZ f_1Z~"Zgguo
Fmevlibnzdlhjz 1hf_klbl_ _1h $f--2m--}w}Zfh----m---- BEGIN
CERTIFICATE b END CERTIFICATE-------- ;

ljbf_j 3(0k _jlbnbdzlz

BEGIN CERTIFICATE
AZdh”bjh\Zgguc \Bab$fAl_jlbnbdZI!

END CERTIFICATE

GZ fbl>Ze; _
KhojZgbl_ kBdedlbbbnbdzZlhj h[EnttydD) bURLACS b gZ fbl_
>Ze; _

5. Kha”ZXML nZcsp metadataxml:

<?xml version="1.0"?>

<md: xminsmad=" laémtityD="
<md: AuthnRequestsSigned

WantAssertionsSigned

protocolSupportEnumeratiefi to
<md: rurn;oasis:names:tc:SAML:1.1:nameid

format:unspecified/md:

Binding="

Location="
</md:

1"

ENTITY URL-agZq_8B_glbnbdZlhj h[EnttyadD);
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ASSERTION_CONSUMER_SERVICE_URL - agZ q_RL ACS.

KhojzZgbl_ gspdmetadataxml b aZ]jmabl_ _Jhhklihebd mReidp_eb
mijZ\e _gby Fmevibnzdlhjz \ gZkljhcdZBAMkhjakdgghl]h jZg__

6. < jZa"MdZ bl_ ~hf_g we_dljhgghud_ijbbdlurhf_g ey ZkkhpbZphbt
ihklZ\sbdhf mqgzlguo azZibk_c ?keb m \Zk g_ ih”I\_j "~ _gh gl
g_h[oh”bfh "h[Z\blv b \_jbnbpbjh\Zlv g_h[oh”bfuc ~hf_g

7. Bkihevah\Z3@"*ey \oh”~Z \ ebqguc déxygbl _
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GZkljhcdZ "\monZdlhjghc Zml Pgsdwolkd Zpbb

< klZlv_ hibku\zZ_Iky RaZkigrk'calyZ aZsblu ihevah\Zl_evkdh]h \oh”~Z \
kbkl _fm “\monZdlhjghc Zml_glbnbdZpb_c

<hafh gu_ kihkh[u Zm|_glbnbdZpbb

tFh[bevgh _ ijbeMultdhctor
tA\hghd gm'gh ijbgylv \uah\ b gZ Zlv

>ey gZkljhcdb \lhjh]h nZdlhjzZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k |j h MultiFactorLDAP Adapter

174, Ko _fz jzZ[hlu

1. lhevah\zZl_ev ih~"deRasBdwdky\d~bl eh]bg b iZjhev gZ kljZgbp_ \«c

2. LDAP deb Rgssworkih ijhlihdhbAP ihr"dexgZ |ky d dhfihg_glm
MultiFactorLDAP Adaptet

3. Dhfihg_gl ijh\_jy_ | eh]bg b izZjhevAchwe\Didctdry besyb \
OpenLDAPb aZzZijZrb\Z_1 \lhjhc nZdlhj Zml_glbnbdZpbhb

4. lThevah\zl_ev ih?I\_j"~Z | aZijhk “"hklmizZ \u[jZgguf kihkh[hf
Zml_glbnbdZpbb

175. 1 _j_~ gzZqZehf jZ[hlu

M[_~bl_kv qlh gZPrssiorkhl&julu irBB9TCP(LDAP) b636TCP
(LDAPS) ~ey hlijz\db aZijhkh\MuHiFRctgALGAP Adapter

1751.GZkljhcdZ FmevibnZdlhjz

1. AZc*blkb%l_fm mijZz\e_gby Fmevibh&ZdlhjhZar e J_kmjku b
kha~Zcl_ bpbARijbeh” gb _

2. lhke_ kha”rzZgby \zZf [m~ml| "hklmid§laStdehtifig] HEhayed
Secret hgb ihlj_[mxlky ~“ey ihke_"mxsbo rzZ]h\

3. AZ]jmabl_ b mkKJdtHattotLDAP Adapter

17.5.2.GZkljhcdZ 3DVVZRUN
AZc bl \ izZg_ev nAgswerkegdpAP gZkljhceb>h[Z\blv k :j\_j

t <\_~bl_gZalZgb_ k_j\ jZ
t MdZ bl_ hkgh\ghc ohkl
Tt MdZ bl_ Ibi Z\lhjbaZpbb
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18. GZkljhcdZ "\monzZdlihjghc Zml_glbnbdZpbb 5%t

< klZlv_ hibku\Z_IkyRedrkihgtedZazZsblu ihevah\zZl_evkdh]h \oh”~Z \
kbkl _fm “\monZdlhjghc Zml_glbnbdZpb_c

<hafh gu_ kihkh[u Zm|_glbnbdZpbb

tFh[bevgh_ ijbe Multdhctor

tA\hghd gm gh ijbgylv \uah\ b gZ Zlv

>ey gZkljhcdb \lhjh]lh nzZdlhjZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Zkljh iMultiFactorLDAP Adapter

18.1. Ko fZ jZ[hlu

1. lhevah\zZl_ev ih~"deRegdninkWh"bl eh]l]bg b iZjhev gZ kljZzgbp_ \o

2. LDAP deb Rddmineih ijhihdhbAP ih"dexqZ _ |ky d dhfihg_glm
MultiFactorLDAP Adapter

3. Dhfihg_gl ijh\_jy_ | eh]bg b izZjhevAchwe\Dirbctdry besyb \
OpenLDAPb aZzZijZrb\Z_1 \lhjhc nZdlhj Zml_glbnbdZpbhb

4. lThevah\zl_ev ih?I\_j"~Z | aZijhk “hklmizZ \u[jZgguf kihkh[hf
Zml_glbnbdZpbb

18.2. | j_~gZqgZehf jZ[hlu

M[_“bl_kv qlh gZRedminehldjulu itBBOTCP(LDAP) b636 TCP(LDAPS)
ney hlijz\db azZijhkh\MuEiFRCGALOAP Adapter

18.21.GZkljhcdZ FmevlibnzZdlhjZz

1. AZc*blkb%l_fm mijZ\e _gby FmevlIbh&gdlhjhEZar e J_kmjku b
kha~Zcl_ bpDAmR ijbeh” gb _

2. lhke_ kha”rzZgby \zZf [m~ml| ~"hklmid§laStdehtifig] HEhayed

Secret hgb ihlj_[mxlky ~“ey ihke_"mxsbo rzZ]h\
3. AZ]jmabl_ b mkJdtHattotLDAP Adapter

1822.GZkljhcdZ 5SHGPLQH

AZc”bl_\ iZg_ev nRedniee gby
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GZkljh¢BEP k_j\_jZ

<jZa”™_Aaministration > LDAP Authentication g Z " fb INew authentication mode

1 Name: MF

T Host: Z”j_&khfihg_ YlkiFactor LDAP Adapter

tPort ihjl kh]leZkgh gZkljhcdZf MuitiFacerLPAP Adapter <u[_jbl _
ko fbDAPS' *"ey ihjlZz "HARP" ey ihjlZz

fAccount mgzlgZy aZibkv k_j\bkgh]h ihevah\zZl_ey gZijbf_j
CN=bindusejDC=domainDC=com)

¥ PasswordiiZjhev k_j\bkgh]h ihevah\Zl_ey

1 Base DN: DC=domain,DC=com

T Timeout (in secondsB0

T Onrthefly user creationiihklZ\vheZ hd

< k_dphtbibutes' az~Zcl_ IZ[ebpm khhI\_LRAPbl_jhejZc
thevah\zZl_evkdRedmmg f

tLogin attribute *e gD mklZgh\bl_ ag&ZMAcgduntName " e PpenLDAP £
uid

IH>KD:AD:

K_j\bkguc ihevah\Zl _ev "he g [ulv "h[Z\e_g \ kibkhd k_j\bkgu
aZibk_c \ gZkMutid-dearLDAP Adapter*ey bkdexq_gby aZijhkZ m g_1]h
\Ilhjhlh nZdlhjz

G Z fb[Create.
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19. GZkljhcdZ "\monzZdlihjghc Zml_glbnbdZpbb =L

< klZlv_ hibku\zZ_Iky Zglhd fMreggd@Zsblu ihevah\zZl_evkdh]h \oh”Z \ |
A\monZdlhjghc Zml_glbnbdZpb _c

<hafh gu_ kihkh[u Zm|_glbnbdZpbb

tFh[bevgh_ ijbeMultfhctor
tA\hghd gm' gh ijbgylv \uah\ b gz Zlv

>ey gZkljhcdb \lhjh]h nZdlhjzZz Zml_glbnbdZpbb \Zf ihlj_[m_Ilky m
g Z k1 h MultiFactorLDAP Adapter

19.1. Ko fZ jZ[hlu

1. Thevah\Zl_ev ih~deXapbix|W\\hdbl eh]bg b iZjhev gZ kljZgbp_ \oh
2. LDAP deb _Zpbbixih ijhlhdhBAP ih*"dexqZ_Ilky d dhMuditdragdm
LDAP Adapter
3. Dhfihg_gl ijh\_jy_| eh]bg b iZjhevAchw\Daéctdry besyb \
OpenLDAPb aZzZijZrb\Z_1 \lhjhc nZdlhj Zml_glbnbdZpbhb
4. lhevah\zZl_ev ihM\_j"~Z_ | aZijhk "hklmizZ \u[jZgguf kihkh[hf
Zml_glbnbdZpbb

19.2. | j_~gZqgZehf jZ[hlu

M[_~bl_kv qlh gZzz&bbix hjdijkilu itB89TCP(LDAP) b636 TCP (LDAPS)
Aey hlijz\db aZijhkh\MuEiFectgALOAP Adapter

19.2.1.GZkljhcdZ FmevlibnzZdlhjZz

1. AZc*blkb%l_fm mijZ\e _gby FmevlIbh&gdlhjhEZar e J_kmjku b
kharzZcl_ pDAPijbeh” gb

2. lhke_ kha”rzZgby \zZf [m~ml| "hklmid§laStdehtifig] HEhayed

Secret hgb ihlj_[mxlky ~“ey ihke_"mxsbo rzZ]h\
3. AZ]jmabl_ b mkudtHattotLDAP Adapter

19.22.GZkljhcdZ =DEEL]

AZc”bl_\ iZg_ev ndglbbe gby
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| j_c”bN\ jZa” Administration > Authentication.
G Z \de ZIUOAP Settings":

T Enable LDAP authenticatiorkdexgbl_ neZ hd

¥ LDAP host: Z~j_&hfihg_ ylukiFactor LDAP Adapter

fPort ihjl khlezZzkgh gZkljhcdZf MuitiFdcopr LPAP Adapter H[uqggh
bkihevam _ Iky NeDAK O fu "EDAPS

1 Base DN: DC=domain,DC=com

T Search attributem d Z * BAMAccountName” e ictive Directoryb e tid *eybih\h]h
LDAP-dZlZeh]Z

¥BindDN: mqzlgZy aZibkv k_j\bkgh]h ihevah\Zl_ey gZijbf_j
CN=binduse/DC=domainDC=com)

T Casesensitivdlogin: \dexqgbl_ _keb eh]bg gm\kl\bl_e_g d j_]bkljm

T Bind passwordiiZjhev k_j\bkgh]h ihevah\Zl_ey

T Login:eh]lbg ihevah\zZIl_ey "ey |_klZ

¥ UserpasswordiZjhev ihevah\Zl_ey “ey | _klZ

GZ fbiest glh[u ijhl_klbjh\Zlv dhgnb]JmjZpbx Ihevah\Zl_ex mdZa
iheLogin, ijb~_1 aZijhk gZ ihM\_j " ~_gb_ ~“hkimizZz \ khhI\_lkl\bb k gZ
_Jh ijhnbe_ f_2WAhf

?keb |_kl ijhr_e mki_rgh khojZgbl_ dhgnb]mjZpbx b i_j_c”bl_ g:
"Authenticatiori.

h IH>KD:AD:

K_j\bkguc ihevah\Zl _ev "he g [ulv "h[Z\e_g \ kibkhd k_j\bkgu
aZibk_c \ gZkMutFd&ZtarLDAP Adapter*ey bkdexq _gby aZijhkZ m g _]h
\lhjhlh nzZdlhjz
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G A d e Z MAuthentication™:
G Z fb Update.

A:F?LD:
Zabbixg _ ih~™ _j°b\Z _| kbgojhlghA®zZpdlZ &h]lhf b "bgzZfbq_kdbc

ijh\babhgbg] ihevah\Zl_e_c¢ G_ azZdju\Zy kZ&dbbokhmfZghl kv g
ihevah\Zl_eb khhi\_IkI\mxsb_LDAPVABNZE he¥ f

19.23.<hkklZgh\e _gb_ "hklmiZz

< kemqzZ_ g_h[oh”bfhklb fh 'gh baf_gblv Iblintgrmal _glbnbdZpbb gz
g_ihkj_"kI\_ggh \ [ZZabbM{Myp®@b b e PostgreSQL

mysql-u USERNAME-p use zabbix;

update config set authentication_typ®;

] USERNAME- bfy ihevah\Zl_ey [Zau ~Zgguo
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20. BearPass

20.1. H[s

<:@GH
>hkimigh Ilhevdh ey ieZlguo |Zjbnh\

BearPassh”"_j"b\Z _| \hafh ' ghklv Z\IhjbaZpSBOSAMLZIgGHZjIm
ihiuld_ \oh”"ZS$Qjijdeh  _gb_ ihiulZ_Iky gZclb ihevah\Zl_ey ih eh]
ihevah\zZl_ey s g _{RAghpwl® fl kharZg b ijb\yaz@SDijh\Zc”_jm

Qlh[u gzkIj83Ov j c~bl_ \ khhi\_Ikl\mxsbc imgdl f_gx \ Z~fbgbklj

jZa™_e _

<:@GH
lhevah\Zl_ev "he" _g bf_Iv ijZ880GZkljhcdz

AN kv g_h[oh”~bfh aZihegblv "Zggu_ ihe®@ gb_hl ijh\Zc™ _jZ
>hihegbl_evgh fh gh k~_eZlv fZiibg] Zljb[mlh\ ihevah\ZIl_ey ba i]

lhke  ZdIb\SS@bph\Zc” _jZ \ nhjf_ \oh~Z ihy\blky dgh$8@ <hclb q_]
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HipbhgZevgh fh gh gzZkljhblv rbnjh\Zgb_ b Ij_[h\Zgb_ ih~ibk_c a
gZkljhcdZo kh klhjhgu ijh\Zc”_jZ wlh Ih"_ “he gh [ulv \dexqg_gh

20.1.1.FmevibnZzZdlhj

>h[Z\vl_ gh\uc jSMvhikbeh  gb_
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AZihegbl_ gZa\Zgb_ b zZ7~j_k \u[_jbl_gm ' guc \Zf ihklZ\sbd mq _|I

KdzZqZcl_ nZce f_|1Z"Zgguo ba FmevibnzZdlhjZz
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B aZ]jmab| BearHass

MdZ bl_ kkuedm gZ f_BadRapgm [ B'd|_kv qlh \u Zd$BOwmjh\Zeb
ij_~u”“ms_frz]_












































































































































































































































































































































































































